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Published in 2015. The paper discusses the challenges in commercializing
2chnology, specifically focusing on quantum key distribution technology.

Published in 2015. This report by Michele Mosca addresses the readiness of

cybersecurity in the era of quantum computers.
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Published in 2017. This is a statement by Raymond Laflamme regarding the
'ment of Canada's support for quantum space innovation.
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Published in 2016. This source from the National Research Council Canada
gﬁﬁ quantum cybersecurity solutions and was accessed on July 8, 2017,
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Published in 2010. This Government of Canada report outlines Canada's
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Chapter 3

Literature Review

Although quantum computers that could solve new, currently inaccessible problems are st

y
e years away (as few as five or as many as ten years based on the work being done by curre
s firms), there are several important challenges that must be addressed to prepare for their
aims to €ventual, broad commercialization.
Eega.t,iw This section covers academic works that address three such issues, 1) the proven challeng
o of commercializing new technology, 2) the security risk posed by quantum computing and
1. In the need to prepare Canada’s workforce for a quantum future. The findings in these
‘.qe academic works provide applicable learnings for the successful introduction and adoption
;: quantum computing by a broader public.

computing firms and their recent technological accomplishments will be shared. In
order to understand where the government should focus its support to ensure
continual leadership in the sector, the current perceptions of industry leaders and

researchers on the sector’s future will also be provided.

2. Understand the Impact of Quantum Computing on Cybersecurity: In order for Canada

to remain a leader within the global industry, it will be asserted that the Canadian

government must prioritize funding research for quantum security. As this technology
grows past infancy and becomes more widely available, hackers could utilize quantum
technologies to threaten the privacy of Canada’s government bodies, businesses and

citizens.
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The NRC projects that quantum computing will have major impacts in fields from finance
to materials design, but there is currently minimal understanding of the economic impact

and challenges presented by this technology. This research provides a broad overview of the , ., l “ ULI.IJ'] le (S - " l | " 2

current state of quantum computing, highlight some of its key challenges through surveying

T

of experts within the industry and provide recommendations on:

1. How government, academia and private firms can work together to identify the best
opportunities for the early development and adoption of quantum technologies and

address hurdles with the commercialization process

2. How the incoming Canadian workforce can be better prepared for work in a quantum

age

3. How the government and private institutions can be proactive in protecting themselves

against the potential security threats posed by quantum technologies

3. Identify Barriers to Adoption: Several barriers will hinder the adoption of this new
technology by Canadian businesses. It will be illustrated that the technology’s novelty
means there is a lack of understanding around its potential by those outside of the
limited group of quantum researchers and business leaders. If Canada’s quantum
industry is to thrive, the government must work in partnership with Canada’s tech

industry and burgeoning quantum firms to educate and enable businesses to become

\ early adopters of quantum computing. j
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