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Project:

Risk Identification and Analysis (Based on the project you chose in APM)

The objective of this report is to identify project risks, prepare a risk probability matrix,
and carry out an analysis of selected risks. Referring to the project you select in Advanced
projects management APM course, your task is to prepare a risk management plan that
identifies potential risks in the selected stage of the project and identify risk management
strategies.

From the course content and readings, you know that the overall purpose of risk planning
is to anticipate possible risk events and be ready to take appropriate action when risk
events occur—to eliminate or reduce negative impacts on the project.

You may wish to begin this exercise with a brainstorming about potential risks to get
candidate risks “on the table” for consideration. And then identify and refine that wording
for risks that have some realistic chance of occurring in this stage. For example, potential
weather problems present a real obstacle to completing field data collection by the
planned completion date. It is also an issue that the project manager will ultimately have
to plan for, as opposed to other issues such as a major disaster (e.g., your office burning
down), is not a high-enough probability event that requires much time in planning. As
described below, you will select several of the identified risks and carry out a risk analysis.

You will use the distilled list of risks to make a risk probability/impact matrix. The matrix
will have at least three categories (high/medium/low) for probability and impact.

Remember that it is important to name risks effectively—use words that describe the risk
event and point to the impact on the project (e.g., “injury of field technician disrupts data
installation work”).

After completion of the risk matrix, document a risk analysis for the selected risks. This
detailed documentation for that selected risk will include:

e adescription of the risk and potential impacts (schedule, quality of work, cost, etc.) on
the project.

e indicators or triggers that would be monitored to help identify the risk as early as
possible.

o specific risk response strategies to take.

Using probability and impact matrix calculate the Expected Monetary Value (EMV) for all
risks that have the impact in terms of cost $$.

Best of luck...
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Programing and Software System Est.

Introduction:

Security is about managing risks. The moment you connect your computer to the
Internet, you are exposing your computer to all kinds of attacks and risks from the Internet.
The most secure computer is one that is never switched on and always locked up in a
box and buried 200,000 meters under the seabed of the Atlantic Ocean. But this does not
work in reality as today’s world has become heavily dependent on information technology
and communications to process, store and transmit information and deliver services to
the people. In order to set up an infrastructure that is operational and secure, not only
must one understand the business requirements, he must also know what are the risks
and how to best secure them with the assigned budget. This would require a proper
information security risk assessment to be conducted

Methodology:

As the saying goes, there is more than one way to skin a cat. This section looks at
different methodologies that can be used for risk assessment. Security practitioners will
have to decide the most suitable methodology based on their need and operating
environment. Asset Audit The asset audit approach towards risk assessment looks at the
assets the organization has and determines if each asset is being protected adequately.
Typically, an asset audit process will include the following steps: - a. Information asset
identification — Identifying all the data that the system being assessed stores, processes,
transmits or has access to. The data can include program source code, backup tapes and
customer information. b. Data flow — Determines the means by which each information
asset identified arrives and leaves the system. c. Threat analysis — Determines the
different threat mechanisms that can be used to acquire the information as the data -
Enters the system - Is stored on the system - Leaves the system d. Likelihood of threat
occurrence — determines how likely each threat mechanism identified will happen e.
Impact Analysis — Assess the impact of data being disclosed, corrupted or destroyed or
unavailable for a certain period of time f. Safeguard identification — Selects the relevant
safeguards or controls that needs to be implemented to protect the organization’s
information assets. These controls can be technical (e.g. install personal firewalls on all
remote users’ computers) or non-technical (e.g. acceptable use policy or security
awareness programs)



Risk Matrix:

Consequence
Negligible Minor Moderate Catastrophic
1 2 3 5
3 Moderate High
Almost
. 5 10
certain
4 Moderate High
Likely 4 8
o
o
_E 3 Low Moderate
) Possible 3 6
=
=
2 Low Moderate | Moderate High High
Unlikely 2 4 6 8 10
1 Low Low Low Moderate | Moderate
Rare 1 2 3 e 5
Risk Example:
Risk probability Impact Score
Data loses 2 1 2
Shortage of customer 2 2 4
Lock down because of Covid19 4 4 16
Update the system 1 2 2




EMV Calculation:

Risk Probability Impact | EMV
1 20% 6000 1200
2 10% 4000 400
3 30% 8000 2400
4 10% 5000 500
EMV= 4500

3. Probability of Risk Occurrence

a. High probability — (80 % < x < 100%)

b. Medium-high probability — (60 % < x < 80%)
c. Medium-Low probability — (30 % < x < 60%)
d. Low probability (0 % < x < 30%)

4. Risk Impact

a. High — Catastrophic (Rating A — 100)
b. Medium — Critical (Rating B — 50)
c. Low - Marginal (Rating C — 10)

Discussion:

Based on the content analysis, we found that all the programs we studied had a
positive attitude toward risk management. In fact, risk management was considered an
important part of program management. All 12 programs had a well-defined risk
management process. The primary objectives of the process are (1) to identify critical
areas and risk events, both technical and non-technical, and take necessary action to
handle them before they become serious cost, schedule, or performance problems; and
(2) to ensure that all participants (including the customers and subcontractors) remain
aware of program risks and their potential consequences so that they can be continuously
monitored and effectively mitigated. In the corporate level, program risk management has
been recognized and has been integrated into the corporate procedure or culture to
ensure that risk management is practiced in every program by everyone.
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