
Title of the Research
Deep Learning-Based Network Intrusion Detection Using a Hybrid CNN-LSTM Framework

Research Description (Brief Overview)
This research proposes a hybrid deep learning framework for detecting network intrusions by combining Convolutional Neural Networks (CNN) and Long Short-Term Memory (LSTM) networks. The objective of the study is to enhance intrusion detection accuracy by leveraging CNN for spatial feature extraction and LSTM for modeling temporal dependencies in network traffic data. The proposed model will be trained and evaluated using the NSL-KDD dataset, a benchmark dataset widely used in intrusion detection research. The performance of the proposed deep learning model will be compared with traditional machine learning classifiers using evaluation metrics such as Accuracy, Precision, Recall, and F1-score. The study aims to improve detection performance while reducing false positives in cybersecurity systems.

Used Dataset Name & Link
Dataset Name: NSL-KDD Dataset
Dataset Link: https://www.unb.ca/cic/datasets/nsl.html

