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Lecture 4 Summery

1. Risk management process:

2. Risk management context

3. Components of the RM context
4. Scope of the context

5. Designing a risk register

6. Risk Management Planning
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Lecture 5 Risk assessment considerations

Importance of risk assessment:

» Risk Assessment: is defined as the overall process of risk
identification, risk analysis and risk evaluation.

= The purpose of risk assessment is to identify the significant risks that could
impact the selected feature

= An important feature of undertaking a risk assessment: is to decide
whether the identified risk is going to be evaluated at the inherent level or

at the current (or residual) level.
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Lecture 5 Risk assessment considerations

Importance of risk assessment:

= The benefit of undertaking assessment of inherent risk: i1s that the
difference between the current level and the inherent level can be identified.

= This will give an indication of the importance of the existing control
measures and the information is used by internal auditors to help identify
critical controls and set audit priorities.

= For example, if an assessment of an x-ray machine is being undertaken, the safety person
will assume that the enclosure or cabinet is in good order and the risk should be assessed
on that basis. The internal auditor will more easily recognize that the enclosure or cabinet
a' is a vitally important control factor that has to be subject to a routine inspection.
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Lecture 5 Risk assessment considerations

Techniqgues of risk assessment:

= The main risk assessment techniques are as following:

1- Questionnaires and checklists: Use of structured questionnaires and
checklists to collect information that will assist with the recognition of the

significant risks.

2- _Workshops and brainstorming:_Collection and sharing of ideas at
workshops to discuss the events that could impact the objectives, core

processes or key dependencies
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Lecture 5 Risk assessment considerations

Techniqgues of risk assessment:

= The main risk assessment techniques are as following:

3- Inspections and audits: Physical inspections of premises and activities an
audits of compliance with established systems and procedures.

4- Flow charts and dependency analysis:_Analysis of the processes and
operations within the organization to identify critical components that are key

to success.
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Lecture 5

Risk assessment considerations

Advantages and disadvantages of RA technigues:

Advantages and disadwvantages of RA technigques

Technigue

Ouestionnairses
and cheaedcklists

Wworkshops and
brainstorrming

Inspections
and audits

Flowwe charts amnd
dependency
analysis
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Advantages

Consistent structure
guaranteses consistenoy
Greater involverment than im

a workshop

Consolidated opinions frorm
all interested parties

Greater interaction produces
more ideas

Fhysical ewvidenoce formms
the basis of opinion
Aidint approacihh results in

good structure

Useful output that may be
usaed elsewheare
Analysis produces betier

understanding of
processSes

Driisadwvantages

Rigid approach may result im
some risks bheing missed

Cruestions will be based on
historical knowledge

Senior managerment tends to
dominate

Issues will be mMmissed if
incormraect pecople inmeolved

Inspections are most suirtable
for hazard risks

Aodit approach tends o foocus
on historical experiencse

Difficult o use for strategic
risks

PAAay be wery detailed amd
time-consuurmimg




Lecture 5 Risk assessment considerations

Nature of the risk matrix:

Definitions of likelihood

Likelihood Freguency

Unlikely Can reasonably be expected to occur, but has only occurred
2 or 3 times over 10 years in this organization or similar
organizations

Possible Has occurred in this organization more than 3 times in the
past 10 years or occurs regularly in similar organizations, or is
considered to hawe a reasonable likelihood of ooccurring in the
next few yaears

Lilcely COccurrad more tham 7 times owver 10 years in this organization
or in other similar organizations, or circumstances are such
that it is likely to happen in the next few years

Aldmost certain Has occurred 9 or 10 times in the past 10 yvears in this
organization, or circumstances hawe arisen that will almost

certainly cause it to happen
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Lecture 5 Risk assessment considerations

Nature of the risk matrix:

Definitions of impact

Descriptor Definition

Small Mo impact on patient health; minor redouction of reputation in
the short run; no wviolation of laww; negligible economic loss
wwhich can be restored

Moderate Minor temporary impact on patient health; small reduction of
reputation that may influence trust for a short timéme; violation of
laww that results in a warming; small economic loss that can be
restored

Severe Sernous impact on health; serious loss of reputation that will
influence trust and respect for a long time; vioclation of law that
results; large economic loss that canmnnot be restored

Catastrophic Dreath or permanent reduction of health of patient; serious loss
of reputation that is dewvastating for trust, serious wviolation of
laww; considerable economic loss that canmnot be restored
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Lecture 5 Risk assessment considerations

Nature of the risk matrix:

= |dentification of potentially significant risks will be undertaken during a risk
recognition exercise. It is necessary to decide the:

1. Magnitude of the event should the risk materialize;
2. Size of the impact that the event would have on the organization;
3. Likelihood of the risk materializing at or above the benchmark;

g' 4. Scope for further improvement in control.
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Lecture 5 Risk assessment considerations

Attitude to risk:

= Risk attitude represents the long-term approach of the organization to
risk

" |t is becoming more common for a risk attitude matrix to contain four
sections.

= These sections can be represented by the 4Cs of comfort, cautious,
concerned and critical.
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Lecture 5 Risk assessment considerations

Attitude to risk:

Risk attitwude rmatri==
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Lecture 5 Risk assessment considerations

Attitude to risk:
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Lecture 5 Risk assessment considerations

Attitude to risk:
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Lecture 5 Risk classification systems

Attitude to risk:
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Lecture 5 Risk classification systems

1- short-, medium- and long-term risks:

= The classification of risks into short, medium and long term helps to identify

risks as being related (primarily) to operations, tactics and strategy,
respectively.

= This distinction is not clear-cut, but it can assist with further classification of
risks.

= there will be some short-term risks to strategic core processes and there may
be some medium-term and long-term risks that could impact operational

a' core processes.
0
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Lecture 5 Risk classification systems

1- short-, medium- and long-term risks:

= A short-term risk has the ability to impact the objectives, key dependencies
and core processes, with the impact being immediate.

= Medium-term risks usually impact the ability of the organization to maintain
effective and efficient core processes that are concerned with the
management of tactics, projects and other change programmes.

= Long-term risks usually impact the ability of the organization to maintain the
core processes that are concerned with the development and delivery of

a' effective and efficient strategy.
e
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Lecture 5 Risk classification systems

1- short-, medium- and long-term risks:

= The next Figure illustrates short-term, medium-term and long-term risks in
terms of the source of these risks.

= The risks arise from the operations, tactics and strategy adopted by the
organization.

= For the sake of completeness, the category of compliance risks is also

included, since this is an additional category to operations, tactics and
strategy.
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Lecture 5 Risk classification systems

1- short-, medium- and long-term risks:

= The need to respond to risks according to whether they arise from
strategy, tactics, operations or compliance (STOC) is summarized by
embrace, manage, mitigate and minimize (EM3) respectively.

= The purpose of the bow-tie illustration of risk management is to
demonstrate that sources of risk can lead to events that have
consequences

il —
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Lecture 5 Risk classification systems

1- short-, medium- and long-term risks:

= The need to respond to risks according to whether they arise from
strategy, tactics, operations or compliance (STOC) is summarized by
embrace, manage, mitigate and minimize (EM3) respectively.

= The purpose of the bow-tie illustration of risk management is to
demonstrate that sources of risk can lead to events that have
conseguences
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Lecture 5 Risk classification systems

1- short-, medium- and long-term risks:

Bow-tie representation of risk management

Category affected
-Peopie CE==0
* Premises
= Processes
Strategic risks ' = Products Financial '
Tactical risks ’ Infrastructure .
Operational 7 '
ki Reputational
Compliance '
risks Marketplace
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Lecture 5 Risk classification systems

1- short-, medium- and long-term risks:

= The pervious Figure provides an example of the bow-tie being used to
represent the three components of risk source, event and impact.

= |In this high-level representation, risk sources are identified as strategic,
tactical, operational or compliance.

= |mpacts are represented using the FIRM risk scorecard, as described in the
following Table.

= At the center of the bow-tie is the event, as described by the component of
a' the organization that will be impacted by the event.
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Lecture 5 Risk classification systems

2- FIRM risk scorecard:

= The classification system also reflects the idea that every organization
should be concerned about its finances, infrastructure, reputation and
marketplace success. In order to give a broader scope to commercial
success, the headings of the FIRM risk scorecard are as follows:

= F Financial;

= | Infrastructure;
= R Reputational,
= M Marketplace.
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Lecture 5

short-, medium- and long-term risks:

Risk classification systems

Attributes of the FIRM risk scorecard

Fimancial

Inmnfrastructure

Reputatiomnal

NMarketplace

Craescripticomn

Imtermnal or
extermal nsk

CDuantifiable
Mleasuraerment

iperformance
indicator)
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Risks that camn
irmpact the
wwrasy 1N wwihiich
Mmonasy 1s
managed amd
profitability is
achiewved

Int=rmal

Usualy

Gaimns and
losseaes from
intermal
fimancial
control

Risk=s that wwill
impact the lewel
of efficiency
and dysfunction
wwithim the core
pDrocessaes

Internal

Soametirmes

Lewel of
efficiency in
processes amnd
operations

Risks that wwill
impact desira
of customears
to deal or trads
arnd lewel of
CUSTOMmEr
retentisnr

Extaernal

Mot alwaws

Mature of
publicity arnd
effectivenass
of marketing
profile

Risks that wwill
Impact the
l=wvel of
Ccustormer trade
or espercditbure

Extermal

s

Incorme from
cormrmercial
and markaet
activitieas




Lecture 5 Risk classification systems

short-, medium- and long-term risks:

Marketplace

Financial Infrastructure Reputational
Performance Procedures Process Perception
gap Failure of Failure of Failure to
procedures 1o procaesses 1o achieve the
control imternal operate without desired
financial risks disruption perception
Control CapEx FProcess control Marketing
mechanisms standards Loss control Advertising
Internal control  Insurance and Reputation
Delegation of risk financing and brand
authornty protection
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Failure to
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required
presance in the
markaetplace

Strategic and
business

plans
Opportunity
assessment




Lecture 5 Risk classification systems

short-, medium- and long-term risks:

Marketplace

Financial Infrastructure Reputational
Performance Procedures Process Perception
gap Failure of Failure of Failure to
procedures 1o procaesses 1o achieve the
control imternal operate without desired
financial risks disruption perception
Control CapEx FProcess control Marketing
mechanisms standards Loss control Advertising
Internal control  Insurance and Reputation
Delegation of risk financing and brand
authornty protection
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Lecture 5 Risk classification systems

3- PESTLE classification system:

PESTLE classification systerm

FPoalitical

Ecomormic

Sociaological

Tech nalogical

Lecpal

Ethical ar
Ermnwiraornmeantal
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Category of risk Drescripticom

Tax palicy, employ rmeaent lavws, emviranrmeental regulations,
trade restrictions amnd reforrm, tariffs and political stakility

Ecomnomic growwwth fodaeclirnes, interaest rates, esxschange rates anc
imnflatiom rate, wage rates, Mminimum wage, wvworkimnog howurs,
unNnamploy rment (local amnd maticenal), ocraedit availlability, cost

of living, et

Cultural mornrms and excpectation s, health consciousness,
populaticon growwth rate, age distribution, carser attitudeae=s,,
emphasis on safety, alobal warrmeinmn o

Techrnology changes that impact your products Or Serviees,
Nnaewvy technmnologies, barriers o entry im given markets, financial
decisions=s like outsourcing and suppby chain

Chamnges 1o legislation that may impact employrment, acces:s
T rmatsrials, guotas, resOourcas, ImeeortsySexpaoerts, taxation, Stho

Ethical and enwvironmnmeaental aspects, although many of thhese
factors will be escomnaormic or Ssocial imn nature




Lecture 5 Risk classification systems

4- Compliance, hazard, control and opportunity

= Categorizing risks according to a single risk classification system is not
always helpful

= Risks need to be classified according to the source or impact as well as
according to the timescale of the impact.

= Therefore, a combination of the FIRM risk scorecard and the classification
of risks as hazard, control and opportunity risks can be used to provide a
complete picture.
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Lecture 5 Risk classification systems

4- Compliance, hazard, control and opportunity

= |tis possible to design a personal risk matrix that classifies risks according to
the FIRM risk scorecard and also classifies them according to whether they
are short term, medium term or long term.
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Lecture 5

Project Risk Identification:

Project Risk Management Guide
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Lecture 5 Project Risk Management Guide

Project Risk Identification:

2-1 Risk Identification during Project Development:

Risk identification is ongoing through project development:

1. Planning

2. Scoping
3. Design/Plans, Specifications, and Estimate (Engineer’s Estimate)

4. Construction

<]
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Lecture 5 Project Risk Management Guide

Project Risk Identification:

2-2 Risk Identification: Inputs, Tools and Techniques, Outputs:
2-2.1 Risk Identification Inputs

= The most important first input is a defined project. In order to fully understand and assess.
project risks we must ensure a mutual understanding of the project under evaluation.

= Fundamental information about a project includes a clear statement of need. To focus on
risks and uncertainties our project will face, we must know the project in context, scope,
schedule, and estimate.

= |nformation is commensurate with the level of project development at the time of risk
g' analysis. Progressive elaboration should not be confused with scope creep.
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Project Risk Management Guide

Project Risk Identification:

2-2 Risk Identification: Inputs, Tools and Techniques, Outputs:
2-2.2 Risk Identification Tools and Techniques

= Brainstorming: An effective method, brainstorming can range from a small informal project
team effort for simpler projects to a full-blown CEVP® workshop. Effective brainstorming
requires a skilled facilitator, working together with the project team and specialists who can
bring additional expertise.

= Checklists and/or questionnaires to “specialty groups”: Checklists/questionnaires are quick
and easy to use, but limited in nature; they only deal with the items on the list. Each project
is unique, so a standard list will often not capture the project-specific risks of most concern.
Though it can be limited, a checklist/questionnaire can spark thinking prior to a more formal
brainstorming process.

AL
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Lecture 5 Project Risk Management Guide

Project Risk Identification:

2-2 Risk Identification: Inputs, Tools and Techniques, Outputs:
2-2.2 Risk Identification Tools and Techniques

= Examination of past similar projects: Lessons learned from past projects help us to avoid
repeating mistakes. Using past examples requires prudent and objective judgment, since a
previous project may be similar but is nonetheless different because each new project has
unique requirements and features, including uncertainties and risks.

= A combination of the above methods and/or others: It is quite likely that for most projects, a
= combination of the above methods will be used to identify risks.

= —_—
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