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literature review:
First, For the paper "Deep network approach with stacked sparse autoencoders in the detection of DDoS
attacks on SDN-based VANET."
This Study proposes a deep leafjing approach employing stacked sparse autoencoders (SSAE) and a
Softmax classifier to determine DDoS attacks in SDN-based vehicular ad hoc networks (VANETSs). The
writers generated a custom SDN-based VANET dataset and employed a four-layer SSAE model to
decrease feature dimensionality before classification. The suggested model reached 96.9% accyEflly in
catching DDoS attacks, surpassing other classifiers for machiffl§ learning. Primary results show the
effectiveness of the SSAE + Softmax classifier deep network model for DDoS attack detection in SDN-
based VANETs and the advantages of edge control in improving transmission and control in the network
architecture. The Study showed two main limitations: The absence of comparison with other deep
learning techniques outside traditional machine learning classifiers. There is Lacka of real-world testing
or verification of the suggested model in an existing SDN-based VANET environment.(Polat et al., 2020)
2
Second, for the researcthistributed Network Intrusion Detection System for Distributed Denial of
Service Attacks in Vehicufffl§ Ad Hoc Network
This study paper suggests a distributed network intrusion detection system (NIDS) for catching
Distributed Denial of Service (DDoS) attacks in Vehicular Ad hoc Networks (VANETS). The method
employs an extensive data design, including Apach@gpark for data processing and a Random Forest
classifier for attack detection. The technique uses a micro-tfffi8h data processing model to extract features
and collect real-time traffic. The system was assessed with two publicly available datasets: NSEEFDD
and UNSW-NBI135. Primary results include low false alarm rates of 0.05% and 1.08% and high accuracy
rates of 99.95% and 98.75% for the two datasets, respectively. The primary areas for improvement are as
follows: The system was only evaluated on publicly available datasets, not an actual VANET setup. The
paper must detail the computational resources or the system's scalability for comprehensive
networks.(Gao et al., 2019)
Third, DDoS Detection Mechanism Using a Trust-Based Evaluation System in VABIE T
The research proposes a trust-based framework to catch and prevent DDoS attacks in Vehicular Ad-hoc
Networks (VANETSs). The technique uses a trust evaluation me@%inism merged with clustering to
determine attackers and decrease detection costs. Commonness value statistics, trust hypothesis statistics,
residual energy, and trust policy are essential aspects of trust. The goal EF}he system is to maximize
bandwidth usage without compromising security. The method employs a Dynarffieally Growing Self-
Organizing Tree (DGSOT) algorithm for bunching nodes based on trust scores. Average Latency, Packet
Delivery Ratio, Detection Rate, and Energy Consumption are used to assess performance. While the
report represents the suggested methodology in detail, it doesn't provide quantitative evaluation results or
specify the amount of the dataset used. The major areas for improvement are The Absence of explicit
quantitative results to show the effectiveness of the suggested method compared to living methods. The
Lack of details about the exact dataset or simulation parameters employed to try the
framework.(Poongodi et al., 2019)

Fourth, Improved Detection and Mitigation of DDoS Attacks in fhicular ad hoc Network

The study paper suggests a new technique to detect and mitigate Distributed Denial of Service (DDoS)
attacks in Vehicular Ad-hoc Networks (VANETSs). The method uses a greedy strategy to establish an
attack topology and network congestion, followed by detection and mitigation. The Study uses an NS-2
simulator with 40 vehicular nodes to construct the network environment. The suggested method checks
the bandwidth utilization of each node compared with a set of thresholds to determine malicious nodes.
According to preliminary findings, the proposed method performs better than current methods regarding
network speed, packet loss, and routing overhead. The average throughput increased from 39.33 to 51.98,




routing overhead lowered from 19.58 to 13.48, and average packet loss lowered from 9.198 to 7.65,
resembling the current method. Two primary limitations of the Study are: The approach restricts its
applicability to other attack types by concentrating on a single DDoS attack method. The intricacy of real-
world VANET scffrios might need to be adequately represented by the comparatively small network
size of 40 nodes.(Galgotias University. School of Computing Science and Engineering et al., n.d.)

23
Fiﬁh,%SOM: Efficfgf} Mechanism for Defense against DDoS Attacks in VANET
This Study sugdests a Multilayer Distributed Self-Organizing Map (MSOM) system to protect against
DDoS attacks in Vehicular Ad Hoc Networks (VANETSs) employing Software-Defined Networking
(SDN). The goal is to improve VANET security and overcome the limits of centralized SDN
architectures. The technique uses a two-level clustering and classification method employing distributed
SOMs integrated into SDN controls. The suggested system is evaluated using NS-3 simulations, albeit the
dataset size is not stated directly in the publication. Primary findings iclude high detection accuracy
(99.67%) for malicious traffic, efficient deterrence and mitigation of DDoS attacks, and enhanced system
security and recovery rate. The primary weakness is the Lack of real-wiZld testing, as the evaluation
relies solely on simulations. There is an absence of a comparison with other state-of-the-art DDoS
detection methods in VANETS to contextualize performance improvements better.(Al-Mehdhara & Ruan,
2021)

Sixth, DDoS attack detection on SD-VANET using a mix of featureffection and hyperparameter tuning
This work used feature selection, hypefJarameter optimization, and machine learning techniques to detect
DDoS attacks on SD-VANETSs. Using an experimentally developed SD-VANET topology, the
researchers produced a bespoke 42-feature dataset €}t included regular and DDoS attack traffic
information. The most nfghble features were found using the MRMR feature selection approach, and the
hyperparameters for the K-Nearest Neighbors, Support Vector Machine, and Decision Tree classifiers
were adjusted using Bayesian optimization using Bayesian optimization and MRMR feature selection,
achieving 99.35% accuracy in DDoS attack detection. This Study's primary drawbacks seem to be: 1) the
use of a proprietary dataset, which could restrict generalizability to other SD-VANET systems; and 2) the
concentration on just three machine learning algorithms, which can cause more efficient classification
techniques for this issue to be overlooked.(Tiirkoglu et al., 2022)

Critical analysis:

First the Advantages, the research tackles a significant and topical matter: identifying DDoS assaults in
SDN-based VANETS, an essential step in guaranteeing traffic security in intelligent transportation
networks. Rather than using pre-existing generic datasets, the researchers created a unique SDN-based
VANET architecture and dataset, especially for this investigation. This makes their approach to the target
domain more applicable and relevant.

The suggested deep leaming model outperformed conventional machine leaming classifiers in identifying
DDoS attacks with high accuracy (96.9%) by utilizing stacked sparse autoencoders (SSAE) and the
Softmax classifier.

Second the Limitations, although the custom dataset presents a positive aspect, more information is
needed regarding the data collecting process, dataset size, and feature engineering approach. More
information would help evaluate the results' robustness and generalizability.

The primary comparison made in the study is between the suggested deep learning model and
conventional machine learning classifiers. However, a more comprehensive comparison is needed. This
intrusion detection method should be compared with other cutting-edge deep learning techniques to
obtain a more thorough assessment.




While detection accuracy is the main emphasis of the paper, other crucial factors like computational
efficiency, real-time performance, and the capacity to identify new attack variants still need to be fully
covered. Several elements are essential for deployment in VANET systems to be practicable.

Third Methodological points, using an edge controller in the VANET architecture is an intriguing way to
increase communication effectiveness. Nevertheless, a more thorough examination of how this affects
system security and attack detection capabilities would improve the work. The SSAE approach is well-
justified for dimensionality reduction and feature extraction; nevertheless, the reasoning behind selecting
particular hyperparameters (e.g., number of layers, nodes per layer) is not explicit. A more systematic
approach to hyperparameter optimization may yield even beffr outcomes.

In conclusion, the paper offers a fresh and effective method for identifying DDoS attacks in SDN-based
VANETs, backed by solid empirical findings. Nonetheless, a more thorough assessment and examination
of pragmatic factors would enhance the research and its feasibility for practical implementation.

Conflict and@nnections:

The issue of distributed denial-of-service (DDoS) assaults in vehicular ad hoc networks (VANETS) is the
subject of all publications, especially those on SDN-based VANETSs.Several studies suggest detection and
mitigation strategies for DDoS attacks, such as hybrid approaches that include feature selection and
machine learning, trust-based assessment systems, and deep leaming models. The studies underscore the

potentially catastrophic impact of DDoS attacks on traffic efficiency and safety, thereby highlighting the
urgent need to secure SDN-based VANETs. To enhance the identification and mitigation of DDoS
assaults, several studies use artificial intelligence and machine learning methods, such as autoencoders,
Softmax classifiers, and hyperparameter optimization.

Potential Conflicts , Although DDoS attacks in VANETS are the main topic of all the articles, the
methods, performance metrics, and assessment scenarios of the various detection and mitigation strategies
suggested may differ. The articles might employ various modeling environments, datasets, or assessment
metrics, making it difficult to directly compare the proposed methods' efficacy. Different articles may
highlight multiple parts of the issue, such as hybrid feature selection and classification models or trust-
based techniques. This could result in trade-offs or potential conflicts regarding real-time performance,
detection accuracy, and computational complexity. Because the paper summaries don't go into as much
detail as they should, a more thorough examination of the full-text articles would be required to find
deeper philosophical or technical disagreements among the suggested methods.
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