1-Which of the following is closest to what cybersecurity means?
a) A broad field of study and practice that addresses security vulnerabilities with the advancement of technology.
b) Hacking technology and learning hacking tools.
c) Lock all information in a safe place.
d) Ensuring personal defense, through methods such as downloading the latest secure messaging apps and browsers and setting multiple passwords.
 
2-Confidentiality in cybersecurity relates to:
a) Implementation and assurance of access levels
b) Keeping secrets to yourself
c) Ensuring that the data is what we expect, by keeping backups of the data in different versions and securely verifying the changes.
d) Ensuring that the data is continuously available and reliable for those authorized.
 
3-Which of these is not part of cybersecurity engineering?
a) Encryption
b) Application security
c) Critical Infrastructure Engineering
d) Screen engineering
 
4-What does the CIA's triad of security mean?
a) Central Intelligence Agency
b) Trust, insurance, work
c) Affection, integrity, accessibility
d) Confidentiality, integrity, availability
 
5-Fill in the text!
Please provide the text you would like me to translate. It refers to identifying risks, evaluating the pros and cons of certain security vulnerabilities, and finding the most cost-effective and efficient security solutions. ........... It is the continuous gathering of knowledge about potential attacks.
Risk management
User education
The survey
Security education
Threat information
Cost-benefit analysis
 
6-True or False:
There are many overlaps in different areas within cybersecurity.
a) Error
b) Correct
 
7-Fill in the blank!
Security .......... It involves ensuring that the organization enforces certain regulations and policies and conducts continuous audits.
a) Security intelligence
b) Security review
c) Security education
d) Security compliance
 
8-True or False:
You can only join the cybersecurity industry if you have a strong technical and engineering background.
a) Error
b) Correct
