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Problem Statement:
News media plays a critical role in shaping public opinion and disseminating global information across various domains, including politics, economics, sports, and environmental sectors. Engaging with daily news allows individuals to stay informed about global events and societal developments [1]. The proliferation of fake news poses severe consequences, ranging from eroding public trust to inflicting significant reputational damage on individuals, organizations, and sovereign states. Most machine learning techniques are often used to determine whether news is fake or real. This technique relies on the headline of the news article; if it contains numbers or symbols that raise suspicion, then detect this is fake news [2]. However, this method has become outdated and has been discovered by fraudsters. Therefore, the headline is written correctly, but the content of the news article is misleading.   

With the development of artificial intelligence, it has become very important to find a clear tool or approach for detecting fake news through deep learning. Due to the massive spread of newspapers and social media sites filled with news and misinformation, they do not only include textual news but also images and videos [3]. Therefore, modern technologies such as deep learning should be used to counter these risks.

Therefore, this research aims to identify the techniques previously used in detecting fake news. In addition, find an effective way using deep learning to detect and prevent fake news by identifying it early.
Research Objectives: 
1. To understand the magnitude of fake news problem and its impact on the surrounding community:
- To identify the underlying problem behind the danger of misinformation.
- To understand the extent of the problem's impact on society in its entirety.

2. To evaluate the limitations of previous fake news detection studies:
- To critically assess strengths and weaknesses of methods used to detect misinformation.
- To examine the solutions presented by previous researchers and the extent to which they achieved acceptable results.

3. To propose an approach using deep learning that helps detect fake news and prevent its spread:
- To gain experience from existing technologies and try to develop them.
- To develop a framework capable of detecting fake news and the methods used to create it.

4. To evaluate the proposed framework on a variety of datasets containing different forms of content such as text and images:
- To determine the effectiveness of the framework in dealing with fake news that contains images or user comments.
- To understand the current gap between multimodels and models that rely on a single type of data.

5. To offer suggestions on ways to improve the proposed framework:
- To provide an approach that researchers can build upon to find effective ways to protect users from fake news.
- To help protect users from misleading news that may affect their mental health and mood.




Summary research paper's:

Paper 1: Fake News Detection Using Deep Learning 
This paper describes the challenges posed by fake news and the reasons for its spread through the internet and social media. In this research, the scientists developed a deep learning-based fake news detection system that classifies news as fake or real. The researchers relied on four evaluation metrics to test the results, which are accuracy, recall, precision, and F1-score. One of the benefits of this paper is the comparison of six different deep learning models, which provides a comprehensive evaluation of the results. Furthermore, the use of four main metrics strengthened the findings of the study, which means greater generalizability of the results. One of the main drawbacks of this research is its reliance solely on the English language for classifying news across the same time periods. Another problem here is the lack of a real-time solution to the problem, which helps prevent the spread of fake news. (M, Neelamegan, et al. 2025).


Paper 2 : A hybrid deep learning framework for fake news detection using LSTM-CGPNN and metaheuristic optimization 
This research discusses how fake news has become a serious global problem because social media allows misleading information to spread unchecked. They are proposing a completely new model based on three main pillars, which are LSTM (Long Short-Term Memory) to extract contextual information from the text, CGPNN (Convolutional Gaussian Perceptron Neural Network) for classify news as fake or real, and MFWO (Modified Whale Optimization Algorithm) to improve model performance. One of the most important gains offered by this research is that it presents hybrid architecture containing many techniques such as TF-IDF, CNN, LSTM, and CGPNN. This helps the model to capture semantic information and contextual information. This model leads to improved detection of fake news and effective solutions to the problem. However, the model presented in this study is considered computationally expensive, and the architecture is also complex (Ayyasamy, Ramesh Kumar, et al., 2025). 
Paper 3: Leveraging Data Analytics for Detection and Impact Evaluation of Fake News and Deepfakes in Social Networks. 
This paper discusses the feasibility of using machine learning, natural language processing, and data analysis techniques to detect fake news. In addition, the emotional and social impact of fake news on the public was also studied. In this paper, the researchers used machine learning techniques such as Logistic Regression, Naive Bayes and Random Forest to study the extent to which fake news affects people's behavioral and emotional state. BuzzFeed and PolitiFact datasets were used in this research. One of the advantages of this research is that using multiple datasets generally yields better results. One drawback of this research is the use of separate models for detecting texts and images (Abraham, Tony Mathew, et al., 2025).
  

Paper 4: Synergistic Detection of Multimodal Fake News Leveraging TextGCN and Vision Transformer. 
The authors of this research claim that their main contribution will be in establishing a detection approach for fake news that includes multimedia content. This approach will represent the text as a graph and extract textual features using Graph Convolutional Neural Networks (GCN). In addition, it will extract image features using Vision Transformer (ViT). The dataset that was worked on in this research is the Fakeddit dataset. In this study, the researchers represented the entire text as a graph rather than a sequence of words. They use two deep learning models. The first one is TextGCN which converts text into a graph of documents, words, and weights relationships. The second one is Vision Transformer (ViT) that divides each image into patches. The advantage of this approach is its ability to distinguish fake news from real news due to the use of multimodal techniques. On the other hand, this approach to dealing with fake news problems is considered costly from a computational standpoint (M, Visweswaran, et al., 2024).  




Paper 5: An Intelligent System for Detecting Fake News. 
This paper presents a new perspective on detecting fake news. Researchers claim that fake news is changing people's beliefs and opinions in an unprecedented way. In addition, researchers say that the news recommendation system contributes significantly to the spread of misinformation unintentionally. The methodology in this paper is to generate misleading news using LSTM and GPT-2 and then test whether the fake news generated by large language models can overcome fake news detectors such as Fakebox. Three datasets were used: WebText, George McIntire’s fake-real-news-dataset, and Covid-19 fake news dataset. Due to the tremendous advancements in LLM technology, the researchers presented a significant improvement between the existing model and the model developed in this research. One of the advantages of this research is the realistic testing of fake news generated by artificial intelligence. One of the main drawbacks of this paper is its reliance on a single tool for detecting fake news, and its limited detection of fake news that contains only text (Gifu, Daniela., 2023).  

Paper 6: An AI System For Fake News Detection On Social Media
The authors stated that the internet gives everyone the opportunity to easily publish information online, which makes fake news spread rapidly on online platforms. In this paper, the researchers presented an approach that combines machine learning such as Naïve Bayes, and Support Vector Machine (SVM) integrated with natural language processing techniques. One of the most important advantages of this research is achieving very high results by using simple models that are easy to link to existing systems. This research relied on semantic search, which captures the contextual meaning of sentences, instead of relying solely on keywords as in some previous studies. Although the paper was recently published, it lacks the use of some modern techniques such as deep learning, which is considered one of the most effective techniques for detecting fake news (Dharsini, Dr. S. Visnu, et al., 2023).

Paper 7: Fake News Detection Using Machine Learning Approaches.

The presented to create machine learning-based tools that can help detect fake news. This study aims to create a tool that integrates with other systems such as news websites, web browsers, and social media platforms to classify news as fake or real. This research used a LIAR-PLUS dataset related to political information whose source was verified. Each statement in the dataset was classified as True or Fake. For this reason, supervised learning technology was used to classify data. Instead of using a single algorithm, the researchers relied on comparing more than one algorithm. For example, Naive Bayes, Random Forest, and Decision Tree after using all these algorithms, they selected the best algorithm in terms of performance. The researchers state that the accuracy achieved more than 75%. One of the advantages of this research is the use of several machine learning algorithms instead of relying on just one. One of the drawbacks of this research is its reliance solely on sentences to detect fake news, without considering other factors such as the news publisher or the images included in the news (Khanam, Z., et al. 2021).

Paper 8: Fake News Detection Using Machine Learning and Deep Learning Algorithms: A Comprehensive Review and Future Perspectives.
This paper explains that the rapid growth of digital media has made it easy for people to access and share news without verifying its credibility. The dataset used in this study is the Kaggle “Fake News Challenge. This study conducted several experiments on machine learning algorithms such as Naïve Bayes, Support Vector Machine (SVM), and Random Forest. In this study, scientists also attempted to use deep learning algorithms such as convolutional neural networks CNN, recurrent neural networks RNN, and bidirectional long-term memory networks (BI-LSTMs). The accuracy achieved here is more than 98%. This study demonstrated that the effectiveness of each model depends on four key factors dataset quality, Feature engineering, Training process, and Evaluation metrics (Alshuwaier FA, Alsulaiman FA 2025).

Paper 9: Fake News Detection Using Machine Learning: Integrating FakeBERT Classification, Style Analysis, and Credibility Verification.
In this research, the researchers say that fake news targets younger demographics, therefore it must be detected quickly through machine learning. Researchers claim that fake news spreads faster if there is a global event, citing the coronavirus pandemic as an example. Therefore, the researchers proposed a rapid detection system to distinguish between fake and real news. The study used the ISOT Fake News Dataset, which was created by University of Victoria. Three different classification methods were used in this research, which are FakeBERT, Style Analysis, Credibility Verification. The results in this study were achieved due to the use of these methods to 90% accuracy, 95% precision for fake news, and 86% precision for true news. The strength of this research lies in its use of FakeBERT, which is based on contextual language understanding, thus providing better performance than machine learning models that rely solely on word frequencies. However, this model is considered very costly from a computational standpoint and slower due to the numerous classifiers (Tanaja, Rafael Nicholas, et al., 2025)
Paper 10: Fake News Detection in Social Media Based on Sentiment Analysis Using Classifier Techniques.
The researchers in this study present more on the technical aspect than others, which raised a question for them about whether the quality of data inputs is as important as the choice of artificial intelligence models. In addition, they relied on focusing attention on data cleaning and statistically filling in missing data and then applying machine learning models. Three datasets were worked on ISOT Fake News Dataset, LIAR Dataset, and FakeNewsNet. In this research, the researchers focused on processing missing data and attempting to simulate it before classifying the data and entering it into the models. After processing, all data was transformed using TF-IDF and classified with Naïve Bayes, Passive-Aggressive, and CNN to ensure robust evaluation. The researchers concluded that feature extraction is very helpful in classifying news as fake or real, in addition to multiple imputations, as it helps reduce the error rate in the dataset with missing value. The accuracy of this research reached 90%. The authors also concluded that data processing helps reduce the time spent on computation (Balshetwar, Sarita V., et al., 2023).












Critical Analysis:  
All the advantages and disadvantages of existing models for detecting misinformation were outlined by researchers in fake detection using deep learning paper. The researchers in these studies seek to find a sustainable solution to the problems of fake news and its spread on the internet. The researchers conducted numerous experiments, developed algorithms, and found helpful tools to determine the best way to deal with the problem. There are certainly many issues, including the use of outdated techniques, failure to generalize the model to all news, or detecting fake news in only one language. 
 
The positives can be built upon, and the negatives could be improved in many ways. This can be achieved by identifying the most common places where fake news spreads, such as social media. Then work on collecting data such as that found in An Intelligent System for Detecting Fake News paper to simulate the site where fake news is to be detected. Despite efforts to detect misinformation, several challenges remain, such as news in multiple languages and the existence of generative artificial intelligence and its pivotal role in the spread of fake news. 


Connections:  
1. Raising awareness about the dangers of fake news: Some studies have not only found ways to detect fake news but have also sought to prevent its spread. 
2. Many studies have addressed the impact of fake news on societies in many aspects, such as politics, economics, and social life.  
3. Detection and prediction: some studies, such as Fake News Detection Using Deep Learning, have discussed the issue of the spread of fake news from the beginning. 
4. AI solutions: researchers have concluded that traditional methods are no longer effective in detecting misinformation.  

Conflicts between the findings: 
1. Textual data and visual data: There are many discrepancies between those who claim to use a dataset containing only text and those that contain both text and images. 
2. Using technologies that are computationally expensive could make their real-time implementation extremely costly. 
3. Many studies have relied on modern technologies such as Synergistic Detection of Multimodal Fake News Leveraging TextGCN and Vision Transformer paper, while others have simply used machine learning. 
4. Some papers used more than one dataset to obtain generalizable results, while others used only one dataset.  







Research Methodology
Phase 1: Comparative & Gap Analysis:
A structured breakdown of how contemporary fake news bypasses traditional headline based detectors. Critically review previous machine learning and deep learning fake news detection papers; map baseline metrics. For example, accuracy, and F1 scores. In addition, vulnerability patterns such as headline only heuristics and single modality limits. Conduct a systematic literature review SLR across studies and analyze media impact reports. Moreover, evaluating the limitations of prior fake news detection methods specifically legacy text based and heuristic approaches).
Phase 2: Framework Design and Quantitative Evaluation:
Design a hybrid, multimodal deep learning architecture such as combining CNN, transformers for image and text fusion capable of detecting cross modal inconsistencies. Benchmark the framework across diverse public multimodal datasets containing text, images, and user comments for run studies comparing single model vs. multimodal performance. Analyze edge cases, failure models, and user centered deployment factors, for example, real time monitoring and mental health safeguards.
Expected outcomes:
1 - Comprehensive taxonomy of misinformation drivers, societal risks, and psychological impacts.
2 - Identified technical gaps and performance baselines for legacy and modern models.
3 - A novel multimodal deep learning framework tailored for early fake news detection.
4 - Rigorous evaluation of metrics accuracy, precision, recall, F1 score demonstrating multimodal superiority.
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