IoT in COVID-19 Management with Focus

on Diabetic Patients

Submitted in fulfillment of the requirements for the

degree

Master of Science in Artificial Intelligence

Midocean University, UAE

1.1 Name:
ID No.:

Email:

1.2 Name:
ID No.:

Email:

Sami Lotfi Almaghrabi
251002918
251002918@st.midocean.edu.km

Mohammed Ayidh Almalki
251002537
251002537@st.midocean.edu.km

Supervisor: Amjad Qataish



Abstract

Since the COVID-19 pandemic exposed a number of flaws in healthcare sys-
tems around the world, digital adoption has accelerated, especially in the context
of the Internet of Things (IoT), which has made it possible to meet the challenges it
posed in a way never before possible through data-driven decision-making, touch-
less care, and real-time monitoring. The role of the Internet of Things (IoT) in
managing the COVID-19 pandemic is examined in this review, particularly in rela-
tion to public health surveillance and the remote management of diabetes patients,
who were found to be among the vulnerable groups disproportionately impacted by
the COVID-19 disease. Two structured reviews and comparative reviews of more
than 30 studies that examined how IoT technology has facilitated remote diagnosis,
tracking contacts, managing chronic illnesses, and keeping an eye on patients were
used for the analysis. The review also looked at obstacles to the successful deploy-
ment of IoT, such as issues with infrastructure, interoperability, and data privacy,
especially in places with limited resources. The review also took into account the
inclusion of blockchain, edge computing, and other AI technologies, which could
help IoT create more robust systems. In order to improve functionality, scalabil-
ity, persuasibility, and reactivity in the event of a future public health emergency,
an integrated hybrid framework that combines cloud-based analysis and edge-level

inference is then suggested.

1 Introduction

Rapid digital transformation is required to address resource shortages and care continu-
ity, as the COVID-19 pandemic has exposed serious flaws in healthcare systems around
the world [Nasajpour et al., 2020]. The Internet of Things (IoT) has demonstrated excep-
tional promise in real-time data sharing and remote patient monitoring among emerging
solutions [Mansour et al., 2021]. In order to improve response times and reduce the
spread of viruses, healthcare providers can use wearables, intelligent gateways, and inter-
connected devices to track physiological parameters in real-time [Nasajpour et al., 2020,
Khan et al., 2022].

[oT-based monitoring greatly decreased the need for frequent hospital visits for high-risk
groups, like diabetic patients, reducing exposure risk while preserving continuity of care
[Singh and Verma, 2020, Alotaibi et al., 2021]. Mobile health dashboards and wearable
glucose monitoring devices increased patient involvement and treatment plan adherence
[Ahmad et al., 2022].

The complete adoption of 10T in healthcare is still hindered by a number of important

issues, such as privacy issues, device incompatibilities, and inadequate infrastructure in



low-resource environments [Routh et al., 2020, Lépez and Farooq, 2022].

1.1 Objective of the Introduction

The objectives are:

1. Highlighting the vital role of IoT in healthcare during the COVID-19 pandemic.
2. Stress the importance in chronic illness management, especially diabetes.
3. List the obstacles to IoT adoption and the need for better frameworks.

4. Prepare the ground for literature discussion and future research.

2 Related Work

The role of IoT technologies in managing the COVID-19 pandemic and assisting with
chronic diseases, particularly diabetes, has been widely studied. Early uses of IoT in
telemedicine, remote monitoring, and outbreak detection were described by Nasajpour
et al. [2020]. Static threshold-based systems for simple physiological tracking were exam-
ined by Mansour et al. [2021]. Integration with Al has enhanced IoT capabilities. Chen
et al. [2021] presented edge AI models for low-latency health data processing. Albahri
et al. [2021] created predictive machine learning models for dynamic risk assessment in
diabetic patients. Blockchain-based IoT frameworks for secure data sharing were sug-
gested by Ghosh and et al. [2021]. Narrowband IoT (NB-IoT) was discussed by Raza

et al. [2020] to address rural connectivity issues.

3 IoT in COVID-19 Management with Focus on Di-

abetic Patients

The COVID-19 pandemic emphasized the need for scalable healthcare solutions for chronic
illnesses like diabetes. IoT provides telemedicine, Al-powered analytics, and real-time re-

mote monitoring [Nasajpour et al., 2020].

[oT-enabled devices such as mobile health dashboards and continuous glucose monitors
(CGMs) improved diabetic self-management. Patients could share real-time data, receive
alerts, and get remote monitoring [Singh and Verma, 2020, Ahmad et al., 2022]. This

reduced hospital visits and exposure risk while maintaining disease control.



4 Conclusion

The COVID-19 pandemic accelerated [oT adoption in healthcare, especially in chronic
disease management and telemedicine. Applications are often enhanced with blockchain,
edge computing, and Al for secure analytics. Challenges remain in privacy, device integra-
tion, and rural connectivity. A hybrid loT-AI framework blending cloud-based federated

learning with edge-level intelligence is suggested.

5 Future Work

Future research should focus on standardised IoT frameworks, privacy-preserving Al, and

fair access in low-resource areas. The proposed hybrid IoT-AI framework includes:

1. Wearable IoT sensing devices

2. Edge computing for real-time detection

3. Cloud intelligence for predictive analytics

4. Federated learning for secure personalisation

5. Blockchain-based security for access control and data integrity
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