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The role of artificial intelligence in predicting and managing risks
for smart cities
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City Population No. Urban Area km2
Riyadn 7,070,729 3116
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Elements of a

No. Indicators

Smart City
Smart econom g R&D expenditure in % of GDF, Unemployment rate, Percentage of full time employed, Number of companies per 100 inhabitants, Number of IT companies per number of total
! companies, Employment rate in knowledge-intensive sectors, local Air transport of passengers, and local New businesses registered.
Smart Sunshine hours, Tons CO; eq of greenhouse gases emissions per inhabitants, Maximum number of days exceeding the PM10 limit, Residential waste production per inhabitant,

8 Municipal plans in order to promote smart waste management, Perceniage of recycled solid waste, Efficient use of water (use per GDP), and Efficient use of electricity (use per

environment

GDP).

Public transport network per inhabitant, Satisfaction with access to public transport, Satisfaction with quality of public transport

Smart mobility 8

International accessibility, Computers in households, Broadband internet access in households, and Green mobility share. Traffic safiety.

City representatives per resident, Political activity of inhabitants, Importance of politics for inhabitants, Expenditure of the municipal per resident in PPS, Satisfaction with guality
of schools, Satisfaction with transparency of bureaucracy, Satisfaction with the fight against corruption, Drawing up of environmental balances, and Drawing up of acoustic

Smart governance 11

Zoning
Drawing up of urban trafiic plan and Natural disaster prevention policy

Mumber of universities, Number research centers, lliteracy rate, Book loans per residents, Participation ratio in language courses, Foreign language skills, Ratio of people

Smart people 9
peop working in creative industries, Ratio of voters in elections, and Participation ratio in voluntary work:
Museums visits per inhabitant, Life expectancy, Hospital beds per inhabitant, Doctors per inhabitant, Satisfaction with quality of healih system, Crime rate, and Deaih raie by
- assault
Smart living 13 ) ) ) N ) N, . ) N )
Students per inhabitant, Average living area per inhabitant, Satisfaction with personal housing situation, Safisfaction with access to educational system, Satisfaction with quality
of educational system, and Poverty rate.
Total 57
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c Records identified through the database searches
2 (Title/abstract contains: ((“artificial intelligence” OR “Al”) AND (“smart” OR “smarter” OR “smartness”) AND (“city” OR “cities” OR “urban”)))
‘E (Publication date range: Open ended to 31 December 2019)
2 (Databases: Scopus, ScienceDirect, Web of Science, Directory of Open Access Journals, Wiley Online Library)
= (n=799)
S l
e memeemesesesasenenaaa—. memmmememeeceaae it ST TPy sssccsscccsssecececeesooonas ‘ ——————————————— —eemas
Records excluded
(books, chapters, conference proceedings,
| R itle and editorials, reports, articles not in English
Primary inclusion i ecords scrgened by title an apstract i language or not peer-reviewed)
and exclusion #| (articles, peer-reviewed, full-text, available online) (n=554)
criteria (n=245)
|
2 .
-
E Records excluded
3 (duplicates are removed)
1 (n=37)
Secondary
Records screened by reading full-text
inclusion and >
(n=208) v
exclusion criteria
Records excluded
(irrelevant to the research aim at the first
full-text screening)
(n=89)
~—
> ettt ettt e L L L e B B DD DB e
_| Full-text articles re-screened and assessed for eligibility
n=
z (n=119) 1
B Full-text articles excluded
%" (irrelevant to the research aim at the second
full-text screening)
(n=26)
—
7z e
® Full-text articles included in qualitative analysis
o
2 (n=93)
[*3
£
~—
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Description

Technologica

Social

Regulatory

Increased responsibility for citizens in local initiatives resulting in increased therisks of mistakes dueto lacking skills ordue to incorrect information.
Need of verification and validation of information, and stronaer educational programs* and publicly initiated quidance of local enerav arid initiatives.

Scopecreepof Al*=: once the system isin place and the investments made, novel exploration are often done in what else the Al-based system, infrastructure
or service can be used for. Such scope creepcan lead to internal confusion on responsibility and accountability of the system.

Commercial pressure: ince ased de pendency on private parties as the developers and implementers of such services. As the algorithms they (cojdevelop and
the data they collect, and the software and hardware they apply is often proprietary, this poses accountability and transparency challenges for (locd)
governments and smart city councils due to lacking information on the third parties involved.

Lack of skills: on Al within local authorities, the implementation is often outsourced towards commercial parties providing tailored Al as a service. However,
digitalisation and Al related expertise is necessary for local governments to adeguately assess intemally or extemally developed Al on their aspects of
trustworthiness.

Technologyanddataavailability, and digital sovereignty:the implementation and scaling up of Al applications in cities face the following challenges:
#  Scarcity in technology, in computer chips for instance, can hamper the further roll-out and continuity of Al and loT systems in smart cities. Local
governmenits have limited to no leverage in this global challenge, subsequently requiring in harmonised EU efforts to overcome this challenge;
# City-wide Al applications increase the computational requirements, to the point that high performance computing is necessary (supercomputers).

Altemnatively, edge Al decentralises computation at the asset level, taking away the need for supe rcomputers, however, increasing the importance of
loT infrastructure;

* Rise of the platform economy and dominance by Tech Giants (e.g. Nvidia), bringing interoperability and efficiency, but also dependence on non-8J
companies;
*  93%of the Al adopters utilise cloud solutions*, and the EUmarket for cloud services is dominated by non-EU firms {Amazon, Microsoft, Google, [BM).
Al quality and reliability: missing or incomplete data, and subpar accuracy and availability of data. This impacts the quality and trust in urban Al systems.
Ethical challenges in the utilisation of Al: The utilisation of Al for and with citizens, centrally positioning the public values, requires local government to
manage ethical challenges relating to conflicts of interests and bias in decision-making, economic pressure (in platforms, procurement), inequalities, privacy

and data ownership and trustand transparency.

Al systemsin cities will increasinglywork in an open, dynamic, hyperconnected environment, rather than a regulated environment, such as afactory. A
challengeof Al application to integrate electricity, heat, water and mobility infrastructure relates to the increased impact of possible adverse effects of Al as
opposed to separated infrastructure.
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