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Managing Risk

Risk Management Process

Step 1: Risk Identification

Step 2: Risk Assessment

Step 3: Risk Response Development
Opportunity Management
Contingency Planning

Contingency Funding and Time Buffers
Step 4: Risk Response Control

Change Control Management

*Learning objectives
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Risk averse people: + saldal) slad o gladatiall Laldiy)
| like being dependable and I’'m usually punctual.  .1&8s ¢y sST Lesale 5l alaie V) oSy 5 1adine () 5ST () caall
| am not likely to take chances. bl o maall e e
| am responsible and prefer to work efficiently. 5ol Jaad) Jiadl 5 J g gusa Ul
| am more service oriented than self oriented. A ga As gl (e dead) gad ga g ST U
| value institutions and observe traditions. AEl ol g il gall 8]
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Risk seeking people: ol e o siay cpdll Galdldy
| like action, and | act impulsively at times. Ol Gy 8 g lanily 8 pail 5 48 ) caal
| seek excitement for the thrill of the experience. Aoyl date Jal o s BN el
| am resourceful and prefer not to plan or prepare. sl gl il ane Juzadl g ¢ o U
| am more self oriented than service oriented. Aeadl) gaias gl e QA gad a5 I
| like to anticipate another person’s position. DAY [ad il Gl ge ad gl ) sl
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Risk neutral people:

| trust my intuition, and | am comfortable with
unknown.

| think about the future and have long-range
objectives.

| am naturally curious and often ask, “Why?”
| enjoy generating new ideas.

| work best when | am inspired.
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sl Al sl Calaal 53]y Jiiaeall 3 Sl

PO Ll La il g Y gind el
Baaa ISl g aiaiul
o> sinse O S Ladie Juadl (S5 Jee




ST Black Swans

08

MIDOCEA|

UNIVERSITYl

Risk management: There are no black swans

If we believe the data and that our model is
adequate...

...the data becomes part of the "data generating
process."

There is no data we "cannot see."

Implication: Complete the distribution model based
on all data sources.

£13 g Cilaay a2 g3 Y 1 kLA 5 00)

rtuilia Lind gad Ol lillly (e LS 1Y)
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What can Possibly Go Wrong?
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Consider the “average” college student:

What risks does the student encounter? How can we
mitigate the damage?

Computer related

Lose file

Attendance and time management
Lose flash drive

Miss class or late

Lose hard drive; damaged

Late homework submission

Lose computer; damaged, lost or stolen
Miss homework submission

Crash computer; corrupted files

No network? Cannot access D2L

Mgl aalal) Qltal) da) 68 o (Saall e (Al lalaall
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" Consider the “average” project: A
= Testing takes longer than planned — cannot resolve bugs
= Vendor cannot deliver a product on schedule
= Critical engineer
» Has accident (wipes out in ski jump)
> Becomes a parent
» Has major surgery
= Critical engineer leaves project/company
= Change of ownership. Project on hold
= Major downsizing
= Dysfunctional staff y

Blizzard and power failures
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Risk is an uncertain event or condition that, if it occurs, has a positive or
negative effect on project objectives.

Risk has a cause and, if it occurs, a consequence.

For example, a cause may be a flu virus or change in scope requirements.

The event is that team members get stricken with the flu or the product
has to be redesigned.

If either of these uncertain events occurs, it will impact the cost,
schedule, and/or quality of the project.

Some potential risk events can be identified before the project starts—
such as equipment malfunction or change in technical requirements.

Risks can be anticipated consequences, like schedule slippages or cost
overruns.

Risks can be beyond imagination like the 2008 financial meltdown.

While risks can have positive consequences such as unexpected price
reduction in materials, the focus of this chapter is on what can go wrong
(negative) and the risk management process.

il Ao ala gl alag) il A 008 o Sy S50 € Jayd gl Gaa A ki)
s 1) £ g pdiall
At el (cdan 13) g e Lt alal)
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A cildhia)
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Not all risks are bad: Risks can present opportunities A ALYl Ua i jhlaall ansi o oSy 14daw jhldall JS cu

as well as threats to a project. & 5 pall Ciluagill
Risk originates in the uncertainty associated with any BN ol SX - & 5 e b i el (il axe e lalal) Ui
project — remember, projects are unique Lee 5 (e B 48
Project Risks £ 9 dall halia
What can go wrong? fehla IS Gy o Sy 53 L
What is the likelihood? fAlaiayl @ L
What will the damage be? $opall aan a L
What can we do about it? felld Jha alad LSy 3l L
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Risks: known, unknown, unknowable a3 pall AL 8 (Adg pa & (AB g gz aldall

Known Risks: Risks that can be uncovered after
careful evaluation of the project plan, business and
technical environment, and other reliable sources of

B Al 2ay LBLEK) Sy ) i) o 1ddg mall jlalilal)
QLA}SMMJJMJ‘M\}LJ@\M‘}‘&)M‘M

AS e (ai cigadl gl e aaludll aie) s Jia) (5 AY1 48 4 sall

mforrnahon (e.g., unrealistic delivery dates, lack of (&) cpariined
user input, etc.)

Refer to those risks that can be estimated from Gloslaal) Ao 2l st (Ko Al plalaal) @lli ) 5l
historical information JAady )l
Can be mitigated by management techniques and 13) Aalaial) Jalad o5 oY) Ol aladiuly Leiaa (pe cagadl) (K
through response plans, should they occur Cafaa

Example: Potential delay in delivery from third-party

PN R Ja T | - ;ijdw;\;d&q
vendor I e UAM@JA
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[ Predictable Risks [but unknown risks]: Risks that can be ey G bl o i[Adg e & LgiStg] padill ALLEY alilal) \
extrapolated from past projects. (Staff turnover, poor e Jeal il Conia ¢ ila gall ) 93 i) Anlad) o jLiiall (e Lgalisin
communication with the customer) (el
Refer to those risks that we know have a probability of la il Cayas Y (S0 panll Ylaial L o) G g i RV E EON | | e
occurring, but do not know the precise impact . 5a8al)

Cannot be managed directly but can be mitigated by the use

. 250 shall Jalaa iy Lo Cagadl) (K (K15 5 bl Ll (S Y
of contingency

Example: Loss of key personnel due to turnover Adlaad) () 5 90 oo G H) pals gall jlasd sl
Unpredictable Risks: “Joker” risks that are hard to predict. Lo sl Conay G "Aalad) jhlaall o p sl ALEY g8 hlial)
Unknowable risks: -8 aall ALMAY e haldal
Refer to those risks that are outside the scope of historical or Allaay) o g )l zalall Glai gz a8 Al el ) el
probabilistic models for the project £l
Are beyond the scope of risk management and usually are a3V 5 la) JIA (e Lgaa Jaladil b e sale 5 Al 5 ) (3Uad glats
addressed by crisis or disaster management S &l
Examples: Corporate failures, natural disasters, acts of c g gall of Ala yY) Jleed cdadall &) KU el Q) culales) AL

\ terrorism or war, major snowstorm and power loss AL ¢ Uadl 53 sl L lill Cacal gl )
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/ Risk Management

Risk mz.magement attempts to recognize and manage a3 i) iy Aldinal) A e Cipel) Ll 5 i) J e
potential and unforeseen trouble spots that may occur o N e e .
&JM\ \)an_;qu\\qqs‘;d\j L@—'J‘J;‘j

when the project is implemented.

Risk management identifies as many risk events as
possible (what can go wrong), minimizes their impact
(what can be done about the event before the project

O (S L) Bkaall Eilaa¥) e (Sae dae ST hladl 5 )l saas
Ji Gaall Jls 40 bl (S La) Lo il (e JIE o ((Aala (S Guaay
Jalad) Gled chaad ) Colaa) Gl cililaiul) g o(§ 5l ey

beglns.), .manages. responses to those evepts that d.o it ) 5 i) an Y] Aulasl Alia ) ) o) g1 6 (5. 5k
materialize (contingency plans), and provides contingency i

. L Jaally
funds to cover risk events that actually materialize.
Risk Management Process bl 3 ddas

Figure 7.1 presents a graphic model of the risk £ . . X
Al 3 ) gaadl U Bl gad 7.1 JSEN (goa g
management challenge. ok e P 2250 1.1 o=
The chances of a risk event occurring (e.g., an error in time
estimates, cost estimates, or design technology) are

greatest in the concept, planning, and start-up phases of
Qhe project.

ol i gl e gl ol a8 Uad (Jla) lad Ghas Cgan Adlaial () 65
ey g cJagadill 5 casgiall Jal o A ST (apanaill 4y ) (el

bl 3)\4!\

& 5 al Y
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For example, the risk event of a design flaw occurring ‘:Jj\ EEYPRTIINY 5 e gan ol eJa) e e
after a prototype has been made has a greater cost or R & m“u e i)l e Ll a4l o s
. . . . & 44l
time impact than if the event occurred in the start-up JA“ T 7 ¥ HEEE
phase of the project. 2
Clearly, identifying project risk events and deciding a ol )8 Madl s g 5 il (8 hlaall Glaal aaas Gl el gl (g
response before the project begins is a more prudent 3,3} 4 glas ade (e daSa S| e A g gl ey 8 ALY
approach than not attempting to manage risk. ABYCIEWA
* Figure 7.1: Risk event graph ) Sost 1o rix g

/ \

Chances of risks
occurring

Defining Planning Executing Delivering
Project Life Cvycle
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' Risk Management Process \
Risk management is a proactive approach rather than Ao Cuaagly (,Bias) gl b LAY 31
reactive. j i
It is a-preventlviI pro;essddfslined t(:'ensure that L)l pal) Ly clalid) (s ) Cings 4dld 5 Al Ll
surprises are reduced and that negative consequences Aose el e ElaallL gyl

associated with undesirable events are minimized.

It also prepares the project manager to take action
when a time, cost, and/or technical advantage is
possible.

5 e L Lanic duliall Cilel jaY) 3A3Y £ 5 pdiall juae 22b gl LS
A gl ddle o duie

Successful management of project risk gives the LaSai £ 9 pall e puial £ g pdall b jlalacall Zaalil) 5 jiay)

roject manager better control over the future and . oo , haF AN v et
pro) S Giad (@ B (e S JSda (el ) LgSay 9 Jallially Juat)

can significantly improve chances of reaching project - (% e . . X . L
.oe ) o ; 5 o1l g Al Jaall Crada g cddaal) i gl wiall Cilaal

objectives on time, within budget, and meeting - 3 e sl s vs
slhaa (A g)

required technical (functional) performance.
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Step

Step 1: Risk Identification

Step 2: Risk Assessment

Step 3: Risk Response
Development

Step 4: Risk Response Control

English Description

Analyze the project to identify
sources of risk.

Assess risks in terms of:
e Severity of impact

e Likelihood of occurring
e Controllability

Develop a strategy to reduce
possible damage.
Develop contingency plans.

Implement risk strategy.
Monitor and adjust plan for new
risks.

Change management.

Arabic Description
BB jalas pasdl e g ) Julas

s e hliall 4
‘)..g.ﬁtﬂ\ A% e

oSl 4lSa) o

Aldaall ) Yl Jlasl il iy oha
) s halad dlac

e da] i s

Sl g Jebeill 21l Juan 5 481 50
RATREN|

M\ BJ\JJ

\
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Step 1: Risk ldentification

DO

U N I R

45T

TY

( The risk management process begins by trying to generate a list of
all the possible risks that could affect the project.

Typically the project manager pulls together, during the planning
phase, a risk management team consisting of core team members
and other relevant stakeholders.

The team uses brainstorming and other problem-identifying
techniques to identify potential problems.

Participants are encouraged to keep an open mind and generate as
many probable risks as possible.

One common mistake that is made early in the risk identification
process is to focus on objectives and not on the events that could
produce consequences.

For example, team members may identify failing to meet schedule
as a major risk.

What they need to focus on are the events that could cause this to
happen (i.e., poor estimates, adverse weather, shipping delays,
etc.).

\Only by focusing on actual events can potential solutions be found.

O 08y Al Alainall Hlalaall apeny 4aild dlac) A slaey halaall 3 510) dolee fag \

U‘“““ﬁ:‘:’ )LM\ SJ\J‘?[ LB",)S & Nt l"-‘lﬂd W\:\-lﬁ,)*Q BRES &5, )M J e e_,ﬁ._)f&g\_c

Alciaall OO paail 5 Al cluiiy Al Cuasl) G 8l aaiing

Dbl (e (Saa dae ST al g O g Cpaitia | 535S () e (S Sliial) s o3
Alaiadl

S0 g Hhlad) daat dglee (e S g S35l ALl e UadY) sl
(8l gall il ol Sy ) Calaa ¥ e Yoy CalaaY) e

|k IS5 el Jsaadl &l 50 axe o @l eliac ] aasy 08 (JUd) Jass e
L

Gyl Jia) @lld ) a5 o S S Elaal) g adde 153850 of gy e
(&) ol Al Al el s 4l J)sal) il

Aldiae Jola dlag) oS ddedl) Slaal) e € 5l dmso,dasé)
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Risk breakdown structures (RBSs): RBSs):) shliall Julas dsm

Organizations use risk breakdown structures (RBSs) in
conjunction with work breakdown structures (WBSs) to help
management teams identify and eventually analyze risks.

Figure 7.3 provides a generic example of an RBS. bl dalas JSed Lle Yie 7.3 Ja o 5

The focus at the beginning should be on risks that can affect the : .o . . :

piiall il ) oS Al phalall Al Sl o l
whole project as opposed to a specific section of the project or g3 oo A% O R «.»-‘5 JL = sle o c.é ):\5)4{ UJS-‘ O t—\t
network. Al 3 8})—““5 R 2 ol (g Yy aleSh

el JSLa e in ) WiaRBSs) ) ohabaall Jalat JSLa ledaiall aadieg
Al bl Jalat s aaad e 3,10 (38 530 Ll WBSS) ) desd!

After the macro risks have been identified, specific areas can be
checked.

An effective tool for identifying specific risks is the work
breakdown structure.

Badsal) shliall Gasd (Ko AT hlaal)l pass ey
Jerd) ardi JSa o4 saaaal) Hlalaal) apaail Alled 310

Use of the RBS reduces the chance a risk event will be missed. bl a8 Adlaial (e lalad) Jalad JSas aladin) 8y

On large projects multiple risk teams are organized around

L ) } T 187 g 3230 Claddidd J g 3222 Halda (358 adati 2% 3 )y jLial) | 8
specific deliverables and submit their risk management reports to s ® i e ol 52 pe & o

_&j)ﬁud\ e ‘_;\ P Lalall )LBAS\ ’5)\3) ‘):1‘)\353

the project manager.
\_ Y,




Project

FIGURE 7.3 The Risk Breakdown Structure (RBS)
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E::Ss;ources are identified during risk identification il aysa5 Al g B llAal jolas yind oy
Risk categories systematically classify risks and b agdl Blow 8 g3 g e JS Hhlia) hldal) cilid Cilas
provide a context for understanding those risks. P IEWA|
Starting point list of risk categories: sl Ahali jlalial) cilid daild
Technical, quality, or performance risks eI g) (Bagadl (AuEil) lalaal)
Project management risks £ 9 al) B 13) Hhalia
Organizational risks doadatil) galial)
External risks doa A il
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Technical/quality/performance risks o )aN1/5 gad) /A8l Jaliall
Unproven or complex technology Baine ) Aifia e A
Sra?egisrct)?etcichnology anticipated during the course & el o 5 i i) L )51 8 )t
Unrealistic quality goals damd) g e 33 s Calaal
Unrealistic performance goals dand) g je elaf Calaal
Project management risks £ 9diall B lalia
Improper schedule and resource planning 2 ) gall g el gl manaa jue Jaudads
Poor project planning & 5 el Clmia Jaylads

Improper or poor project management disciplines or

dimia o daasaa g fa B yla) & e o el
methodologies gl Aagaaa pb g g pie 3l Gliaeia 5l
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Organizational risks doaati jalia
Resource conflicts due to multiple projects occurring gl b A aaa BadaTa ay jlie 3 ga g 3 ) gall i jlad
at the same time in the organization dadaiad) JAla
Unrealistic scope, time, and cost objectives with I o) ) gl Anaally 28Il 5 i gl g BUaill Al 3 e Calaa
respect to the organization’s resources or structure dadaidll
Lack of funding for the project or diversion of funds aobie ) g g piiall (e O oY) Jygas & 5_piall By gatll pmds
from the project to other projects s A
Management oversight changes S Y Gl pEY) A ) s
Loss of project ‘champion’ & s piall " el I )lad
Project ‘politics’ & sl Jala "
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(External risks PEPIES Jhls}
New laws or regulations B il o) gl il g8
Labor issues Jarlly (3lai Liiad
Weather 4 gall J)saYl
Exchange rates o pall e

Changes in foreign policy for projects performed (all or in

part) in other countries Al Ol & (e 5 @S) il @Jw e b o s

Catastrophic risks (force majeure) are outside the scope of L - L 5 ) Lt 5L A (501 5 ) A5 S LA

risk m.anagement planning — require disaster recovery oS e el
techniques -
Examples: Earthquakes, meteorites, volcanoes, hurricanes, bl eV ecilibzandl) ¢ juale V) Sl ) 5l o Y ) At
floods, civil unrest, terrorism, etc. B ela Y dgiaddl
Slnc'e.such external I’ISk'S are usuaI'Iy con5|dergd before the AT U8 lieY) b bale 3 A Jall LAl bl o 15k
decision to go ahead with the project, they will be excluded . e e b . .
from the discussion of project risks. However, external risks . e , T e are
) Leiallae ag g Alall dage doa Al Hlalaall ofld el
&e extremely important and must be addressed. )
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Risk Identification tools
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2- Risk profile:

A risk profile is another useful tool.

A risk profile is a list of questions that address traditional
areas of uncertainty on a project.

These questions have been developed and refined from
previous, similar projects.

Figure 7.4 provides a partial example of a risk profile.

Risk profiles are generated and maintained usually by
personnel from the project office.

These profiles, when kept up to date, can be a powerful
resource in the risk management process.

The collective experience of the firm’s past projects resides
cheir questions.

They are updated and refined during the post-project audit.

~

- shldal) cals -2

oA saia sl g Hlalaall cala

Ol axe Yl Jsbin ALY e daild e 3 jle il Gl
g s dall (8 A lall

Agbine Al a liia o 2l Lgimant g A1LY) oda sk o
hlie ol 1 e YUe 7.4 IS8
& sl (iSa (e a1 U8 e Bale iy lalaall cilile aaf

ALy g g phiall daal e dolee JOA Leinuat g Lo &4

BJ\J;\:\:JAQ&\.;ﬁ \SJJAC'_\\.QLJ\ 0JA u;ﬁuiuﬂqce\kﬁah@&m
e

2
Y,

AS il A5l o jliiall duelaall cal ) ALY




FIGURE 7.4

|
Partial Risk Profile for Product Development Project 1D = I\I
UNIVERSITY||
Technical Requirements Quality
Are the requirements stable? Are quality considerations built into the
Design design?
Management

Does the design depend on unrealistic or
optimistic assumptions?

Testing

Will testing equipment be available when
needed?

Development

Is the development process supported by
a compatible set of procedures, methods,
and tools?

Schedule

Is the schedule dependent upon the com-
pletion of other projects?

Budget

How reliable are the cost estimates?

Do people know who has authority for
what?

Work Environment

Do people work cooperatively across func-
tional boundaries?

Staffing
Is staff inexperienced or understaffed?
Customer

Does the customer understand what it will
take to complete the project?

Contractors

Are there any ambiguities in contractor task

definitions?
FIGURE 7.4



Risk Identification tools

3- Historical records:

Historical records can complement or be used when formal risk
profiles are not available.

Project teams can investigate what happened on similar projects in
the past to identify potential risks.

For example, a project manager can check the on-time performance
of selected vendors to gauge the threat of shipping delays.

IT project managers can access “best practices” papers detailing
other companies’ experiences converting software systems.

Inquiries should not be limited to recorded data.

Savvy project managers tap the wisdom of others by seeking the
advice of veteran project managers.

The risk identification process should not be limited to just the core
team.

Input from customers, sponsors, subcontractors, vendors, and other
stakeholders should be solicited.

Relevant stakeholders can be formally interviewed or included on the
risk management team.

Not only do these players have a valuable perspective, but by
involving them in the risk management process they also become
more committed to project success.

MIDOCEAN
:%&ﬁu\ﬂ\ <lauwd) -3
Agen )l Slalaall clile i 55 e aie aadind 5l 4a Ul el JeS5 ol oSy

il oalall 8 dgliial) a liiall & s Lad (38l & g pliall (3 )l (Say
Aldiaall jhalad)

O sall Al de ) sally ol 3N ool e @A) & g pdall jaaad Sy (JUall dass e
Ol Al nagh apdil () jlisll

I "l laall Juzadl” 35 ) J s sl e slaall L 5l 585 4 jliia (5 gl (S
Aoyl AW Jysad 8 s AY) lS il jlad Juass

daid Al el bl de el jladinl) patss Wi casy
Lﬁﬁh@@u&d)\;ww}y\&\)&é&;QSJY\@JL&J\}}AAM
_3)@\@55@1)%\

sl Gl e halaa) yaas dlae e Y cany

O a5 () sall 5 me ) Gl il 5 Ble Sl 5 (o Dleadl SR pan i

Aalad clal
803 3ajd (A pgiranal gl Cpinall daliaall Claal ae dpan ) COUEL ¢ ja) Sy
hladl

Alee A agSI ) o Ji e i Cilgany wni e ol Yl oY 58 53 juaily Y
£ sl mlaty agal Bl (e 30 HhalALl 5 1)



Step 1 Risk Identification

Analyze the project to identify
sources of risk

l Known risks

Step 2 Risk Assessment

New risks

Assess risks in terms of:
» Severity of impact

* Likelihood of occurring
» Controllability

l Risk assessment

Step 3 Risk Response Development

New risks

* Develop a strategy to reduce
possible damage
* Develop contingency plans

Risk management
plan

Step 4 Risk Response Control

New risks

* Implement risk strategy

* Monitor and adjust plan for
new risks

* Change management

mipocea)

FIGURE 7.2
1The Risk
Management Process

FIGURE 7.2



Step 2 Risk Assessment:

Step 1 produces a list of potential risks. Not all of these risks
deserve attention. Some are trivial and can be ignored.

while others pose serious threats to the welfare of the project.

Managers have to develop methods for sifting through the list
of risks.

eliminating inconsequential or redundant ones and stratifying
worthy ones in terms of importance and need for attention.

Risk assessment tools
1- Scenario analysis

It is the easiest and most commonly used technique for
analyzing risks.

Team members assess the significance of each risk event in
terms of:

Probability of the event.
Impact of the event.

Simply stated, risks need to be evaluated in terms of the
likelihood the event is going to occur and the impact or
consequences of its occurrence.

MIDOCEA[\]
 shlial) A 12 3 gldl)

Alia¥) ety LAl o3 asea Gl Alciaall Hllaall Lels {5 ghaall i

Al (a5 S ()5 Lyt imnd)
& ol dald ) e 3 plad Glaagd JSa AY) Ganll of gas

2l alaiaWl 3 jpaall Hhliall Caalos ) Sall ol dagall pe Hhlal Cada
oY) ) dslall s dpaa ) e

Dbl an <) g2

Gl g jbaad) Jalas -1

bl Jdasil Glasial SV 5 Jeat) 4l o

rsle 2l Hhad o IS daal anihy (3l eliac a oy
SGaaadl & gas dotlaial
Eaal) s

) gl gl o il g Chaall Chgan Jlaial) e 2Ly Hhlaal) andi sy Aol
Ade datll)
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(1- Scenario analysis Gl g jliseal) Jalas h
For example, the risk of a project manager being struck by lightning at a work s il 4l &) S Jasll plise A diclal ¢ 5 il jiae o ped sha b QU daws e
site would have major negative impact on the project. £l e pS
but the likelihood is so low it is not worthy of consideration. A il i Y 4l A el 138 addie 48 gaa Jlaial (Sl

Conversely, people do change jobs, so an event like the loss of key project
personnel would have not only an adverse impact but also a high likelihood
of occurring in some organizations.

& Crambaad 21 a1 1388 Jie Bas (8 G cagailla 5 oy 5 iy (el (8 3 g i) e
ladaiall any 4 gaal S Jlaial ) ALYl ola 58l Al S g s il
If so, then it would be wise for that organization to be proactive and mitigate

this risk by developing incentive schemes for retaining specialists and/or
engaging in cross-training to reduce the impact of turnover.

aohad A Cpe Hladll 13 Caids o Al Adatd) o) o5 o A&l cpad QIS Y 1)
(il sall ()50 ls Qe Jalsie Gy 58 8 Tl A5 i/ 5 Gaaitially Baliia DU 4 jda al

The quality and credibility of the risk analysis process requires that different <l il g YLl e Adlide L ghiee 22t Al Judat dlee ddlaad g 53 g il
levels of risk probabilities and impacts be defined. kAl

These deflnltlons: vary and should be tailored to the specific nature and £ 5l ilalsia s 8ol nslall daide (3 S o i s iy il o3 (alias
needs of the project.

For example, a relatively simple scale ranging from “very unlikely” to “almost LS "y 55 2" 1) "as i 502" (e = sl 5 dansy (abiie ()65 08 (Jla) Qo e
certainly” may suffice for one project. Ora g g pial
whereas another project may use more precise numerical probabilities (e.g., (
0.1,0.3,0.5,...). e
Figure 7.5 provides an example of how impact scales could be defined given — 4lSill ¢ (e g 5 piall Calaal ) lailly il Gaplie Cay a3 30 e YU 228y 7.5 J<)

\ the project objectives of cost, time, scope, and quality. Basally GUaill 5 i ll 5

0.5 ¢0.3 ¢0.1 Jix) 483 JiSi dpad ) VLaia) AT & 5 e addieg 8 Laiy




FIGURE 7.5 Defined Conditions for Impact Scales of a Risk on Major Project Objectives (Examples for negative impacts only)

Relative or Numerical Scale
Project 1 2 3 4 5
Objective Very Low Low Moderate High Very High
Cost Insignificant cost < 10% cost 10-20% cost 20—-40% cost > 40% cost
increase increase increase increase increase
Time Insignificant time < 5% time 5-10% time 10-20% time > 20% time
increase increase increase increase increase
Scope Scope decrease Minor areas of Major areas of Scope reduction Project end item
barely noticeable scope affected scope affected unacceptable to is effectively
sponsor useless
Quality Quality degradation | Only very demanding] Quality reduction Quality reduction Project end item
barely noticeable applications are requires sponsor unacceptable is effectively
affected approval to sponsor useless




Chapter

08 MIDOCEA

Documentation of scenario analyses can be seen in various risk A ohlial) andl daliia Judi @ ol g L) LA g4 g Ay, OSan
assessment forms used by companies.1 S ) Lgaadtind
Figure 7.6 is a partial example of a risk assessment form used on " . s . X .o . .

% AAhall laldlal) T A Jla .6 Jsad)
an IS project involving the upgrade from Windows Vista to Pigasde 2 p S P gasadl i5a Jie 2 7.6

. u AL alet cila . . f . .
Windows 7. O A2 Al gl SlaslaaWindows Vista A!Windows 7

NOt.ICE that in addition to evaluating the severity and pr.obablllty L5 Uil ) 55 ShlA) aai AlLaial g 304 a1 iy, Aj By
of risk events the team also assesses when the event might occur e N . . .
ASLEIS) 4y grua g Codald) Eiang ) Sy e

and its detection difficulty.

Detection difficulty is a measure of how easy it would be to CBgl) b G Gaald) o) LIS A gpu sdal Gl A CILESSY) 4y s
detect that the event was going to occur in time to take Jaad o) (San A (5 pdail) CB gl sda La o6 (AT o) ja) AT Guulial)
mitigating action, that is, how much warning would we have? fdule
So in the Windows 7 conversion example, the detection scale f o are ME %t tea e o e .y .

P o) 4@ Jha 2 «dldWindows 7 = 5 (re Galiisy) (ulila (Gl 09S¢

\;vouldlgalr:ge fromts =no :vz;:‘m:g (Tll:je hllghsstdc!etectlondsc:tre c.)tf s ) WRLES) (S Y ) Ciaadl peidhos o5 (LIS A SST) sind (s
would be given to events that could only be discovered after i e ua . c . L T
& y SOl gl (ha SN = 4 L) ((aURS dpand 1ia) oY) ol g

is too late (i.e., system freezing)) to 1 = lots of time to react.

- _/




Figure 7.6: Risk Assessment Form

Risk Event Likelihood Impact Detection Difficulty When
Interface problems 4 4 4 Conversion
System freezing 2 5 o Start-up
User backlash 4 3 3 Postinstallation
Hardware 1 5 5 Installation
malfunctioning
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(Often organizations find it useful to categorize the severity of different risks i 43 siias (o & 55 aladinly dalidall Hllaal s0d Caviat aiall (e 45f Ciliss sall 225 L Glle '

into some form of risk assessment matrix.

The matrix is typically structured around the impact and likelihood of the
risk event.

For example, the risk matrix presented in Figure 7.7 consists of a 5 x 5 array
of elements with each element representing a different set of impact and
likelihood values.

The matrix is divided into red, yellow, and green zones representing major,
moderate, and minor risks, respectively.

The red zone is centered on the top right corner of the matrix (high
impact/high likelihood), while the green zone is centered on the bottom
left corner (low impact/low likelihood).

The moderate risk, yellow zone extends down the middle of the matrix.

Since impact is generally considered more important than likelihood (a 10
percent chance of losing $1,000,000 is usually considered a more severe
risk than a 90 percent chance of losing $1,000), the red zone (major risk)
extends farther down the high impact column.

Using the Windows 7 project again as an example, interface problems and

system freezing would be placed in the red zone (major risk), while user
backlash and hardware malfunctioning would be placed in the yellow zone

\(moderate risk).

IVREA

abaal) sl Gsan dyllaial g il J ea 48 ghiaal) ¢l a1 e Bale

(5 X 5 jualic de gana (30 7.7 JSE 3 Aaia gall lalaall 46 siian o) 5S35 cJUal Qo o
Aol g 8l a8 (e dilise de gana yuaie JS Jiey dua

°):"-‘43\j4-j°“}mbdj-‘ﬁ\)LM‘MJJ*AAJ;\JMJ‘UAA&EWGMZ‘AM‘W
(Sl e

Lty «(lle Alinl/le 805) 8 sl (n (sl bell 25050 (8 o) pmnl il S e
(miaie Allaial/amiiia 5il) (g el il 2yl 30 o) jundll dalaiall S e

A ghaall Caatia b Adass giall llaall of jicall dikiall xic

1,000,000 ¢l 710 Aty dm 3) Aaia¥) (g0 Bpanl ST L gae iind il oY 1503
Aaaial \u}Ac(Jij'],OOOu\M/gOm '.:\-AA_)QQAEJJL'AJJS\ \Jlaiié.ic),ﬁaﬁ)\ﬂjd
el Sl o e Jal ) sias (el jladll) o) el

& 5 e il Windows 7 (58 pUaill aseai s dgal sl JSLe aa 5 aans ¢ a1 3 ye JUES
ARkl 3 5 5eay) Jaxt s (pperiicall Jdl 35 puin s aiaes Ly (S s ¢l el Aikaial
(o sie ) cbﬁmly
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& 5 aladiuly sWindows 7 dga) sl JSLie aua g s ¢ a0 5 e JUS
Jadl 253 ) auia s s et (58 halan) ¢l eall dadaiall 8 alkaill apani

(Jsing the Windows 7 project again as an example, interface
problems and system freezing would be placed in the red zone

(major risk), while user backlash and hardware malfunctioning . ) o ey % .

’ (iau L2a) o) jieall dalaidl V) Jlant g prediiosall
would be placed in the yellow zone (moderate risk). (Roasie Jhlae) ¢ ot O el
The risk severity matrix provides a basis for prioritizing which risks Jaani | Hhalaal ae Jalaill iy gl g ol Wbl Sl 305 48 han i
to address. Red zone risks receive first priority followed by yellow o) jaall dshidl & jhalaall Lali ¢ dg¥ L d oY) o o) jaall dhiall 4 Hhalill
zone risks. Green zone risks are typically considered i 13 V) Ledalad a5 Bale dpaal ld e o) yadd) dalaidl) 8 il il
inconsequential and ignored unless their status changes. Ll
Failure Mode and Effects Analysis (FMEA) extends the risk severity ) 43l il s Jadl) Llail Jolas s gFMEA)  (pasad JOA (e halaall 305 48 giian
matrix by including ease of detection in the equation: Alilaall A GlEiCY) A ge
Impact x Probability x Detection = Risk Value Dbl ad = Glasy) x Allaay) x

For example, a risk with an impact in the “1” zone with avery low  (aisic Jlaial e "1" ddhiall (8 50 03 Hlad deasy o oS «JUal) Jaw e
probability and an easy detection score mightscorea 1 (1x1x1= i oSa eSall e (1=1x1x1)13 0 Je dlle Cla) A geuny 13

1). Conversely, a high-impact risk with a high probability and 5) 125 a3 o 4l Jaivall (e s ddlle dddlaial g € 55 53 jlad Jeasy
impossible to detect would score 125 (5 x 5 x 5 = 125). (125=5x%x 5 x
This broad range of numerical scores allows for easy stratification leinaa G o 4 peny Hhalaal) Cayiiaty ey Agdaall il all (e ol 1) Bl 12y
of risk according to overall significance. Adlaa)

- _/




Likelihood

FIGURE 7.7
Risk Severity Matrix

5
User Interface
4 backlash | problems
3
5 System
freezing
Hardware
1 malfunc-
tioning
1 3 4 S

Impact

Red zone (major risk)

Yellow zone (moderate risk)

Green zone (minor risk)
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(No assessment scheme is absolutely foolproof. For
example, the weakness of the Failure Mode and Effects
Analysis (FMEA) approach is that a risk event rated
Impact=1, Probability=5, and Detection=5 would receive
the same weighted score as an event rated Impact=5,
Probability=5, and Detection=1!

This underscores the importance of not treating risk
assessment as simply an exercise in mathematics. There is
no substitute for thoughtful discussion of key risk events.

2- Probability Analysis

There are many statistical techniques available to the
project manager that can assist in assessing project risk.
Decision trees have been used to assess alternative
courses of action using expected values. Statistical
variations of net present value (NPV) have been used to
esess cash flow risks in projects.

~

i o ) (il Qs e sanll (e Ll A o 201 0553 Y
) 43l il g Q) Lalasl JusSFMEA) ¢ 1=l Caiead jlad Gaas o 58
Chiias Gaal dan jall da il Guts e Jiasgn 5=caliis) 5 (G=Jlaial

=il 5 B=Juis) 5=,y

_gggjwﬁa);.adgs}&d\&ﬁ@&w\em@i)ﬁ\&

e sl Lhlaall dpnd 1 Elaa¥) Jga s aal) (il Jlagin) Sy Y
A
Alaia¥) Jalas -2

O Sar i g 5 el el Aaliall dibian ) UL (ya apaal) lia
Jiladl il A sl aladind & g 5 pball Hhalia aydi b delu
Aall iliany) i) 2ladin) 2 LS Aad sl 2l e 2Ly daisal)
) ddlall MAINPY) o biial) & sl clanil) lalie ayil
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Step 1 Risk Identification

Analyze the project to identify
sources of risk

l Known risks

Step 2 Risk Assessment

New risks

Assess risks in terms of:
» Severity of impact

* Likelihood of occurring
» Controllability

l Risk assessment

Step 3 Risk Response Development

New risks

* Develop a strategy to reduce
possible damage
* Develop contingency plans

Risk management
plan

Step 4 Risk Response Control

New risks

* Implement risk strategy

* Monitor and adjust plan for
new risks

* Change management

FIGURE 7.2
1The Risk
Management Process

FIGURE 7.2
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ﬁtep 3: Risk Response Development

When a risk event is identified and assessed, a decision must be made
concerning which response is appropriate for the specific event. Responses
to negative risk can be classified as mitigating, avoiding, transferring, or
retaining.

1- Mitigating Risk

Reducing risk is usually the first alternative considered. There are basically
two strategies for mitigating risk: (1) reduce the likelihood that the event
will occur and/or (2) reduce the impact that the adverse event would have
on the project. Most risk teams focus first on reducing the likelihood of risk
events since, if successful, this may eliminate the need to consider the
potentially costly second strategy.

(1) An example of reducing the probability of risks occurring are testing and
prototyping are frequently used to prevent problems from surfacing later in
a project. An example of testing can be found in an information systems
project. The project team was responsible for installing a new operating
system in their parent company.

Before implementing the project, the team tested the new systemon a
smaller isolated network. By doing so they discovered a variety of problems
and were able to come up with solutions prior to implementation. The
team still encountered problems with the installation, but the number and
\saerity were greatly reduced.

Dbl dlatial yught 13 sjhs:m

sl aanll 13gd Apaliall Alatua) Gl )8 Aas) g lad Giaa ani g s o) Ledic
LAY o oy gad ecniad ccadds ) dnlidl jlalaadl cililatny) caieat (Say

Ll Caids 1

Ol i) bl U5 llia 4 lail) 3 A V) Jaaall 05K e Bale laladd) s
Gaaall 4l 068 28 A Ll il (2) sl 5 Canall G o dllaiad (&5 (1) 1 lalaall Cagdas]
3 yhaall Cilaal) ¢ gan Adlaial Qs e Vol lalaal (38 akiea 3S 55 g 5 pdall Lo Ll

A8 5 S5 a8 ) Al A yiaY) Skl ) Aalad) e Galil 2 8 o) gaad 1) 48] dua

S JS aaiied ) A ) 2ty LAY s LA i pan Allaial (WS e Jlie (1)
AYTAS AN 8 aaa Jasdi alas Cndil e Y e g5 diall (33 8 OIS Dilasladll

) 505580 Iy JOA (e g A5 Jma B e 4SS e aaal) Uil 5y jdl) i) op 5 pdiall Mdi ()
S IS 50l aael) (s o3
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f (2) An alternative mitigation strategy is to reduce the impact of the risk if it
occurs. For example, a bridge-building project illustrates risk reduction.

A new bridge project for a coastal port was to use an innovative,
continuous cement-pouring process developed by an Australian firm to
save large sums of money and time.

The major risk was that the continuous pouring process for each major
section of the bridge could not be interrupted. Any interruption would
require that the whole cement section (hundreds of cubic yards) be torn
down and started over.

An assessment of possible risks centered on delivery of the cement from
the cement factory. Trucks could be delayed, or the factory could break
down. Such risks would result in tremendous rework costs and delays.

Risk was reduced by having two additional portable cement plants built
nearby on different highways within 20 miles of the bridge project in case
the main factory supply was interrupted.

These two portable plants carried raw materials for a whole bridge section,
and extra trucks were on immediate standby each time continuous pouring
was required.

Similar risk reduction scenarios are apparent in system and software
development projects where parallel innovation processes are used in case

\one fails.

L g 5y ceut s Uil s e s 13) sl s (Ll oo Ay (ks Al i (2) )

(‘;SJA"MA‘JSJJC_L\MY\Mﬁj&meML#Mcwgdﬂ\yﬂ\tjﬁau\S
gl y Ol (a5 S @llae i Al 38,5 08 G oyl

O Sy Y ) (e i) and S0 el Caall Al 0 o A 1 3 jlalaall cuils
o) sale) 5 (Cuiant) (e duaSall JliaY) cilia) JalSIl avdll aoa by o Ul gl |, 535

Jhaiy 38 ) cclialal) jali 8 aiadl (e el alad e dlaiaall jhlad) s S
ol yaaliy dila (S Jaall ke ) IS ) a5 Ol Sy Jbalaall sda Jie | sl

o g sl cn ol (ol cytlin) Ciiian cythaas sl DS a Al i 3
i) (e daaY) Uil Ja 8 jual) gge (e S 20 20 e Ailisa day i Gk
gl

5 als Auliay) Clalall cilS s ¢ ual) (e JalS anidl alal) o) sall il ikl cilea
aiusall sl lee ) dalall vie 1558

e Cam cctibina sl s a1 ket o e b daial sl Q) AliLas s g s
Lalaa) J8 Js 845 s S0 cililee
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2- Avoiding Risk

Risk avoidance is changing the project plan to
eliminate the risk or condition.

Although it is impossible to eliminate all risk events,
some specific risks may be avoided before you launch
the project.

For example, adopting proven technology instead of
experimental technology can eliminate technical
failure.

Risk avoidance eradicates the risk by removing the risk
or its cause.

Risk avoidance is most suitable in the early stages of a
project, through improved communications, additional
resources, or more-clearly defined scope.

Sl a2

s bl e plaill g g piiadl dad jusd ey Sl caisd
Lot (Al gkl

‘B)LSJ\ Elaal) @.A;UJL ¢Ladl) M\wc\q\w&)ﬂ&
£ 308 o3 0 Bamal) LA pans cind (K

O Oy A jat A (e Yoy Addie 408 slade) (JUd) Juw e
) Q) e iy
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3- Transferring Risk shlaal) Jai -3

Passing risk to another party is common; this transfer does
not change risk.

Passing risk to another party almost always results in paying  Jiis L) Jaud xés ) el alase & g0 AT capl )l Jo

bl dapda e e Y R 13 (S el Al Ganh ) hladl Jis

a premium for this exemption. slae ) )i
Fixed-price contracts are the classic example of transferring ) Al e lalaadl Jail Sl SIKY JUal) oo il jad) i3 2 ghall
risk from an owner to a contractor. .J glaal)

The contractor understands his or her firm will pay for any
risk event that materializes; therefore, a monetary risk factor
is added to the contract bid price.

ddlia) iy Al ¢Cany 38 jlad s (o A8SE Jeatis 43S i () J 5l agdy

Before deciding to transfer risk, the owner should decide aSaill 43Sy L3 o (gl pans AL e cangy lalad) Jas ) 58 sl U
which party can best control activities that would lead to the Jstaall JS 1)) Lay hall Gigas ) oy a8l dhiol) 8 Juadl JS4,
risk occurring contractor capable of absorbing the risk? bl oda Jasd e 1508

Clearly identifying and documenting responsibility for

2 " (WA 5 oe A geuall (30 g1 g aas Al o
absorbing risk is imperative. gl s JSy bl deat e Ay pusall 31585 2085 (5 59 el (0

\Another more obvious way to transfer risk is insurance. o) a Slladl Jail s gy ST 5 Al ‘“—’JL)
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/ 4- Retaining Risk

In some cases, a conscious decision is made to accept the
risk of an event occurring.

Some risks are so large it is not feasible to consider
transferring or reducing the event (e.g., an earthquake or
flood).

The project owner assumes the risk because the chance of
such an event occurring is slim.

In other cases risks identified in the budget reserve can
simply be absorbed if they materialize.

The risk is retained by developing a contingency plan to
implement if the risk materializes.

In a few cases a risk event can be ignored and a cost overrun
accepted should the risk event occur.

The more effort given to risk response before the project
begins, the better the chances are for minimizing project

\_surprises.

hlaally Blisay) -4
INEPURE Y PISVENSPETIPISTE I EC PR ARCH BN S eip

Ll gl Llis 8 il oSy W 4l da ol 138 558 (585 Hlalaal) (iany
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Solved Exercise: Three Types of Software Risk

Threaten the project plan. l.e. if the risks materialize, then it is likely that the project schedule will
slip and costs will increase.

Budgetary/funding
Schedule
Personnel issues
Resources

Project plan
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Business RIsks

Threaten the viability of the product to be built.

>
>

YV Y

YV V VY V

Building a great product that no-one wants anymore. (Market risk)

Building a product that no longer fits into the overall business strategy for the
company (Strategic risk).

Building a product that the sales force doesn't understand how to sell.

Losing the support of senior management due to a change in focus or a change in
people. (Management risk).

Losing budgetary or personnel commitment (Budget risk)
Contracts

Political concerns

Legal risk
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Technical Risks
Threaten the quality and timeliness of the software to be produced.
Design
Implementation
Interfacing
Verification
Cutover
Maintenance
Security
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