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Abstract:

Later the digital transformation adopted by the Kingdom of Saudi Arabia in the state sectors,
including the public or government sector, the Ministry of Finance has shifted from paper-based
transactions to electronic transactions through several channels, including the electronic portal,
which serves several sectors, including the individual sector, whether citizen or resident. This
transformation and switch has many risks and drawbacks. Including the violation of information
privacy, so this study came to shed light on the management of information privacy risks for the
individual user of the electronic portal of the Ministry of Finance in Saudi Arabia. A package of results,
including that the risk management controls applied in the electronic portal of the Ministry of
Finance are effective and perform well. There is a high culture among the individual user towards his
personal information and the supervisory authorities in the country are following and interested in

protecting the information of the websites of government entities and have a great sense of security

oy



by ending the privacy violation of information and the Ministry of Finance It is committed to
implementing information privacy protection policies and its employees are well trained and aware

of the mechanism for maintaining the confidentiality of information
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Part Two: Please, put (V) mark in the slot that fits you

Degree
7] 4 [ =84
S Statements 2 § 4 B £ £ g
2l HNE MBS BIES a
*ZH° U= A 2=

Privacy Policies and Controls

There is an organizational strategic plan that addresses privacy
1
protection.

2 | There is a written privacy policy in the organization.

There are privacy guidelines for various aspects of the

organization's operations.

The organization follows privacy guidance when collecting,
4 | storing, or processing PI via electronic, audio, visual or print

media.

5 | There is a business purpose for all personal information collected.

There is statutory authority for the collection of all personal

information.

7 | Individual consent is obtained whenever possible.

Individuals are duly informed of the purpose and authority for

collection.

Physical records are appropriately stored and managed to maintain

privacy.

10 | There are physical security and access controls.

11 | There are IT security tools in the organization.

12 | There are waste management controls for personal information.

There are documented agreements in place with external

organizations.

Privacy Structure and Organization

1| There are an appointed privacy director within the organization.

There is a management reporting process to ensure that

management is informed of any privacy compliance issues.
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The senior management is actively involved in the development,
3 | implementation and/or promotion of privacy measures within the

organization.

The employees with access to personal information are provided

training related to privacy protection.

Authority for Collection, Use and Disclosure

There is a legal authority for the collection, use and disclosure of

all personal information.

Individual consent provides the primary basis for the collection,

use and disclosure of personal information.

There are arrangements to provide full disclosure of all purposes

for which personal information is collected.

There is a documentation of the purposes for which the personal

information is collected.

The personal information is used exclusively for the identified

purposes.

Privacy Risk Assessment

The personal information collected or used in the organization is
1 | not disclosed to any persons who are not employees of the

organization.

The work involves the collection, use or disclosure of any personal

information beyond the organization's borders.

3 | The potential risks to privacy are assessed.

If potential risks to privacy are identified, the ways to avert or

mitigate those risks are incorporated into the work activities.

The key stakeholders are provided with an opportunity to

comment on the privacy protection implications.

The staff are trained in the requirements for protecting personal
6 | information and aware of the relevant policies regarding breeches

of security or confidentiality.
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Privacy Controls and Security

If personal information is used in the electronic delivery of
1| services, technological tools (e.g. encryption or digital signatures)

are considered.

The management actively informs the employees of their
2 | responsibility, except where prohibited by law, to report incidents

or suspected incidents.

The privacy stewards are aware that they must report unauthorized

PI disclosures.

There are arrangements for audit, compliance and enforcement

mechanisms of the proposed projects.

Additional Comments

Thanks for your cooperation
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