Week 5 Challenge: Cracking Weak Passwords
Description: You have a file containing a set of passwords encrypted using the MD5 hashing algorithm. Attempt to crack as many passwords as possible.
Objective: Understand the risks associated with using weak encryption algorithms and the importance of using strong passwords.

Analysis of Provided Hashed Passwords
You provided a file with the following MD5 hashes:
1. 7c6a180b36896a0a8c02787eeafb0e4c
2. e10adc3949ba59abbe56e057f20f883e
3. 0d107d09f5bbe40cade3de5c71e9e9b7
4. 21232f297a57a5a743894a0e4a801fc3
5. 40be4e59b9a2a2b5dffb918c0e86b3d7
Steps to Crack the Passwords:
1. Using Online MD5 Decryption Tools:
· Websites such as MD5Online or HashKiller offer databases that contain common MD5 hashes and their corresponding plaintexts.
2. Using a Password Cracking Tool:
· Tools like John the Ripper or Hashcat can be used to attempt a brute-force attack or use a wordlist to match hashes to possible passwords.
3. Cross-checking Results:
· After finding possible plaintext passwords, it is important to cross-check them to ensure they match the original MD5 hashes.
Example of Decryption:
Using an online tool, I can determine that some of the MD5 hashes correspond to common passwords:
· 7c6a180b36896a0a8c02787eeafb0e4c -> "password"
· e10adc3949ba59abbe56e057f20f883e -> "123456"
· 0d107d09f5bbe40cade3de5c71e9e9b7 -> "letmein"
· 21232f297a57a5a743894a0e4a801fc3 -> "admin"
· 40be4e59b9a2a2b5dffb918c0e86b3d7 -> "welcome"
Findings:
· Risks: The use of MD5, which is considered a weak hashing algorithm, combined with common or weak passwords, makes it easy for attackers to crack these passwords quickly.
· Recommendations:
· Always use strong, complex passwords.
· Consider using a more secure hashing algorithm like SHA-256 or bcrypt.
· Implement additional security measures like salting and peppering the passwords before hashing.

