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Preface

This book describes the detailed concepts of computer networks and cybersecurity.
It talks about the types of major computer malware programs and the major
cybersecurity attacks that shook the cyber world in recent years. The details of the
major attacks and their impacts on the global economy are analyzed. The details of
the malware codes that help the hacker initiate hacking attacks on networks are also
described in length.

A few chapters are fully dedicated to high-tech cybersecurity programs, devices,
and mechanisms that are extensively adopted in modern security systems. The exam-
ples of those systems include intrusion detection systems (IDS), intrusion prevention
systems (IPS), and security firewalls. The general prevention mechanisms from the
cyberattacks are detailed in a couple of dedicated chapters.

Password management with modern technologies that help to create and manage
passwords more effectively is described in full detail. This book also covers aspects of
wireless networks and their security mechanisms. Details of commonly used wired and
Wi-Fi routers are provided with step-by-step procedures to configure and secure them
more efficiently.

This book is designed for users to benefit from the following major issues related to
the computer and network security:

e Detailed knowledge of computer and networks

* Knowledge of major cybersecurity threats and their impact on the world

* Knowledge of major cyber threats and computer malware programs

* Knowledge of cybersecurity and its importance in the modern world

e Details of major cybersecurity mechanisms

e Cybersecurity aspects of wireless networks and routers

e Step-by-step procedures on how to browse securely on the Internet

e Step-by-step guidelines on how to shop securely on the Internet

* Knowledge of mobile security to secure the mobile devices more effectively

e Details about the types of digital fraud carried out in the cyber environment

* Knowledge of how to make your online presence more secure and reliable

* Details about what to do and what not to do in the web environment to main-
tain the security of your digital resources

e Details of the major cybersecurity standards that help secure digital activities
and resources

Xiii
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We hope that this book will offer great benefits to the students of graduate and under-
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even non-CS (computer science) students or students who want to learn about basic
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1.1 INTRODUCTION TO COMPUTERS

Computer is an electronic device that takes the raw data through the input components
and processes that into meaningful information and produces that information
through the output components of the device for use. A complete unit of modern
computer system consists of many components, which can be classified into two major
categories — referred to as the software components and the hardware components as
shown in Figure 1.1.

The software components consist of the following:

e Firmware
e Operating system or OS software
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FIGURE 1.1 Personal computer (PC).

e Device drivers
* Application software

And, the hardware components consist of the following:

e Central processing unit (CPU)

e Data storage

e Input devices

e OQutput devices (input and output devices are often together called “I/O devices™)

Every software and hardware component can consist of many other small hardware and
software items, which altogether form a modern computer machine that we use for our
day-to-day activities.

1.2 HISTORY OF COMPUTERS

The history of computers dates back to the 19th century when an English mathemati-
cian Charles Babbage first designed a computer named as “Analytic Engine”. That
basic design lays the foundation for the evolution of computers to the modern shape
and scale.

The history of computers can be divided into five major eras or generations as
described below.
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1.2.1 First Generation (1937-1946)

The first-generation computers were based on the vacuum tubes. The first machine was
invented by J P Eckert and ] W Mauchy between 1943 and 1945. It was a huge machine
developed in the state of Pennsylvania in the United States. The name of this machine
was Electronic Numerical Integrator and Computer (ENIAC). This machine consisted
of over 20 thousand vacuum tubes, 70 thousand resistors, and 10 thousand capacitors.
The gigantic machine weighed about 30 tons. When it was first powered up, a big dip in
power was observed in many surrounding areas of the state.

1.2.2 Second Generation (1947-1962)

The second-generation computers were based on the transistor technology. The first
commercial computer named as Universal Automatic Computer (UNIVAC 1) was
based on the transistor technology. It was launched in 1951. IBM launched 650 and
700 series computers in 1953. A large number of computer programming languages
emerged in the marketplace. The assembly languages got grounds in this computer era.

1.2.3 Third Generation (1963-1971)

The third-generation computers were based on the integrated circuits or ICs. The advent
of silicon material miniaturized the size of the transistors, and ICs were built for the
electronic circuitries. The punch cards were replaced by the keyboards and new operat-
ing systems emerged, which were able to run more than one application simultaneously.
The examples of third-generation computers include IBM 360 & 370 and DPD 11.

1.2.4 Fourth Generation (1971-2010)

The fourth-generation computers became very popular with the masses. These com-
puters were mostly based on the very large-scale integration (VLSI) microprocessors.
Many new companies and manufacturers of computers emerged in this tenure. New
types of machines were introduced with many different types of operating systems
and technologies. Personal computers (PCs), laptops, personal digital assistants (PDAs),
and other computer machines were introduced under this generation of computers.
Windows, Linux, UNIX, Solaris, and Macintosh operating systems were introduced in
this era as well.

1.2.5 Fifth Generation (2010-Present)

The fifth-generation computers are those machines that are substantially powered by
the artificial intelligence (AI) and ultra-large-scale integration (ULSI) and robotic
processes. Although the use of Al started long before 2010, the higher level of influence
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started in the present decade. This generation includes the new computers such as IBM
Watson, multicore processing machines, distributed processing machines, and the latest
Al-enabled mobile devices and tablets.

1.3 COMPONENTS OF MODERN COMPUTER

As a machine, computer has evolved from first-generation computer to the modern day’s
fifth-generation computer machine by passing through many changes in the software
and hardware components. The components explained below form a modern computer
device extensively used in our regular life and industries nowadays. A few images of
modern computers are shown in Figure 1.2.

1.3.1 Input Devices

The input devices of a computer are those components that are connected to the com-
puter to insert raw data in different formats for processing purpose. A few major input
and output devices are shown in Figure 1.3.

The major input devices for our modern computers include the following:

e Keyboard

e Microphone

e Barcode reader
e Camera

e Electronic pen
* Joystick

FIGURE 1.2 Modern computers.
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512GB
[

Memory Card

FIGURE 1.3 Computer input/output devices.

e MIDI (Musical Instrument Digital Interface) port
* Pointing devices

e Gamepad

* Touch screen

*  Wireless antenna

e USB (Universal Serial Bus) port

e Scanner

* Motion sensor
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1.3.2 Output Devices

The output devices of a computer are those components that are connected to the
computer for producing meaningful information processed from the raw data inserted
through input devices. The major output devices of a modern computer include the
following:

e Monitor

e Printer

e Speaker

e Headphone

e Projector

e Plotter

e Computer Output Microfilm (COM)

1.3.3 Central Processing Unit (CPU)

The CPU is the brain of computer that controls the entire functionalities of the machine.
It takes the raw data from the input devices, processes the data to generate meaningful
information, and sends out the information to output devices or saves it on the data stor-
age. Figure 1.4 shows the CPU unit.

The major components of a CPU include the following:

e Arithmetic logic unit (ALU)

e Random access memory (RAM)
¢ Read-only memory (ROM)

¢ Control unit (CU)

FIGURE 1.4 Central processing unit (CPU).



1 e Computers and Networks 7

FIGURE 1.5 Data storage devices.

1.3.4 Storage Components

The storage component of a computer is the data storage bank to keep the data saved
on the secondary location, where the data can be easily accessed and managed
(Figure 1.5).

The storage components include the following:

e Hard disk drive (HDD)

¢ Flash disk drive (FDD)

* Optical disk drive (ODD)
* Magnetic tapes

1.3.5 Software Components

A computer is the combination of hardware and software components. All hardware
components mentioned above are dumb and deaf without the power of software
components of a computer. Figure 1.6 shows some of the software running on a
computer.

The major software components of a computer include the following:

e OS software

e Component drivers

e Application software
e Utility software

e Firmware
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FIGURE 1.6 Computer software.
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1.4 FUTURE MACHINES

The pace of advancement in computer science has been much faster than many
other technologies. Computer technology not only progressed fast but also
impacted heavily on the other technologies and business processes of the world.
This fast growth of computer technology made it one of the most unpredictable and
volatile technologies of the world. The field of information technology (IT) is the
fastest-changing technological sector in the world. See the changing shape of future
computers in Figure 1.7.

The future of the computers will be governed by the major prospective technolo-
gies as explained in the subsequent subsections:

FIGURE 1.7 Future machines.
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FIGURE 1.8 Artificial intelligence concepts.

1.4.1 Artificial Intelligence

AT has been in the field for quite some time, but this technology will impact the com-
puter heavily in the time to come. With the help of augmented reality and virtual reality
(AR/VR), voice recognition, text interpretation, image processing, motion detection,
and other technologies based on Al technologies, the future of computers looks even
smarter and more exciting. The conceptual image of Al is shown in Figure 1.8.

1.4.2 Quantum Computing

The quantum computing idea is not a new one, but its practical existence is still in
infancy. There is no high level of quantum information processing, which has yet been
completed (at the time of writing this book). Only a few small-scale projects of process-
ing of quantum information in quantum bits (gbits) were successful. When this new
field of computing kick starts, the existing binary processing in our modern computers
will be heavily impacted with the quantum information processing. The virtual image
of quantum computing is shown in Figure 1.9.

1.4.3 Nanotechnology

The size of the hardware, especially in electronics and computer technology, is decreas-
ing exponentially. The size of first data storage based on 18,000 vacuum tubes was
about 1,800 ft? to keep that tube tank cool. Can you imagine how much data could that
huge area store? Yes, that could store up to 18,000 bits of data only.
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FIGURE 1.9 Virtual image of quantum computing.

One vacuum tube could store one bit of data for computer processing and storage.
The size of the hardware has got reduced to hundreds of thousands of times by this
time. Just a small flash of less than a nail size can store billions of bytes of data! The size
of the electronic hardware is expected to get reduced even more in the time to come.

The processing of matter to the level of 100th part of a nanometer is referred to as
nanotechnology (Figure 1.10). The partnership of nanotechnology and quantum physics
will work well in the future, once the technology progresses. The success of quantum
and nanotechnology will revolutionize the modern computers to a new level.

FIGURE 1.10 Conceptual image of nanotechnology.
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FIGURE 1.11 Schematic diagram of parallel processing.

1.4.4 Parallel Processing

The distribution of computer processing in multiple components comprehensively
coordinated with each other has already been extensively used in computer science to
increase the processing power of a computer. The virtualization, cloud computing, and
distributed processing systems are examples of parallel processing. The implementa-
tion of parallel processing at a large scale is going to rock the computer field in the near
future. Schematic diagram of parallel processing is shown in Figure 1.11.

1.5 INTRODUCTION TO
COMPUTER NETWORKS

Computer network is the combination of two or more computers connected with each
other to share their resources, establish communication, and exchange data electroni-
cally based on some pre-agreed rules and protocols. The end devices or computers are
also known as hosts.

A computer network consists of networking devices (e.g., switches, hubs, routers),
computer hosts, wired media (copper or fiber cables), wireless media, connectors, and
software protocols. Multiple computers are connected with each other through different
configurations (physical and logical) known as network topologies. Those computers
can be connected through wired or wireless media with the help of media connectors.
Figure 1.12 shows the image of a computer network.

This entire hardware configuration is governed by the communication protocols that
control the communication rules and patterns in a network. There are many communi-
cation topologies, protocols, and network types commonly used in computer networks.
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FIGURE 1.12 Computer network.

1.5.1 Network Topologies

Network topology is a type of computer connectivity in which the computers or devices
are connected with each other to form a network. These topologies are normally physical
references of network connectivity. Figure 1.13 shows the major network topologies
used in the modern computer networking.

Major network topologies used in the computer network communication are listed
below:

e Star network topology
e Bus network topology

Ring Mesh Star Fully Connected
Line Tree Bus

FIGURE 1.13 Network topologies.
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* Ring network topology
e Mesh network topology
e Tree topology

e Combination of two or more topologies

1.5.2 Major Network Protocols

The entire communication of computer networks takes place based on the employed
network protocols. The digital communication is based on certain rules of interaction
(i.e., all requests and responses). The combination of those rules and regulations of the
communication between any pair of nodes is known as the network communication
protocol. Many network protocols are used for the communication between two nodes.
The major principle of communication between two nodes is normally based on client
and server as explained below. There are also other principles of communication, such
as peer-to-peer communication. Figure 1.14 shows the FTP communications, in which

DTP means data transfer process.

A few very important network protocols commonly adopted in the modern network

communication are listed below:

» Ethernet for physical and data link OSI (Open Systems Interconnection) layer
e TCP/SPX (Transmission Control Protocol/Sequenced Packet Exchange) at

network OSI layer

e [P (Internet Protocol) at transport OSI layer
e HTTP/FTP (Hypertext Transfer Protocol/File Transfer Protocol) upper OSI

layers

* DNS (Domain Name System), SMTP (Simple Mail Transfer Protocol) upper

OSI layers

Server

Control Channel

Server

GUI

Protocol
interpreter server

Data transfer
process server

<%

Response commands

Data channel

Protocol
interpreter client

File System

FIGURE 1.14 FTP communications.

Data transfer
process user

GUI: Graphical
User Interface

File System
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1.5.3 Elements of Computer Network

The basic elements of a computer network are hosts, connecting media, and connectors.
But the modern communication networks are not that simple. Some of the major
elements used to form a modern computer network are as follows:

e Hosts

¢ Routers

e Switches

e Hubs

¢ Firewalls

e Servers

¢ (Cables/links
¢ Protocols

¢ Connectors

1.5.4 Types of Networks

Broadly speaking, the networks can be classified into three major types irrespective of
their connecting media — wireless or wired, which are as follows:

e Local area network (LAN)
e Metropolitan area network (MAN)
¢ Wide area network (WAN)

These networks are classified in terms of their coverage area. They can be wired,
wireless, or even a combination of both.

1.6 THE INTERNET EXPLORED

The Internet is the global network of the networks spread all over the world. This
network uses the IP address as the identification address of any node in the Internet.
The complete communication stack for the transmission of data across the network
is based on the TCP/IP. Internet is a gigantic network that offers multiple types of
communication services (conceptual image in Figure 1.15). The major services the
Internet offers include the following:

¢ Voice calls
e Video calls
¢ Chats

e Fax

¢ Email



1 e Computers and Networks 15

@

8 ¢

FIGURE 1.15 The Internet explored (conceptual image).

e Social media

¢ Instant messaging
* Financial services
* Bill payments

e Online shopping
¢ Video conferring
e TV streaming

e Live movies

e Gaming

¢ File sharing

e Data transfer

e e-Banking

e Data storage

e e-Marketing

* Remote healthcare
¢ Remote working
e e-Learning

e Counting

The Internet has revolutionized our day-to-day life. All our business, social, and public
activities have changed drastically. Now, we may not even go to the banks frequently but
rather, we just contact banks through the Internet. Sending letters to our beloved through
post office has almost a very limited scope; rather, we use email, online chat, video call,
and other sources of communications to contact with our friends and relatives.

There were more than 4.1 billion Internet users and just a little less than 2 billion
websites in the world by the end of 2018. There are more than 2.5 billion Internet-
enabled smartphone users in the world today (more or less). The total volume of retail
e-commerce sale is expected to cross $4.5 trillion by 2021, and beyond that time, it is
expected to increase significantly.
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All this happened just because of the power of Internet. The Internet is saving huge
costs on communication, data processing, service provisioning, and almost all other
fields of our day-to-day life and business activities.

Along with the huge benefits of using Internet, many challenges associated with the
use of Internet have also arisen. Among such challenges, the maintenance of security,
privacy, and data integrity are the top of all.

1.6.1 History and Evolution of Internet

The history of Internet (Figure 1.16) dates back to 7:28 PM of October 4, 1957, when
the first satellite named SPUTNIK was launched by the Soviet Union. It was an era of
cold war. The US government was sure to respond. It responded on February 7, 1958,
by forming Advanced Research Project Agency, ARPA. Later, it was named as Defense
Advanced Research Project Agency, DARPA.

The core objective of this agency was to do research and develop the advanced
communication network that will work even in case of damage to certain communica-
tion nodes of computers in any kind of war. In 1962, J C R Licklider, who was a scientist
in the ARPA project, announced that a network of computers in the United States will
continue to operate even in the case of nuclear attack on the United States. This network
was later known as ARPA NET.

The packet switching theory was enunciated by Leonard Kleinrock in an MIT
(Massachusetts Institute of Technology) publication in 1961, and later, a book was pub-
lished on the packet switching theory in 1964 by Paul Baran. The packet switching the-
ory laid the foundation stone for the present-day Internet communication. The packet
data switching network started working by 1965. In 1969, a revolutionary device was
developed named as the interface message processor (IMP). It was the initial version of
router, which was able to make data transmission faster and more efficient.

The Stanford University LAN was expanded to connect with the National Science
Foundation (NSF) in 1981. Later in 1983, the network was named as NSFNET after the
name of National Science Foundation. The TCP was also developed in the same year. In
1985, the restrictions on the NSFNET were reduced by allowing multiple universities of
the United States to participate in the research and communication network.

Internet history
1969 1988 2009

IETF WWW dot.bomb
Crisis
Mosaic eBay 3 le Facebook
Web 2.¢ S

. reality
I'witter ™

Public

ARPANET »
net

y; zon -
email % \ Blogging
SSL. | TLS

ICANN

BBS HyperCard CD-i
Macintosh

FIGURE 1.16 History of the Internet.
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Slowly and gradually, multiple university and other institutes’ networks started
joining the NSENET. Subsequently, the NSFNET became the backbone network of this
project. In 1989, HTTP was developed by Tim Berners-Lee. The first Internet browser
named Mosaic web browser for Internet browsing was developed in 1993.

The policy for the commercial use was also approved in 1993. After the commercial
launch in 1993, the NSFNET was discontinued and decommissioned in 1995. In the ini-
tial days, the Internet was used only for sharing data and peer-to-peer communication.

Another revolutionary event happened when World Wide Web (WWW) was
launched in 1995. This protocol changed the shape and power drastically. Since then,
many improvements in the quality of speed, Internet security, and other areas have been
noticed till today.

1.7 INTERNET IN TODAY'S WORLD

It was almost impossible 30years back to think about the scale of impact the Internet
would have on our today’s lives. Almost each and every activity related to business,
social life, personal life, governmental procedures, science and research, education,
and even the way we live has been extensively influenced by the impact of Internet. The
average Internet penetration of the world was about 55.1% by the middle of 2018. Once
the Internet penetration reaches 100% (or, very close), the impact will be enormous on
the domains of our modern life (conceptual view, Figure 1.17).

Starting from just a communication tool, Internet evolved into the following
services:

*  Websites

e Web applications

e Mobile applications
e Cloud computing

%

FIGURE 1.17 Internet in today’s world (conceptual image). (Courtesy ©Shutterstock.com.)
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The major sectors that have been revolutionized by the impact of the abovemen-
tioned services of the Internet include the following as discussed in the subsequent
subsections.

1.7.1 Telecommunication

The traditional communication was restricted to circuit switching-based landlines, tele-
phones, fax, telegraph, and handwritten letters. All those methods were so costly and
resource-consuming. But Internet has replaced many of the modern communication
technologies by now. The landline phones have been switched to IP-based phones and
even video conference calls. The emails have almost replaced the traditional postal
services and old faxing methods. Instant messaging, live streaming, chats, recorded
messages, and many other things have also been added to the communication sector.
The term “tele” basically means “distance”, and hence, the term “telecommunication”
means “transmission over a distance”.

1.7.2 Retail Sales

The traditional sale is being extensively replaced with the online shopping. The “retail
sales” has already become a multitrillion economy, and it is growing very fast with the
support of various Internet-based platforms. With the advent of mobile e-commerce, the
growth is expected to become spectacular in the near future.

1.7.3 Education

The Internet has impacted the education sector heavily. There is huge surge in online
learning, remote learning, and e-Learning. Thousands of online courses are avail-
able to take remotely from different universities located at any corner of the world.
Even the traditional education system in the universities has been heavily influenced
by the electronic books, e-libraries, e-classrooms, digital form of multimedia, and
other factors.

1.7.4 Business Processes

The business processes are the top beneficiaries of the Internet. Almost every process
has been heavily improved by the use of Internet. Digital marketing, e-commerce,
m-commerce, customer relationship management (CRM), business process
outsourcing (BPO), automated billing/invoicing, enterprise resource planning (ERP),
payroll management, remote hiring, enterprise application integration (EAI), busi-
ness intelligence (BI), and many other new processes have emerged in the business
sector. Billions of dollars were saved by using these improved business processes
governed by the power of Internet.
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Other sectors that benefited a lot from the use of Internet include the following:

* Banking

» Financing

e Insurance

e Healthcare

¢ R & D (Research and Development)
e Marketing

e Tourism

e Entertainment

* Gaming

1.8 ELEMENTS OF THE INTERNET

The Internet is a gigantic network of thousands of networks connected with each other
through backbone connectivity and routers. Let us have a look at the major hardware
elements of the modern Internet. Previously, we discussed the core elements of a
computer network (in Section 1.5.3), but here, the major elements of the Internet would
be mentioned.

1.8.1 Internet Cloud

The Internet cloud (Figure 1.18) is the general name of the entire infrastructure of the
Internet. The cloud is an abstract name of Internet, which consists of the small networks
like the pieces of clouds making a huge cloud in the sky. The data are uploaded,
downloaded, and saved in the cloud while using the Internet services.

FIGURE 1.18 The Internet cloud.
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1.8.2 Edge Router

The edge router is the router which is the first bridge between the Internet cloud and
your own network in which your computer is located. The edge router maintains the
global record of routes and addresses. This router distributes the packets to the other net-
works located at different parts of the cloud. Edge router is normally a powerful router
to handle a large amount of information about the whole Internet addresses and routes.

1.8.3 Core Router

The core router is a central router within a network and maintains the information of an
entire network within the boundaries of a network. Any external packet is handed over
to the edge router for distribution in the global cloud. The core router routes and distrib-
utes the data packets within the single network or small parts of the corporate network.

Cisco is one of the leading manufacturing companies that produces routers and
network elements. It offers numerous types of routers of different capacities. It is also
one of the best providers of core routers. A picture of Cisco CRS-X Router Series is
shown in Figure 1.19.

1.8.4 Firewalls

Firewalls are the defense wall of the corporate network connected to the Internet.
The firewall is normally connected after edge router inside the local network. This
device protects the internal devices from the malicious intrusion of unauthorized users.

The latest series of Cisco firewalls include Firepower 9000 series (at the time of
writing this book). These firepower firewalls are very powerful and fast, which can
handle the traffic throughput up to 225 Gbps. The image of Firepower 9000 series fire-
wall is shown in Figure 1.20.

Normally, firewalls repel the cybercrime attacks if they are properly configured
and installed to counter the possible threats. There are basically two major categories
of firewalls: hardware firewall and software firewall. A hardware firewall is a physical

FIGURE 1.19 Cisco CRS-X Router Series.
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FIGURE 1.20 Firepower 9000 Series Firewall.

device connected with the network, while a software firewall could be installed on each
of the computers, phones, or tablets in a network.

1.8.5 Switches

Switches separate the data packets within the corporate network and isolate the small
business units within a big corporate network. Switches are also used for the distribu-
tion of data packets at the data link layer to the hosts based on the MAC (medium access
control) addresses of the hosts.

The latest switches also have capabilities to support three-layer data distribution within
multiple subnetworks of a big network. The most powerful layer 3 switches are produced
by many companies in the world. Cisco systems, Juniper Corporation, and Teledata are a
few to name. Figure 1.21 shows a Cisco Catalyst 9200 Series L.2 and L3 Switch.

1.8.6 Hubs

Hubs are packet broadcasting devices within a small local network. The use of hubs has
almost vanished nowadays, but still in small networks, hubs are used at a very low scale.

FIGURE 1.21 Cisco Catalyst 9200 Series L2 and L3 Switch.
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1.8.7 Servers

The servers are the heavy computers that are configured to cater to the requests received
from the hosts within the network or from the external networks (Internet cloud).
There are many types of servers commonly used in the Internet. An image of a Dell
EMC PowerEdge Server Series is shown in Figure 1.22.

The names of a few main servers are listed below:

¢ DNS server

¢ Voice server

e Media server

e Web server

e FTP server

e HTTP server

¢ File server

e Proxy server

e Application server
e IRC (Internet Relay Chat) server
e Chat server

e Mail server

e Database server

¢ Game server

1.8.8 Connectivity

All devices are connected to the network through different media, topologies, and
strategies. A host is normally connected to the local switch/router through network
cable or wirelessly. The routers are normally connected to the edge routers through
Gigabit Ethernet copper or fiber cables. The connection between edge router and the
backbone depends on the volume of bandwidth. Normally, the connection between edge
routers to the backbone is done through either fiber or satellite links. The backbone of

FIGURE 1.22 Dell EMC PowerEdge Server Series.
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FIGURE 1.23 Connectivity — different types of cable connectors.

the Internet is normally either undersea fiber cables or satellite links across the major
regions of the world. Different types of connectors are shown in Figure 1.23.

1.8.9 Hosts

Hosts are the end terminals that use the Internet services. Hosts can be computers,
mobile devices, tablets, watches, printers, fax, and any other such devices. The hosts
normally access the Internet services through host or client applications like web
browser and other custom applications for the specific services.

The client software tools are installed on the host to access the server through
server—client communication. The other formats of communication are also used on the
computer networks such as peer-to-peer communication.

1.9 INTERNET SOFTWARE
INFRASTRUCTURE & PROTOCOLS

Every hardware component of the Internet uses unique software to perform the desired
tasks associated with that particular device. A router has its own OS that performs
the functions of routing, route calculation, filters, and other activities. Similarly, the
switches have their own system software to perform their respective duties.

Every server has its own software application that runs on it to cater to the requests
coming from different clients either inside the network or outside the network. Different
servers have different operating systems and their respective application software that
runs on the OS of the servers. A conceptual view of Internet software infrastructure and
protocols is shown in Figure 1.24.

Let us have a look at the major software infrastructures and protocols used in the
Internet in length.
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FIGURE 1.24 Internet software infrastructure and protocols.

1.9.1 IP Address

Internet protocol uses the IP address for routing. It is a logical address consisting
of 32 bits of binary digits — zeros and ones. For the writing simplicity, IP address is
written in the dotted notations like 11110000.11110000.11110000.11110000. This is a
unique address for every node in the Internet. Every port connected to the Internet has
a unique IP address. This dotted notation is converted to dotted decimal notation like
123.123.123.123.

There are two versions of IP address known as IPv4 and IPv6. The IPv4 version
(Figure 1.25) is extensively used in the Internet. To extend the number of IP addresses
for future growth, IPv6 version is introduced.

IPv4 address is categorized into different classes. The total number of IPs in IP
version 4 would be 4,294,967,296 (23%). Table 1.1 shows the IP classes, IP address
ranges, and total number of hosts allowed in every class of IP addresses (all for IPv4).

The IPv6 offers much more than IPv4. The total number of IPv6 would be (2!28).
That number will be equal to 340,282,366,920,938,463,463,374,607,431,768,211,456!

IPv4 address in dotted-decimal notation

172 . 16 .254 . 1
4 ¥ 4 4

10101100.00010000.11111110.00000001

L JL ]
T

T
8 bits

T
32 bits (4 bytes)

FIGURE 1.25 [P address — IPv4.
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TABLE 1.1 IPv4 Address Classes

IP CLASS IP ADDRESS RANGE TOTAL NUMBERS

Class A 1.0.0.1to 16 million hosts on 127 networks each
126.255.255.254

Class B 128.1.0.1 to 65,000 hosts on 16,000 networks each
191.255.255.254

Class C 192.0.1.1 to 254 hosts on 2 million networks each
223.255.254.254

Class D 224.0.0.0 to Reserved for multicasting
239.255.255.255

Class E 240.0.0.0 to Reserved for R & D and future use

254.255.255.254

TABLE 1.2 [Pv4 Address Registry Names and Covered Regions

REGISTRY NAME COVERED REGION

APNIC (Asia-Pacific Network Asia-Pacific region
Information Center)

AFRINIC (Africa National Africa region
Information Center)

ARIN (American Registry for North America and few Caribbean countries
Internet Numbers)

LACNIC (Latin American and Caribbean Latin American countries and a few
National Information Center) Caribbean countries

RIPE NCC (Reseaux IP European Europe, Central Asia, and the Middle East
Network Coordination Center) countries

Internationally, the IP address is managed and governed by the International
Assigned Number Authority, IANA. There are sub-registries or authorities for the
regional IP distribution. Those regional registries are listed in Table 1.2.

1.9.2 DNS Server

DNS is a type of server that deals with the conversion of domain into IP address. It is also
known as domain name resolution server. Why is DNS used in the Internet? The reason
behind using DNS is very simple. The names of the websites on the Internet are identi-
fied by the domain names like: http://www.abcd.com, but the transmission of data to
communicate with the website server is done through IP address. Then, how is it possible
for the routers to understand the domain name? It is the responsibility of DNS server
(Figure 1.26). The IP address is sent to designated DNS server that returns the IP address
of the domain. The routing of the data packets is then done through IP addresses.

It is very difficult for a person/user to remember a large number of IP addresses to
access the desired websites. A user visits hundreds of websites on a daily and weekly
basis; hence, it is very difficult for a user to remember IP addresses of all those websites.
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Root DNS servers

com DNS servers org DNS servers edu DNS servers
| | | 1
yahoo.com amazon.com pbs.org univi.edu univ2.edu
DNS servers DNS servers DNS servers DNS servers DNS servers

FIGURE 1.26 DNS server hierarchy. Various levels: LDNS (local DNS), ADNS (authoritative
DNS), and gTLD (generic top-level domain).

The domain names are comparatively easy to remember. So, people type the domain
name (technically known as URL — Uniform Resource Locator) in the web browser.

The DNS server comes into play to convert the domain name into the IP address
associated with that particular domain name. Thus, the routing at the backend is done
through IP addresses, which normally go unnoticed in the eyes of the Internet user. All
these activities take place at the background between host, router, and DNS server.

There are many hundreds of DNS servers located in many countries of the world. All
those DNS servers are linked with the major 13 servers named as DNS root name servers.
All these 13 servers are located in the United States (10), Stockholm (1), Tokyo (1), and
Amsterdam (1). The names of those root name servers are “A” through “M”.

You can also use many other public DNS servers such as Google DNS, OpenNIC,
Cloudflare, and Verizon, which can be used as both primary and secondary DNS
servers. You can use the DNS services of these servers without any fee or charges.

1.9.3 TCP/IP Protocol

TCP/IP is a protocol suite used by the Internet for routing the data packets across the
network of the networks. The TCP/IP suite works on the network, transport, and ses-
sion layers of the seven-layer OSI model. Any network that wants to connect with the
Internet should use TCP/IP for the abovementioned three layers. The flow of working
requests and responses is explained in Figure 1.27 (figure taken from YouTube).

Another protocol used in parallel with the TCP is User Datagram Protocol (UDP).
UDRP is used instead of TCP in certain applications to improve performance rather than
error correction. TCP is a connection-oriented protocol that checks the errors and has a
flow control to provide accuracy. In real-time applications, UDP is preferred to improve
the speed and performance of the data transmission.

The data packet received from the data link layer is wrapped with the headers
containing IP address and related overloads and is handed over to the TCP or UDP
to add its header for further transmission through different upper-layer protocols.
The same process repeats in the reverse order to retrieve the data for the network
destination.



1 e Computers and Networks 27

Telnet

IDNS||RIP|

Application Layer | | re | [wre |

Transport Layer

Internet Layer e | | (] g

Link Layer

FIGURE 1.27 TCP/IP suite layers.

1.9.4 HTTP

HTTP (Figure 1.28) is server—client data communication protocol. It is an application-
level protocol that communicates with the server through user agents such as web
browsers, mobile apps, voice browser, web crawlers, and other similar kinds of client
software agents.

The communication is based on request/response. Client sends request to the
server through a port number (normally 80) of network layer to seek some information.
At network layer, HTTP can communicate with both the TCP and UDP in the Internet
stack through any designated port. The server responds with the response message that
contains the requested message. The hypertext resources involved in this communica-
tion protocol include the URLs, HTML files, and other content.

HTTP was first introduced in 1990 by Tim Berners-Lee. This is the part of the
TCP/IP suite used in the Internet communication. The latest version of this protocol is
HTTP 2.0 released in 2015. The first version of this protocol was named as HTTP 0.9.

1.9.5 World Wide Web (WWW)

World Wide Web or precisely “WWW?” (Figure 1.29) is the name of the combination of
both web users and the resources that use the HTTP for communication. Many people
confuse the terms: WWW and the Internet. In fact, they are different things.

=

HTTP client HTTP Request/response HTTP server

FIGURE 1.28 Hypertext Transfer Protocol.
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World Wide Web

FIGURE 1.29 World Wide Web (WWW) — conceptual image.

The Internet is a gigantic network of networks, which may use different protocols
for their communication at local network level, while WWW is the combination of all
information including all web resources and users that use the HTTP.

WWW was introduced by Tim Berners-Lee first in 1989 by creating WWW server
at CERN in the UK. It was publically available for use from 1991 when the public-level
Internet was started. The WW W network-based information is governed and regulated
by World Wide Web Consortium precisely referred to as W3C.

SAMPLE QUESTIONS AND ANSWERS FOR
WHAT WE HAVE LEARNED IN CHAPTER 1

Q1. What is an output device of a computer?

A1: An output device of a computer is a component that is connected to the computer
for producing meaningful information processed from the raw data inserted through
input devices.

Examples: monitor, speaker.

Q2. What are storage components? Name some of them.

A2: The storage component of a computer is the data storage bank to keep the data
saved on the secondary location, where the data can be easily accessed and managed.

The storage components include the following:

e Hard disk drive (HDD)

¢ Flash disk drive (FDD)

e Optical disk drive (ODD)
* Magnetic tapes
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Q3. What are the major prospective technologies that could govern the future
computers?

A3: Al quantum computing, nanotechnology, and parallel processing.

Q4. What are the basic elements of a computer network?

Ad4: The basic elements of a computer network are hosts, connecting media, and
connectors. But the modern communication networks are not that simple. Some
of the major elements used to form a modern computer network are as follows:

e Hosts

* Routers

e Switches

e Hubs

¢ Firewalls

e Servers

¢ (Cables/links
¢ Protocols

¢ Connectors

QS. What is Internet? Name some of the major hardware elements of the modern
Internet.

AS: The Internet is a gigantic network of thousands of networks connected with
each other through backbone connectivity and routers. Some of the major hardware
elements of modern Internet are as follows:

* Internet cloud (general name of the entire infrastructure of the Internet)
e Edge router

e Core router

¢ Firewalls (hardware version)

e Switches

e Hubs

e Servers

Q6. What is the basic difference between WWW and the Internet?

A6: Many people confuse the terms: WWW (World Wide Web) and the Internet.

In fact, they are different things.

The Internet is a gigantic network of networks, which may use different protocols for
their communication at local network level, while WWW is the combination of all
information including all web resources and users that use the HTTP.
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Cybersecurity
Basics

2.1 INTRODUCTION

The short definition of cybersecurity is, “The protection of software, hardware, and data
resources connected and stored on the Internet is known as the cybersecurity”. From
an individual to a large corporation, everybody is concerned about the security of their
online data, software, and information.

The protection of the personal, financial data, commercial data, business-critical
information, operational continuity, data integrity, and availability of online software
services fall in the cybersecurity domain. Regulating the physical access and control-
ling the malicious intrusion, allowing the authorized access, encrypting the valuable
information, and safeguarding the privacy are the components of cybersecurity.

Cybersecurity is one of the most important domains in the field of information
technology. There are two spellings for it, “Cybersecurity” and “Cyber Security”. In
this book, we preferred using the former spelling. Cybersecurity is basically the name
of standard practices that involve the people, technology, and processes in an organiza-
tion, in a team, or even in a stand-alone environment in which the computers with the
valuable data are connected to the Internet or the Intranet. Cybersecurity deals with the
different procedures that create an environment of full security.
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Cybersecurity widely relates to the technological processes and procedures to
keep the valuable data and software resources safe and secure from the external threats
emerging through the Internet, but the physical security is also a big component that
affects the cybersecurity both directly and indirectly.

In our modern technological environments, software resources are the core compo-
nents for almost all businesses, public life activities, governmental organizations, defense
systems, and many other fields. The availability, integrity, and confidentiality of those
software resources make your life run smoothly. The failure of any of the above three major
components — integrity, availability, and confidentiality, will bring our entire life to a halt.

Nowadays, physical security is also becoming a part of cybersecurity issue. With
the advent of Internet of Things (IoT) technology, the automation of home, factories,
commercial areas, buildings, places, and many other installations is becoming a very
commonplace practice. Thus, the entire physical security of any installation will also be
influenced by the cybersecurity threats through the Internet. Meanwhile, the impact of
physical security on the cybersecurity is already huge. Any small breach in the physical
security can definitely pose a great threat to the cybersecurity as well.

Cybersecurity can be classified into multiple elements as mentioned below:

e Network security (NS)

e Information security (IS)

* Application security (AS)

* Business continuity planning (BCP)/disaster recovery
e Leadership commitment

e Operational security (OPSEC)

e End-user education

It is very important to note that cybersecurity is not just a one-time measure. It is a con-
tinuous process of security awareness, strategic planning, implementation, monitoring,
and evaluation.

So, cybersecurity is a vast field in the information technology environment, which
covers from human behaviors to the technological procedures that impact directly or
indirectly the security of valuable resources stored and connected to the network.

2.2 IMPORTANCE OF CYBERSECURITY

According to the latest predictions from the Gartner research organization, the total
global spending in the field of cybersecurity is expected to cross the US$124 billion
mark in 2019 with a huge growth of over 8.7%.

The growth rate of security spending in 2018 as compared to that of 2017 was esti-
mated at about 12.4%. The total spending in 2018 is estimated at about US$114 billion.
The total global spending related to cybersecurity is expected to cross the US$1 trillion
mark by 2022. Thus, this huge cybersecurity spending will make it one of the biggest
spending domains in the information technology field.
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The history of cybersecurity is very old, which dates back to 1903 when an
insulting message coded in the Morse code was sent out to the John A Fleming by
Nevil Maskelyne. This message marks as the first cyberattack in the form of malicious
communication through distance communication between two connected devices.
Cyber hacking has evolved over the past 115 years and has become very sophisticated,
advanced, and high tech so that you cannot catch easily.

Many kinds of software and hardware tools are being extensively used in the modern
hacker attacks on the networks, computers, storage devices, servers, applications, and
vulnerable codes. The security of network has got much sophisticated in the present
days due to the strong security features and capabilities of powerful firewalls. Still, the
applications and software programs are the most vulnerable areas for the hackers to
attack on.

According to the Cybersecurity Ventures latest predictions, the cost of global
damages incurred due to the cybercrimes will cross the US$6 trillion mark from
the total damages of US$3 trillion in 2015. If you look at these statistics, you will
come to know the gravity of the cybersecurity threats (conceptual picture is shown
in Figure 2.1).

The average cost of one single cybersecurity breach in 2018 is estimated to be
about US$3.86 million, which is about 6.4% higher of the same in the previous year.
The cybersecurity cost is continuously rising not only in terms of total loss of the orga-
nization but also in terms of the number of cybersecurity attacks. The new forms and
features of cyber threats are emerging in the marketplace. The hackers have become so
advanced that they create new and out-of-the-box ideas to attack the systems, networks,
services, and data to steal the valuable IT resources.

The average cost of deploying the automated security system is very high. The
average cost of automated security system implementation is about US$2.88 million.
This huge amount is definitely out of the affordability of many small and medium-
sized companies all over the world. To cope up with those increasing security threats,
it is very crucial for the small and medium-sized companies to strictly follow the
standard practices devised by the regulatory authorities and industry standard
organizations.

If a proper compliance of the guidelines issued by the cybersecurity standard orga-
nizations is done, a substantial success in averting any big cybersecurity breach can be
achieved easily.

FIGURE 2.1 Cybersecurity is important! (conceptual picture of a warning sign).
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2.3 INTRODUCTION TO CYBERATTACKS

What is cyberattack? Getting access to the legitimate systems — servers, computers,
network, or software programs — illegally and establishing control over the legitimate
systems for carrying out malicious activities such as information stealth, data dam-
age, system damage, and interruption in smooth operations of the legitimate networks
and systems (Figure 2.2).

A cyberattack is a deliberate and malicious electronic attempt by one party, which
may be either an organization or an individual to breach into the cyber environment of
the other party — an individual or an organization — to steal, delete, or damage the valu-
able information.

The main objective of the attacker is to get benefits from that malicious act. Many
organizations from the enemy countries try to destroy the important information to
inflict losses to the enemy countries and their institutes. In short, the core purpose of
cyberattack is always to inflict losses to the targeted entity.

The main areas of attacks include the following:

e Data servers

e Application servers

» Storage servers

¢ Financial information
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FIGURE 2.2 Various types of cyberattacks.
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e QOperational systems
e Computer networks

There are numerous types and methods used for attacking the cyber environments of
the other people. A few very important ones include the following:

e Malware attacks

e Phishing attacks

e Structured Language Query, SQL Injection
¢ Denial-of-service (DoS) attacks

e Man-in-the-middle (MITM) attacks

The successful number of cyberattacks per company has increased by 27.4% in 2017
as compared to 2016. The total number of successful cybersecurity attacks in 2017 was
recorded as 130 attacks per company, as compared to 102 cyberattacks in 2016.
The average annualized cost pertaining to cybersecurity is about US$11.7 million per
company. That is unimaginably huge!

2.4 OBJECTIVES OF CYBERATTACKS

The objectives of cyberattacks (Figure 2.3 — concept) may vary from person to person
and from organization to organization. For instance, many individual hackers attack the
computers of other organizations or individuals to get financial benefits. An organiza-
tion may steal the information from its competitor to achieve competitive edge.

Trojans Horses

O00O0-_00-=_0=

- :Virus Computer

(0]
(0]
1
1
1
(0]
1
0
(0]
1
0
0
0

. Hacker

FIGURE 2.3 Objectives of cyberattacks (conceptual picture).
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Some enemy government-sponsored organizations may steal information from the
other country to damage its capabilities or steal the information for countermeasure
preparations. Some of the main objectives of a hacker for conducting cyberattacks are
listed below:

e Achieving monetary gains

e Damaging the brand value of the other party
e Inflicting damages through cyberterrorism

e Obtaining government and business secrets
e Warfare cyberattacks

e Growth hacking email campaign

All of the abovementioned objectives can be achieved when any one or all of the
following systems and data breaches are achieved by a hacker. Breaching “CIA” triad —
confidentiality, integrity, and availability — makes a successful cyberattack. Let us now
have a look at the major technical breaches of a successful cyberattack.

2.4.1 Confidentiality Breach

The breach of confidentiality occurs when the personal information or data provided by a
client of an organization under certain data confidentiality agreements is either intention-
ally or unintentionally disclosed to the third party without getting consent from the client.

A hacker attacks the customer data stored on a server of an organization. Often it
is done through multiple ways to get access to the information, which is provided to the
organization in confidence. The confidentiality breach can inflict financial losses to the
client. Even the sense of insecurity is often unbearable for the user. The personal data is
compromised and misused for further hacking of data and other information associated
with the confidential data.

There are many rules and regulations in place in many countries of the globe to sue
the company that discloses the confidential information to the third party without any
consent from the concerned client. Normally, the confidentiality breach occurs uninten-
tionally through cyber hacking. The main sources of confidentiality breach include the
following:

e Theft of employee laptops

e Leaving computers with confidential information unattended

* Providing unauthorized access to the unconcerned person

e Unauthorized access by hacker through malware

* Consulting company employees violating confidentiality agreements
e Unlawful use of information for personal or business gains

The examples of confidential data include the following:

e Intellectual property
e Personal identity information
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¢ Credit card information

¢ Bank account information

¢ Personal health information
¢ Business or trade secrets

The examples of big confidential data breaches in recent years include the Marriot data
breach (500 million) in 2018, Equifax data breach (143 million) in 2017, and Adult
Friend Finder data breach (412 million) in 2016.

All those breaches affected hundreds of millions of accounts of personal informa-
tion. The human error and internal employees are the major sources of confidentiality
breaches. The external hacker is also a big threat, but much lesser than the former ones
if the proper cybersecurity measures are taken for the confidential data security.

2.4.2 Availability Breach

The availability breach occurs when the authorized user is unable to access online ser-
vices or personal information that he/she is authorized for. The denial or unavailability
of the authorized digital resources is known as the availability breach.

The main malicious activities used for disrupting the availability of the services or
information are done through DoS attacks or network intrusion. Once the hacker gets
success in intruding into the network, he/she establishes the control over the servers ille-
gally and denies the authorized access of the legitimate users to the resources or services.

The main sources of breach of availability may include the following:

* Failure of hardware

e Malfunction of software

e Choking of data bandwidth

* Redundant arrangement failures
e DoS attacks

It should be clarified here that DoS is basically a situation or a condition, which can also
occur due to unintentional causes like software bug, hardware failure, environmental
conditions, and other external issues; however, when an active attacker intentionally
causes a DoS situation, it is called DoS attack (i.e., deliberate attempt to attack the avail-
ability of data or services).

The examples of breach of availability of services and data include failure of
Google Cloud in February 2018 and failure of Equinix in March 2018.

2.4.3 Integrity Breach

Any data stored on the service provider’s server should remain accurate, consistent, and
valid for the entire period of data stay on the server. Normally, data is stored and trans-
ported in the encrypted forms for maintaining the confidentiality of the data. The data
changes its formats, but at the end of the day, the data should be valid and meaningful.
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Any activity that damages the data consistency, validity, and accuracy is known as
the data integrity breach activity. The integrity breach may corrupt the data, and then,
it may not be useful anymore.

The hackers achieve the data integrity breach through multiple ways as mentioned
below:

¢ Introduction of malware on the server
* Undoable malicious encryption of data
e Manipulation of original data

¢ Introduction of viruses

e Malicious insiders

The examples of data integrity attacks include the introduction of Stuxnet worm to
manipulate the Iranian Nuclear Program Data in 2010 and World Anti-Doping Agency
data manipulation in 2016.

SAMPLE QUESTIONS AND ANSWERS FOR
WHAT WE HAVE LEARNED IN CHAPTER 2

Q1. Define cybersecurity.

A1: The short definition of cybersecurity is, “The protection of software,
hardware, and data resources connected and stored on the Internet is known as the
cybersecurity”. From an individual to a large corporation, everybody is concerned
about the security of their online data, software, and information.

The protection of the personal, financial data, commercial data, business-critical
information, operational continuity, data integrity, and availability of online software
services fall in the cybersecurity domain. Regulating the physical access and control-
ling the malicious intrusion, allowing the authorized access, encrypting the valuable
information, and safeguarding the privacy are the components of cybersecurity.

Q2. What is a cyberattack?

A2: A cyberattack is a deliberate and malicious electronic attempt by one party, which
may be either an organization or an individual to breach into the cyber environment
of the other party — an individual or an organization — to steal, delete, or damage the
valuable information.
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Q3. What are confidential data? Name some examples.

A3: Confidential data are sensitive data that should not be known by someone or some
party who is not authorized to read or see that. Often, these are about personal data or
data that may have significant implications when exposed to the public arena. Some
examples of confidential data include the following:

e Intellectual property

e Personal identity information
¢ Credit card information

¢ Bank account information

¢ Personal health information
¢ Business or trade secrets

Q4. What are the major sources of breach of availability?
Ad4: The main sources of breach of availability may include the following:

e Failure of hardware

e Malfunction of software

e Choking of data bandwidth

e Redundant arrangement failures
¢ Denial-of-service (DoS) attacks

QS. How could the hackers breach integrity of data?

AS: The hackers achieve the data integrity breach through multiple ways as mentioned
below:

¢ Introduction of malware on the server
* Undoable malicious encryption of data
e Manipulation of original data

¢ Introduction of viruses

e Malicious insiders
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3.1 INTRODUCTION

According to the information of University of Maryland research report, there is a
hacker attack after every 39 seconds (on an average) on a computer connected with the
Internet. That means any computer connected to the Internet sustains 2,244 malicious
attacks every day!

All those attacks on the computers are carried out through different formats and
modules of cyberattacks. There are many established formats of cyberattacks, which
are very well known in the market, but the hackers always try out new and sophisticated
ways to exploit the vulnerabilities in the computers and networks to strike. Newer for-
mats and ways of cyberattacks (conceptual image in Figure 3.1) are being developed in
the market to bypass the recognized security measures.

Let us have a look at the most common types of techniques adopted in day-to-day
cyberattacks on networks and computers to either steal valuable data or disrupt the con-
tinuity of online services on the Internet.
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FIGURE 3.1 Cyberattack concept.

3.2 DENIAL OF SERVICE (DoS)

Denial of Service or DoS is an Internet security-related event in which the hackers
attack a particular server running some Internet services to prevent it from working
normal or to stop the services. In this case, the servers are overwhelmed with the flood-
ing of superfluous messages (Figure 3.2).

The hacker actively exploits the server vulnerability and sends the bombardment
of automated requests and messages to that particular server to respond. The server
gets overwhelmed and choked and stops working normal. In certain cases, the service
stops working due to overloaded server. These kinds of malicious attacks prevent the
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FIGURE 3.2 DosS attack.
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legitimate users from accessing the online services (hence, the services are disrupted or
stopped for the legitimate clients/users).

The major symptoms of being the victim of DoS attacks (for a legitimate user)
include the following:

* Inability in accessing a website

* Delay in accessing online service

* Huge delays in file opening on the websites
e Increased volume of spam emails

* Degradation of performance of services

The impact of the DoS attack can be mitigated by taking the following steps:

* Routing the malicious traffic

» Using load balancers to avoid heavy malicious traffic to strive the server
» Using intrusion detection systems

» Using intrusion prevention systems

* Using security firewalls

Main types of DoS attacks include the following:

* DNS (Domain Name System) server attack

e HTTP (Hypertext Transfer Protocol) server attack

e ICMP (Internet Control Message Protocol) flooding

* Network attack or buffer overflow attack

e Large name files attack on the network or server

* Ping of death attack

¢ SYN flood attack on TCP (Transmission Control Protocol) handshake
protocol

e Shrew attack

3.3 DISTRIBUTED DENIAL OF SERVICE (DDoS)

Distributed denial of service or precisely DDoS is a type of DoS attack. Like the
DoS attack, in this type of cyberattack, the servers are jammed or overwhelmed with
the malicious traffic to prevent the legitimate users from accessing their accounts or
legitimate online services. However, the main difference between DoS and DDoS
attacks is that the DoS attack is targeted from a specific origination of traffic to attack
the victim server, while in the DDoS attack case, multiple sources of traffic are used
to attack the victim server (at the same time). DDoS attack is more lethal than the DoS
attack. The prevention of DDoS attacks is very difficult as compared to the normal
DoS attacks (Figure 3.3).
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FIGURE 3.3 Distributed denial of service (DDoS).

In the DDoS attack, the hacker uses controller machine to hack multiple vulnerable
machines around the globe. Then, all those infected machines will be controlled by the
software program running on the attacker’s server. That controller sends instructions to
the infected machine on which the hacker has already established the control to send
automated requests (traffic) to the targeted victim machine. Then, all those “zombies”
start attacking the target from multiple Internet Protocol (IP) sources to bring the server
to almost a halt.

It is more difficult to prevent DDoS attack than the usual DoS attack. In this attack,
many computers from different parts become the part of this deadly attack without any
approval and knowledge of the owner of the computer.

DDoS attacks are carried out in different ways; the main types of DDoS attacks
are listed below:

e Connection-based application-layer attacks, i.e., HTTP, DNS, web servers,
and others

e Connectionless volumetric attacks from multiple botnets

¢ State table exhaustion attacks

e And all other techniques used in the DoS attacks

3.4 MAN-IN-THE-MIDDLE (MITM) ATTACKS

In the “Man-in-the-Middle” or MITM cyberattack, the hacker intercepts the normal con-
nection between the user and the web server without any knowledge of both user and
server. The legitimate communication link between the two entities is exploited, inter-
cepted, and decrypted to steal the personal information for malicious use (Figure 3.4).
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FIGURE 3.4 MITM attacks.

MITM attack consists of three major steps. In the first step, the hacker scans the
vulnerabilities of the system and network. Once the vulnerabilities are known, the phish-
ing emails are sent to users; those emails contain the wrong addresses of your services
or bank accounts. In the third step, they decrypt your information for stealing purpose.

Let us take an example to better understand the issue of MITM attack. Sometimes,
you get an email that looks like it was sent from your bank or your other financial insti-
tute. That is a phishing email, which asks you to click certain link for the verification
of your account, phone number, or any other information. Once you click that link, the
link takes you to the web server, which looks like your bank website but in reality, that
is not your bank website. You insert your credentials to login. Thus, you provide your
bank information to the hacker.

Finally, the hacker obtains your password and uses that password to take some
information or valuable item from your account. This entire process is known as the
MITM cyberattack. The major types of MITM attacks include the following.

e DNS spoofing

e HTTP spoofing

e [P spoofing

e Email hijacking

e SSL (Secure Sockets Layer) hijacking

*  Wi-Fi network eavesdropping

» Stealing the cookies set on the browsers

3.5 CRYPTOJACKING

Cryptojacking is a relatively new form of cyberattack to be used for stealing the
“cryptocurrency”. This attack mines processor’s power through malicious software on
the cryptocurrency miner machines of the legitimate users. In this form of cyberattack,
the processing power of the legitimate cryptocurrency machines is hijacked and used
for cryptocurrency mining to earn rewards.
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FIGURE 3.5 Cryptojacking.

The cryptocurrency, especially the Bitcoin, has become so costly during the past
1 year. Hence, the attraction and benefits of the cryptocurrency soared so high in the
past couple of years. The hackers were also enticed with this lucrative business. They
started capturing the cryptocurrency rewards by using computer processing power of
other people.

Normally, cryptocurrency is used to verify the cryptocurrency transactions, and in
return, the servers that verify the hashed transactions of cryptocurrency are rewarded
with a fraction of Bitcoin. This is known as mining. The cryptocurrency mining requires
huge processing power to verify the complex hashed codes. So, hackers started using
the computing power of the legitimate users in their names.

In this method of hacking, a malware is installed on the servers of the cryptocur-
rency miners. That software uses the power of the machines in the name of the mali-
cious users. Thus, the reward earned through legitimate verification of transactions goes
to the account of the hacker.

The step-by-step procedure of cryptojacking is shown in Figure 3.5.

Cryptojacking is done through the injection of CoinHive software into different
websites, browsers, and operating systems. This software is maliciously installed on
other’s resources to run crypto-mining software to earn the rewards. It has been noted
that thousands of computers were used for this purpose by just a single hacker to earn
substantial amount of money in the form of Bitcoin.

3.6 SQL INJECTION

Structured Query Language (SQL) injection (Figure 3.6) is a type of malicious practice to
steal the valuable data from the database server. This method exploits the vulnerabilities
in the traditional Active Server Page (ASP) websites, PHP applications, and SQL server
forms. The traditional ASP and hypertext preprocessor (PHP)-powered websites generate
the dynamic SQL within the front end of the application. The malicious user appends an
SQL command in the back end of the SQL form field. The objective of that command is
to break the original SQL script and run the malicious script attached with the SQL form.
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FIGURE 3.6 SQL injection.

The malicious code gets data from the SQL database server and sends to the
computer of the hacker. Thus, the valuable information is compromised through SQL
injections. However, the release of latest ASPNET and standard practices for creating
software code have somewhat reduced SQL injection attacks in the recent years.

According to the web application attack statistics 2017, SQL injection is the
second largest source of web application malicious attacks with 21.6% of the total web
application attacks preceded by the cross-site scripting (XSS) with 31.6% and followed
by path traverse with 11.4%.

IT, banks and e-transaction website, and government websites were the top three
fields badly affected by the web application attacks that were predominated by the XSS
and SQL injection attacks.

3.7 SPAMMING

Spamming in the IT field is the name of sending junk mails and messages to the users in
bulk without getting consent from the users (conceptual image, Figure 3.7). It is a form
of bombardment of products for marketing purposes. The hackers also use spamming
for spreading malware, viruses, phishing, Trojans, worms, and spyware. A large source
of security threats is extensively used in numerous types of cyberattacks.

Spamming is a widespread form of malicious attacks used to send the unsolicited
messages through different modes of messaging such as instant messages, emails,
social network messages, ads, mobile phone messages, and social groups. All these
activities are directed to get marketing gains by attacking the users incessantly through
unsolicited messages.
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FIGURE 3.7 Spamming (unwanted emails — conceptual image).

The word “spam” comes from the luncheon meat introduced around in the middle
of the 20th century. That spam contained repeated layers of meat. So, the repeated layers
of messages are collectively known as the spamming in the modern field of technology.

Till the middle of 2018, the spam emails accounted for over 45% of all emails
shared on the Internet, according to the Propeller research conducted in the first quar-
ter of 2018. In this spamming traffic, advertising, adult-related materials, and finance-
related matters are the top three domains in the spamming email messages.

According to the research, more than 14.5 billion emails were sent out on the
Internet on a daily basis in the starting months of the 2018. The senders of the spam
emails all around the world collectively earn about US$7,000 per day. Thus, it is still an
attractive business for many individuals and businesses.

3.8 CYBERTERRORISM

The term “cyberterrorism” (conceptual image in Figure 3.8) was coined many years
back in 1980 by Barry Colin. The term got more attention in beginning of the 21st cen-
tury. Many new methods and modules have emerged on the cyberspace arena.

Cyberterrorism is a type of cybercrime to attack or threat to attack the com-
puter systems, mission-critical data, or computer networks either to damage the cyber
resources or to steal the critical information that can pose a great threat to the security
of public lives, government systems, or even the defense systems of a country. The
objectives of cyberterrorism include the sabotage of political and social fabric through
coercion or intimidation tactics.

The main examples of cyberterrorism include the disruption of public utilities such
as water supplies, electricity, healthcare, and other such systems. The coercive activities
include the honey trap and other blackmailing tactics that can lead to the compromise
on the governmental or security system information. All these activities can lead to
economic system instability, explosion, plane crash, and other actions that cause serious
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FIGURE 3.8 Cyberterrorism (conceptual image).

injuries or death to a person or a group of people in a country. The terrorist attacks are
normally destructive in nature to inflict huge losses to the planned targets rather than
getting some money or economic benefits.

The core objective behind cyberterrorism is either to inflict direct physical, mon-
etary, political, and social damages on the targeted entity or to prepare for the lethal
attacks in the future on the premeditated targets. Cyberterrorism is becoming a huge
menace for the entire civilized world horn locked in the conflict of civilizations and
different ideologies. New forms and formats of cyberterrorism are surfacing to inflict
serious damages to the legitimate systems, governments, and societies.

Intimidation and coercive activities to destabilize the societies, governments, and
other institutions to gain the religious, social, ideological, and political gains fall under
the broader category of cyberterrorism. These activities are carried out to gain control
and power through illegal way.

All traditional hacking tools such as phishing, worms, malwares, Trojan horses,
and viruses can be used to pave the way for a large-scale and massive cyberattack that
can result in severe loss and damage to the public lives, societies, government system,
and other critical infrastructures.

3.9 DIGITAL PROPERTY MISAPPROPRIATION

The digital property misappropriation (Figure 3.9) is the illegal or fraudulent use of the
digital resources like software and digital content, including e-books, audios, videos,
images, writings, paintings, and the likes without the permission of the owner of that
digital property.
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FIGURE 3.9 Digital property misappropriation (concept).

According to the latest research conducted by the Transparency Market
Research Inc., in 2017, the total global market value of digital property misappropriation
is expected to reach the US$6.76 billion mark by 2025 with over 14.3% CAGR
(compound annual growth rate) between 2017 and 2025. This huge amount of money
is used illegally by different rogue companies, people, and countries to use the digital
property without paying any royalty to the owner of that particular digital asset. In other
words, over US$6 billion are misappropriated in the global economy!

There are many local and international rules that govern the prevention of the mis-
appropriation of the legitimate digital assets, but the implementation of those laws in
full force is still far away from the realization. Among such laws, patents, copyrights,
trademarks, and other such rules are already in force to safeguard the rights of the own-
ers of the digital property in the global market.

The major steps powered by the modern technology to safeguard the digital proper-
ties include data encryption, digital access control, user controls, and others. Once the
data has been transferred into the hands of malicious users, they can misappropriate
that digital asset in different ways. So, the effectiveness of the technological-based mea-
sures is still not sufficient to fully safeguard the misuse of the digital assets of legitimate
owners of the property.

3.10 ZERO-DAY EXPLOITATION

Zero-day exploitation (Figure 3.10) commonly known as Zero-Day or 0-Day is a
vulnerability in the computer software system that is known exactly on the same day
when the malicious attacks exploit that vulnerability. In this attack, there is almost
no time to patch up the vulnerability of the software because it was known at the
same time when the attack occurred and no time was available for the software engi-
neers to tackle this issue.

According to the WatchGuard Threat Lab research report 2018, there is as much
as 33% rise in the zero-day attacks by the middle of 2018. In the third quarter 2018
report, it was found that 28.9% of the total malware attacks accounted for the zero-day
exploitation.
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Zero day

FIGURE 3.10 Zero-day exploitation (unknown issue — conceptual image).

The total number of zero-day attacks has increased in 2017 as compared to the
previous years. The total number of verified zero-day attacks in 2017 was recorded as
1,522 as compared to 1,262 in 2016. The reason behind this increased number of zero-
day attack is the increased sophistication of malicious users and hackers. In zero-day
vulnerabilities, the malwares are installed silently on the computers without any notable
movement or change, but it explodes immediately as it is detected by the computer
security personnel. In certain cases, the malware automatically encrypts the data before
sending to its command control center established by the hackers. Due to the high
sophistication of the malware program, it goes unnoticed for a longer period to exploit
the known fault of the system.

Either to avert or to reduce the impact of the zero-day vulnerabilities, many
companies run incentivized programs for the hackers to find out the zero-day
vulnerability against the pre-announced bounty commonly referred to as bug bounty
rewards. Google has paid over US$3 million in the name of bug bounty rewards in 2017.

3.11 PHISHING

Phishing (Figure 3.11) is a type of cyberattack in which the targeted person is bombarded
with the emails that look very similar to the emails coming from their banks, insurance
companies, and other service providers. The hacker targets the people through emails to
get their sensitive and personal information related to their financial and other account
information disguising as the genuine and trustworthy individuals.

The main target of the phishing attack is to get the information about the credit
card number, ATM pin codes, passwords, user name, and the related information. Once
the information has been collected, the hackers use that information to steal the money
or other valuable digital assets. This attack is normally used for the financial theft from
the bank accounts. The marketing strategies and campaigns also use similar kinds of
tactics to increase the sales of the products.



52 Cybersecurity Fundamentals

FIGURE 3.11 Phishing (conceptual image).

There are three major modes of phishing used in the modern phishing activities as
listed below:

* Telephone calls commonly referred to as voice phishing, or vishing
e Emails referred to as general phishing
e Small text messages (SMS) referred to as smishing

The core objective in all three modes of phishing is to steal the identity of the legitimate
user by alluring via different modes of communications.

3.12 DIGITAL VANDALISM

The digital or cyber vandalism is a very destructive form of cybersecurity threat, which
is increasing very fast nowadays. In digital vandalism, the data, computer, or networks
are either damaged or manipulated so that the genuine objectives of the IT system are
changed badly. When cyberspace is used for digital vandalism, that is cyber vandalism.
Hence, these are basically the same in context (Figure 3.12).

In a digital vandalism attack, the malware either removes the useful data from the
websites or manipulates the information in such a way that the meaning of the informa-
tion is reversed. Thus, a bad impact on the reputation of the source is created.

The increasing competition in the field of global businesses has changed the
way people deal with the competitors to obtain the competitive edge. Many black-hat
marketing tactics are also used to malign the reputation of the competitor services or
products. This campaign of cyber vandalism is also used in many political, social, and
personal defamation cases. It is comparatively difficult to catch and sue the culprits due
to the sophisticated attacks by the hackers from unknown locations.

For instance, in 2016 US elections, the wiki page of Donald Trump was removed
and then recreated with many changes and creating mocking slogans on the web page.



3 e Types of Cyberattacks 53

Privacy
Password

Protection

Safety
Information
Code
Data
Secrecy

Cyber vandalism

FIGURE 3.12 Cyber/digital vandalism (conceptual image).

The main reason behind this act was to malign the image of Donald Trump and his
campaign in the elections.

Digital vandalism directly affects the reputation and brand name of the company,
person, or an institute. It has become very critical today because of fierce competition
in the marketplace. Many hackers damage the brands of a particular company or entity
and indirectly provide the benefit to its competitor in the market.

3.13 CYBERSTALKING

Cyberstalking (concept shown in Figure 3.13) is one of the most serious problems in
the domain of cyberspace. Women are the most affected population of cyberstalking.
Cyberstalking is a form of harassing and threatening. It is also known as cyberbullying

FIGURE 3.13 Cyberstalking.
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in other terms. In this form of cyberattack, the organizations, groups, or individuals are
harassed to agree upon some undesirable conditions in relationship or business.

Cyberstalking is a systematic approach of harassing done through email, phones,
SMS, chats, and other forms of communication. The main components used in the
communication to threaten the targeted entity include defaming, false allegations,
slandering, and other forms of blackmailing.

Digital cyberstalking is similar to the offline or physical stalking done in the
streets, at home, or at shopping centers through different traditional modes of com-
munication. The impact of the cyberstalking on the teenage group is much pervasive
and widespread. They happen to be so sensitive and less mature to handle the
pressure of blackmailing targeted on them. In certain conditions, people succumb
to the pressure and commit some serious life-threatening acts such as suicide and
other such things.

The impact of cyberstalking in Asian countries is very high due to the traditional
social structures and many taboos spread in the society. So, the cyberstalking should be
discouraged very aggressively at the root levels.

The other common names of cyberstalking are Internet stalking, online stalking,
and e-stalking. In many countries, cyberstalking is a punishable crime.

3.14 CYBER FRAUDS AND FORGERY

Cyber frauds and forgery is also a new form of cyberattack in the modern digital world.
In this form of crime, the digitally stored documents are forged to form the counterfeit
documents. This crime is increased during the recent years due to the availability of
high-tech devices like computer software, printers, scanners, cameras, and other tools
(Figure 3.14).

WINNER

— ]

Cyber>ource

FIGURE 3.14 Cyber frauds and forgery (concept).
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In cyber frauds, the fake and counterfeit currency is also a big component.
Traditionally, it was very difficult to create fake currency because it required a high
level of technology, machinery, and tools. But now it is much easier with the help of ink
jet printers and modern software tools.

Many documents used for the immigration, education, jobs, and security clear-
ance were found fabricated with the help of modern cyber tools. Although all these
crimes are punishable under the laws, catching such frauds without any particular
tools and training is almost impossible. Many counterfeit checks, coupons, statio-
nery, bills, and other documents are becoming more prone to forgery and fraud in the
market.

SAMPLE QUESTIONS AND ANSWERS FOR
WHAT WE HAVE LEARNED IN CHAPTER 3

Q1. What is DoS Attack? What are the general symptoms?

A1: Denial of service or DoS is an Internet security-related event in which the hackers
attack a particular server running some Internet services to prevent it from working
normal or to stop the services. In this case, the servers are overwhelmed with the
flooding of superfluous messages.

The major symptoms of being the victim of DoS attacks (for a legitimate user) include
the following:

* Inability in accessing a website

e Delay in accessing online service

* Huge delays in file opening on the websites
e Increased volume of spam emails

e Degradation of performance of services

Q2. What is the difference between DoS and DoS attack?

A2: Whenever legitimate service is denied for a user for some invalid cause, DoS
situation may occur which means the service is not given. This can happen due to
software bug, hardware failure, environmental conditions, and other external issues;
however, when an active attacker intentionally causes a DoS situation, it is called
DoS attack. That means, to be considered as an attack, there must be an active
attacker behind that to make data and services unavailable to the user who needs it
via legal means.

Q3. What is MITM?

A3: In the “Man-in-the-Middle” or MITM cyberattack, the hacker intercepts the normal
connection between the user and the web server without any knowledge of both user and
server. The legitimate communication link between the two entities is exploited, inter-
cepted, and decrypted to steal the personal information for malicious use.
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Q4. What is Cryptojacking?

A4: Cryptojacking is a relatively new form of cyberattack to be used for stealing the
“cryptocurrency”. This attack mines processor’s power through malicious software on
the cryptocurrency miner machines of the legitimate users. In this form of cyberat-
tack, the processing power of the legitimate cryptocurrency machines is hijacked and
used for cryptocurrency mining to earn rewards.

QS. Why could cyberstalking be dangerous? Explain.

AS: Cyberstalking is a systematic approach of harassing done through email, phones,
SMS (short message service), chats, and other forms of communication. The main
components used in the communication to threaten the targeted entity include defam-
ing, false allegations, slandering, and other forms of blackmailing.

Digital cyberstalking is similar to the offline or physical stalking done in the streets,
at home, or at shopping centers through different traditional modes of communication.
The impact of the cyberstalking on the teenage group is much pervasive and
widespread. They happen to be so sensitive and less mature to handle the pressure of
blackmailing targeted on them. In certain conditions, people succumb to the pressure
and commit some serious life-threatening acts such as suicide and other such things.
Hence, it could really affect the mental health of the youth within some period of time.
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Recent
Cyberattacks
and Their Impact

4.1 INTRODUCTION

Cyberattack comes down heavily on the companies, businesses, governments, and
other organizations. It costs billions of dollars to the affected entities across the globe.
According to the UK Center for Strategic and International Studies, the estimated
global losses due to the cyberattacks were about US$400 billion per annum in 2017.

Higher volumes of losses incurred due to the cyberattacks have increased the cyber
insurance business exponentially. According to the Allianz Insurance Corporation, the
cyber insurance premiums are expected to cross the US$20 billion mark by 2025 from
the present volume of just under US$4 billion. With the elevated wrath of cyberat-
tacks, the insurance business is expected to grow at over 40% CAGR (compound annual
growth rate) in the next 5-7 years.

The recent cyberattack on the Equifax consumer credit rating agency devas-
tated the reputation and business of the company with an estimated loss of over
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US$150million or so. Thus, the cyberattacks are posing huge threats to businesses in
the times to come. Let us have a look at a few top cyberattacks that took place in the
recent years.

4.2 EQUIFAX DATA THEFT

Equifax (Figure 4.1) is a consumer credit rating agency based in Atlanta, USA.
The company handles over 820 million consumers and over 91 million companies
round the world. The company has also a very huge database of employees working
with more than 7,100 employees. The company has many details of the consumers such
as salaries, personal information, credit card numbers, driving license numbers, medi-
cal records, and many other such critical information.

Between the mid of May 2017 and the end of July 2017, hackers got access to the
Equifax database by exploiting the vulnerabilities present in the official website of the
company, and started stealing the consumer information continuously for over 2 months
without being noticed or caught. The company security team detected the malicious
activity on July 29, 2017. But by that time, it was too late for the security team to contain
the wide-scale damage wreaked on the company.

More than 143 million consumers’ data were stolen. That information included
consumer names, birth certificates, physical addresses, credit card information, driving
license, medical information, and much more. The total number of stolen credit card
numbers was about 209,000. More than 182,000 important documents of the people
were stolen.

This huge data breach cost the company over US$4 billion according to a report
published in the Time magazine. It is very important to note that data theft losses can-
not be calculated accurately, and the liquidated damages of the company are very large.

FIGURE 4.1 Equifax.
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Such a company suffers in multiple ways for many months and years to come. The
reputation of the company goes down, and the over market performance and business
processes are struck badly. In fact, in this case, the company sustained a huge blow
when its shares dipped by over 20% in less than a week’s period. The litigation and the
regulations substantially increased on the company. A huge disruption in the business
processes and services leads to the mayhem situation in the company and in the con-
sumer base of the company.

Reuters news agency with reference to different analysts and experts termed it the
biggest cyberattack in the history of digital crimes in terms of the total loss of revenue
for a single company. It was also estimated that the average cost of a single cyberattack
in 2017 has increased tremendously to more than US$11 million as compared to the
average cost of a single attack in 2016.

The losses to Equifax Company will continue incurring for many months and even
years. Having noticed this huge loss inflicted upon Equifax, companies across the world
are extremely caught in dilemma. All companies across the world are facing a bigger
challenge to maintain their business processes secure and smooth.

There is catch-22 situation in between the cost of the cyberattack and maintenance
of high level of cybersecurity in the online environment. Many enterprises choose not to
adopt the security policy, which in certain case can cause them serious damages in their
businesses. This trend of ignoring the implementation of security policy on the basis of
high cost is pervasive in small businesses.

4.3 VPNFILTER CYBERATTACK

VPNFilter (Figure 4.2) was a malware that originated from Russia. Initially, Ukraine
was the main target of this malware, but later, it affected over 500,000 routers world-
wide. This malware was based on the man-in-the-middle (MITM) cyberattack. This
attack badly affected numerous routers of Ukraine.

3rd-Stage Module (MiTM Attacks)

FIGURE 4.2 VPNFilter cyberattack.
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This malware maintains its presence on the routers even the router is rebooted;
therefore, the router becomes a big nuisance for the cybersecurity people for many days
and months. This malware was developed with multiple stages and based on modular
principle. This attack is also known as the Internet of Things (IoT) attack. According to
the FBI reports, VPNFilter malware was spread by a Russian group named Fancy Bear.

This malware affects the IoT routers and network-attached storage (NAS) via mul-
tistage infections. It has infected more than 500 thousand routers in more than 54 coun-
tries worldwide. Especially, the impact of these attacks on Ukraine has been extremely
high. The first Ukraine blackout in 2015 also used the first-stage malware of this new
format of cyberattack.

The most vulnerable routers for this malware include D-Link, Linksys, MikroTik,
Asus, TP-Link, Netgear, and many others. All these routers are used in the Internet
access for the physical automation and IoT systems in homes, industries, and commer-
cial areas.

This malware has three fundamental stages to attack a networking device:

Stage one: A worm is installed on router that maintains its presence even after
rebooting of the device.

Stage two: The body of the malware contains the code to effectively respond to
the third-stage instructions.

Stage three: This stage contains multiple modules to run on the router devices.
These modules are the instructions to the second-stage body of the code to
change the routes, spy the routing information, stop the industrial automa-
tion, and many other functions. The modules of this stage are continuously
increasing. In this stage, some communication plugins start communicating
over the Tor server (Tor is basically free and open-source software to enable
anonymous communication) for spying and sniffing the data packets.

This malware has incurred huge losses to many industries, households, private places,
commercial entities, and many others. This malware is evolving into new modules. It is
using different command and control servers for attacking different parts and countries
of the world. The attackers also change settings as per the need of the cyberattack to
make it more lethal.

The modification in the VPNFilter attacks cannot be ruled out in near future. More
sophisticated and more dangerous third-stage plugins can surface anytime and any-
where in the world.

4.4 WANNACRY RANSOM ATTACK

If you have already seen the above screen on your computer, you were the victim of
WannaCry ransomware attack. This attack was unleashed to the world in May 2017,
when many of the computers from more than 150 countries were affected by this
cyberattack (Figure 4.3).
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FIGURE 4.3 WannaCry ransomware attack.
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This cyberattack is a type of ransomware attack that was initiated to extort money
in the form of Bitcoin (a form of digital currency). Many countries and investigating
agencies believe that the WannaCry attack was started by the North Korean authorities
or the agencies working for North Korean government.

WannaCry is also known very well with the following names:

e WannaCryptor

e WannaCryptOr

e WannaCryptOr 2.0

e Wanna Decryptor

e Wanna Decryptor 2.0

This ransomware attack affected between 200 and 300 thousand computers across the
world. The hackers would encrypt the data files on the computers and would decrypt
them for a ransom or extortion money ranging from US$300 to US$600. Hackers
wanted that money through Bitcoin cryptocurrency to be transferred to their Bitcoin
digital wallets.

According to different news reports, the total impact of the WannaCry ransomware
attack was equal to about US$4 billion. This huge loss was incurred due to the lost pro-
ductivity, extortion, and other related matters.
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The main target of this attack was the computers with Windows operating sys-
tems. WannaCry used the EternalBlue exploit, which was developed by some national
security agencies, as per reports, to propagate the code to other computers. WannaCry
would use the EternalBlue exploit present in the implementation of server message
block (SMB) protocol on Microsoft Windows operating system. The malicious code
(a form of crypto worm) would encrypt the important data files on the computer and
would ask for the extortion money to decrypt the files.

Once the demanded amount of ransom in the form of bitcoin was paid, the hacker
would offer you the decryption key to decrypt the files. The attack was stopped within a
few days due to fast release of patch and the discovery of a kill switch, which would stop
the malicious code to further propagate. Thus, the over effect was limited to a few billion
dollars; otherwise, the damage could have been much worse than the present evaluation.

The newer version of this ransomware also surfaced in the month of August 2018
in Taiwan. This new variant of WannaCry ransomware badly affected the operations
of the company for a certain time. The name of that chip manufacturing company in
Taiwan was Taiwan Semiconductor Manufacturing Company (TSMC). The production
of the company was shut temporarily, when more than one thousand computers of the
company were affected with WannaCry ransomware attack. The automation processes
of the company were badly affected.

4.5 PETA CYBERATTACK

Irrespective of its history, Petya cyberattack (Figure 4.4) was unleashed in the com-
puter world on May 27, 2017, to target the main businesses such as power grids, gas
stations, energy production companies, banks, airports, bus stations, and other com-
munication-based systems. The main target of this ransomware was Ukraine because
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FIGURE 4.4 Petya cyberattack.
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more than 80% of its impact was noted in the Ukraine after one day of attack. Russia
and Germany were other major countries where the impact of the Petya attacks was
noticed extensively.

The first version of the Petya ransomware was noticed in March 2016. This first
version would propagate with the infected email attachments. This version was not
able to make a big impact on the global IT market. Another variant of the first version
of Petya was caught in May 2016 with a secondary payload, but this version was also
unsuccessful in inflicting huge damage to the information world.

The second version of the Petya was more dangerous, fast, and powerful to break
into the legitimate systems and encrypt the files permanently. The second version that
created havoc in the IT world surfaced on May 27, 2017. This new variant of the Petya
would propagate through the EternalBlue exploit that would compromise the security
of Microsoft Windows SMB.

It is important to note that the WannaCry ransomware attack also used the
EternalBlue vulnerability in the Windows-based computers to establish full access to
the computers. There was a substantial difference between the first version of Petya dis-
covered in 2016 and the second version of the same discovered in May 2017; therefore,
many people call the second version of ransomware as NotPetya too.

Petya was named after the name of a Russian satellite shown in the James Bond’s
film Golden Eye. That satellite was shown to have been carrying the atomic bomb
named as Golden Eye in the film to create electromagnetic pulse when detonated.

The Petya malware would use a payload, which would infect the master boot record
(MBR) of a computer. Then, it would modify the Windows Boot Loader by overwriting
it. And at the third step, the malicious code would force the system to restart. When the
system restarts, the data files are encrypted and damaged while restarting the system.

The estimated damages done by the Petya ransomware were about US$10 billion.
The main reason of this huge cost was the attack on energy companies and power grids.
The services of those companies directly impact the services and performance of the
other businesses. Thus, the impact swelled exponentially. The cost of Petya was much
higher than that of WannaCry ransomware attack.

The speed and power of the attack was very high. The ransomware started from
Ukraine on the 27th day of May 2017 and infected thousands of machines in hundreds
of companies in the country. The impact of the same malware was also noticed in the
other countries of Europe such as Germany, Hungry, France, Italy, UK, and the United
States on the same day. Germany was the second most affected country from the impact
of Petya malware attack after Ukraine.

The attack unleashed its bad impact on many industries and companies in the
United States across all states of the country. Many major companies felt the jolt of
this nasty attack. The impact of this ransomware also traveled back to Russia and other
European and Asian countries too. The main cause for spreading of this ransomware so
fast was that the code was propagating with the software updates of ME Docs, which
were already exploited by the Petya crypto worm.

Summary of the main points of Petya ransomware attack:

 First detected in March 2016
e Second time detected in May 2016
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* Major attack surfaced on May 27, 2017

e Total damage was about US$10 billion (estimated)

* Big damage to a company — Maersk Seal.and Inc.

e Maersk’s revenue loss was about US$300 million.

* Major companies affected by Petya include Cadbury, Australia; JNPT
Container, India; Mondelez International, USA; DHL Logistics, Germany;
and many others.

4.6 US ELECTION MANIPULATION

The heat of sharp discussions regarding the US elections 2016 is being still felt in dif-
ferent segments of the US society. There were many heated arguments during and past
election. The arguments started from the streets to courts of law. Indeed, there are so
many arguments and counterarguments about the involvement of Russian hackers in
the manipulation of the US elections in 2016 (Figure 4.5 shows the main candidates in
that election).

Many media channels reported that the Russian hackers manipulated the elections
in more than 39 states before the voting started. The Russian hackers exploited the
faults and vulnerabilities of the US election system to alter the voter data and influence
the voters about whom to vote. It was also noticed that a few hackers tried to delete the
voter data from the US system so that a particular party may be put in the advantageous
position.

The American election system has many online vote register websites, software
companies, and online sharing of important voting information for gathering the party
support. All these systems were tried to be exploited and used in their favor.

FIGURE 4.5 US election manipulation (main candidates in 2016).
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Both the Office of the Director of National Security and the Department of
Homeland Security jointly confirmed that there were substantial clues that the Russian
hackers with the instructions of the Russian government systematically hacked the
emails and other sources of information including online services to damage the cred-
ibility of the US elections. The main target of the Russian hackers and authorities was
to meddle into the election systems and influence the voters so that the position of the
Hillary Clinton is damaged and political instability is created.

Russian hackers hacked the Democratic National Committee (DNC) servers and
the personal Gmail account of John Podesta who was the election campaign head
of Hillary Clinton. The emails from his personal email accounts were leaked to the
WikiLeaks; thus, the issue created a huge controversy in the country over the meddling
of Russian hackers and authorities in the US elections. The hacking of the DNC server
was done by the Russian military intelligence service (GRU).

Meanwhile, a series of fake news were also spread on the social media from the
IDs operating from different parts of the world as well as from Russia. There are many
deniers of any involvement of the Russian hackers in this entire process, but there are
many recorded incidents and deliberate attempts to manipulate the election or the
voters” minds or records and so on. The main points of this entire hacking event are
given below:

e The buzz of Russian meddling in elections 2016 started in the middle of the
2016 or even before.

e On October 7, 2016, both the Department of Homeland Security and the
Office of the Director of National Intelligence publically expressed confi-
dence of the involvement of Russian hackers to meddle the elections.

e Obama administration warned Putin administration to stop interference in
the elections through red tape phone.

e In December 2016, President Obama ordered investigation of Russian
involvement and interference in elections from 2008 onward.

e Bipartisan investigation was called upon by the democrat senators in
December 2016.

* President-elect rejected the demand in December 2016.

e Thirty-five Russian diplomats were expelled from the country on December
29, 2016.

 First round of sanctions imposed on Russia in March 2017.

e InJune 2018, new sanctions were imposed by the US Department of Treasury
on the account of Russian meddling in the elections.

e Director James Comey of FBI was dismissed by Trump administration in
May 2017.

The hacking of elections was already tested by the Russian hackers in the Ukraine elec-
tions in 2014. A powerful distributed denial-of-service (DDoS) attack was launched to
disrupt the Ukrainian elections at that time.

The same types of allegations also surfaced in the provincial elections of Gujarat
state in India. A UK-based company was alleged for meddling in the Gujarat elections
in the favor of Congress party to defeat the incumbent party.
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4.7 POWER GRID HACKING

The US power grid hacking attack (Figure 4.6) surfaced in March 2018. In fact, there
were attempts to strike down the power systems of the country back in early 2016.
According to the Department of Homeland Security and other investigating agencies,
those attacks were carried out in the wake of the “Cyber Actor” program initiated by
the Russian government back in 2016.

Earlier than this attempt, Russians succeeded in disrupting the power grid in
Ukraine in 2015. In that attack, more than 200 thousand people were deprived from the
power supply for a long period. The main target of the hackers in power grid attacks
is to target the power generation. Once the hackers get access to the power generation
systems, they try to stop the generation units so that the power is fully disrupted in the
targeted area.

In the US grid cyberattack, the hackers used the traditional techniques to get
important information about the user accounts and credentials. For that purpose, the
hackers used the emails, diverted websites, and similar kinds of phishing techniques to
collect the critical information about the power accounts.

According to the investigation report, the hackers used “spearphishing” technique
to get information about the users. They send emails to the users in the power compa-
nies from the accounts that the user has already interacted with. Once the user opens the
email and clicks on the attachment, the malicious code starts running on the machine to
collect confidential/personal information.

Similarly, another technique known as “waterholing” was also used for getting the
critical information. The websites that the users in the energy sector visit were altered
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FIGURE 4.6 Power grid hacking (conceptual image).
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in the way that they looked similar to the genuine websites. Thus, the confidential infor-
mation was collected.

The Department of Homeland Security revealed that the majority of the critical
information was collected from within the organizations that work directly with the
power grids and other infrastructures. They used the phishing methods in most of
the cases to collect the information. The hackers were not able to succeed the way
they wanted to damage the power systems of the country, but they made the US gov-
ernment realize that these kinds of hacker attacks can have serious impacts on the
country:

e Hackers can target infrastructure such as power grid, power generation,
water supply, and aviation.

e The hacking impact on sewerage can flood the US cities with the sewer water.

e Utilities such as water, electricity, gas, and transportation can be stopped.

The major points of the US grid cyberattack are summarized below:

» First cyberattack on the USA grid, water, aviation and other critical infra-
structures surfaced in March 2016.

* First attack was conducted by the “Cyber Actors”, which is a Russian secret
cyber team to attack the critical installation and infrastructures of the
adversaries.

e FBI and Department of Homeland Security confirmed the involvement of
Russian cyber actors.

e In the first attempt, some of the critical manufacturing and commercial
installations were also attempted to hack.

* On March 15, 2018, the US government announced that the major power grid
and other infrastructures were attacked by the Russian hackers.

e Spearphishing and waterholing techniques were used for getting the critical
information for intrusion into the networks.

e Symantec report published in October 2017 citing the government report
said there was a Russian code found in the malware used for infrastructure
attacks.

e Symantec reported that Dragon Fly hacking campaign is on from 2014 to
disrupt the energy and power services.

e Dragon Fly 2.0 started from the end of 2015.

e Dragon Fly 2.0 campaign is in the base of power grid attacks in the Europe
and the United States, according to the Symantec report.

The details of the impact of the grid attack were not disclosed. The report just pointed
out that the main purpose of this attack was not to sabotage the power system; it was
just meant for the scouting purpose. But the gravity of this scouting is huge. Pentagon
and associated agencies are preparing for higher level of security and emergency plans
for power grid repairing in the possible shortest time.
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4.8 SHADOW NETWORK ATTACK

The Shadow Network attack (Figure 4.7) is highly sophisticated and powerful espio-
nage attack originated from the People’s Republic of China (PRC). It was a huge and
comprehensive attack to spy on the Indian government’s secret information and Dalai
Lama’s activities. The attack was so highly coordinated and sophisticated that it was
very difficult to break initially.

The Shadow Network cyberattack was unleashed in 2010. The main target of this
espionage attack was to get access to the classified information, emails, and documents
related to the office of Dalai Lama, Indian government, government’s computer net-
works, and security-related organizations. This attack was first detected by the research-
ers working at the Information Warfare Monitor. This is the second largest cyber-based
espionage attack originated from the PRC.

The first espionage attack originated from China is named as the GhostNet, which
was discovered by the same organization that discovered the second espionage attack,
“The Shadow Network”. The first attack was discovered in March 2009. That attack
was simultaneously spying on more than 103 countries and hundreds of organizations,
offices, foreign embassies, and many other installations.

The Shadow Network attack exploited the Internet and social media services exten-
sively to spy on the different organizations and office locations simultaneously. The
major cloud-based and social services that were exploited included Yahoo Mail, Twitter,
Blogspot, Baidu, Google Groups, and others. These websites were used to host mali-
cious code (malware). When these websites were used, the malware infected the com-
puters and started spying on the communication and data on the computers and local
networks.

The main points and impact of the Shadow Network cyberattack are summarized
below:

* Shadow Network was an espionage cyberattack with the focus on targeting
Indian government and Tibetan exile leader Dalai Lama.

e Originated from PRC.

e Chengdu was the city of origination in the province of Sichuan.

FIGURE 4.7 Shadow Network attack.
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e Surfaced through Information Warfare Monitor report named as “Shadows
in the Cloud: Investigating Cyber Espionage 2.0”.

* The investigating report was released on April 6, 2010.

e Prior to this, GhostNet investigation report was released in 2009.

e Cloud services and social media were exploited for malware spreading.

e The investigation was done with the collaboration of researchers working at
Shadowserver Foundation (USA) and Info Warfare Monitor (Canada).

* Shadow Network was also detected to a very low level during the investiga-
tion of GhostNet, but after the release of the GhostNet report, many Shadow
Network servers went offline.

 Still the espionage of Indian authorities and Dalai Lama was continuing.

e The researchers found that many computers at the Office of His Holiness
the Dalai Lama (OHHDL) were compromised with the Shadow Network
malware.

e More than 1,500 emails were copied from Dalai Lama office.

* A large number of Indian government’s sensitive documents were stolen.

* Indian missile system, Indian state security plans, and many other such docu-
ments were stolen from the computers.

e The documents related to the Indian policy and relationship with the African
countries, Middle Eastern countries, and Russia were also stolen.

The gravity of this theft is very high in terms of the strained relationships between India
and China. Both countries were at the verge of war in 2017 due to the Doklam standoff.
Both countries are emerging powers of the region with many differences in terms of the
international boundary demarcation and other issues.

4.9 GITHUB DDoS ATTACK 2018

The distributed denial of service or DDoS is a very common technique to overwhelm
any online or cloud-based service with the huge influx of the traffic from multiple
locations directed to the targeted sever. Hundreds of thousands of DDoS cyberat-
tacks have already taken place in the world till now. We talked about this kind of
attack before. However, the GitHub DDoS attack that brought the entire service of the
GitHub to standstill was the most powerful and lethal DDoS cyberattack in the his-
tory of the cybercrimes (at the time of writing this book). This attack is suspected to
have originated from the PRC. The attack was carried out on the GitHub services on
February 28, 2018. During the attack, the server services were unavailable for about
5 minutes (Figure 4.8).

The major points and the subsequent impact on the global market are summarized
in the following important points:

e The largest DDoS attack in the history
e Service outage occurred between 17:21 and 17:26 UTC on February 28, 2018.
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Biggest DDoS Attack Ever Recorded
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FIGURE 4.8 GitHub DDoS attack 2018.

* Intermittent service availability between 17:26 and 17:30 on the same date.

e Conducted through the amplification vector that used the memcached over
the UDP (User Datagram Protocol). Memcached is a general-purpose dis-
tributed memory-caching system.

* Memcached instances were badly abused to conduct this attack.

» [P spoofing was used to direct the memcached response to the targeted server.

e Amplification factor of memcached is 51 thousand times, so each byte of
sender data was amplified to 51 bytes and sent to the target.

e At the peak time of the attack, the total data rate sent to the target was about
1.35 Tbps.

* 126.9 packets were sent per second to the target.

e Akamai Prolexic helped GitHub to route traffic through its scrubbing centers
to block the malicious traffic.

e The attack lasted for about 8 minutes after the traffic was diverted through
scrubbing center of Akamai Prolexic.

e The impact of this attack on the software development community was huge
because millions of software users use the GitHub services.

The DDoS attacks are normally carried out to disrupt the services. Commonly, there
is no threat to the data stored on the target servers. Hence, the disruption of the online
services is restored to the normal operation once the attack is stopped. But the service
disruption for even a short duration of big service can cost millions of dollars to the
company as well as to the users. Apart from the financial loss, there could be loss of
confidence or reliability of the offered services.
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410 UNDER ARMOR ACCOUNT HACKING

Under Armour is a US-based manufacturer of popular brands of sports equipment, foot-
wear, and casual apparels for leisure and sporting events. The company is headquartered
in Baltimore, Maryland. The company has many commercial apps and brands that con-
tribute extensively to the company’s business. Among such applications, MyFitnessPal
is one of the most popular mobile applications in the United States (Figure 4.9).

MpyFitnessPal has millions of users who use this application for maintaining their
fitness. This application helps the users about their intake calories, workouts, sports,
and other health-related issues. The application also hosts over 2 million different types
of healthy foods with their complete details and nutrition values.

MyFitnessPal was created in 2005 by two brothers, but later, it was acquired by the
Under Armour Corporation. The acquisition of the app cost the Under Armour US$475
million in 2015. The application was hacked and data of more than 150 million users
were stolen in a cyberattack on the application database in February 2018. This was one
of the largest data breaches in the history of cyber hacking.

The main points of this cyberattack on the MyFitnessPal application database are
summarized below:

* The attack took place in the last days of February 2018.

e The company was able to know only in the last days of March 2018.

e Under Armour announced publicly on March 30, 2018, that the data of
MyFitnessPal app has been compromised.

e More than 150 million accounts were compromised.

e The shares of Under Armour fell by over 4.6% in the trading.

e The data stolen in the cyberattack included usernames, passwords, and email
addresses.

e The stolen data did not comprise driving license, credit card, or social secu-
rity numbers.

e Itis one of the top five big data breaches till today.

According to the Under Armour information, all users were notified immediately
through a procedure to change their passwords. The remaining useful data would be
the email addresses, which can be used by the spammers for marketing and other cyber
tactics. By large, both the company and the users have not sustained future potential
threats due to this data breach.

D Under Armour

Data breach

FIGURE 4.9 Under Armor account hacking.
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SAMPLE QUESTIONS AND ANSWERS FOR
WHAT WE HAVE LEARNED IN CHAPTER 4

Q1. What is a malware?

Al: A malware is basically an unwanted software or programming code that runs on a
computer and may cause harm or jeopardize the normal functions of a computer.

Q2. What is WannaCry ransomware?

A2: WannaCry is a ransomware crypto worm, which targeted computers (when it first
appeared) running the Microsoft Windows operating system by encrypting data and
demanding ransom payments in the Bitcoin cryptocurrency. In plain words, this is a
kind of malware which attacks a computer and locks it demanding some ransom or
payment to get it unlocked.

Q3. What kinds of impact power grid hacking can do?

A3: Power grid hacking is potentially very dangerous. These kinds of hacker attacks
can have serious impacts on the country:

e Hackers can target infrastructure such as power grid, power generation,
water supply, and aviation.

e The hacking impact on sewerage can flood the US cities with the sewer water.

o Utilities such as water, electricity, gas, and transportation can be stopped.

Q4. Name at least five well-known attacks which could have significant impact on
the systems.

Ad:

* VPNFilter cyberattack

e WannaCry ransomware attack
e Petya cyberattack

e Power grid hacking

e Shadow Network attack

QS. Name some variants or other names of the WannaCry ransomware.
AS: WannaCry is also known very well with the following names:

e WannaCryptor

e WannaCryptOr

e WannaCryptOr 2.0

e Wanna Decryptor

e Wanna Decryptor 2.0
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Computer
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The malware is a computer software program maliciously developed to install on the
computers without any consent of the users. The main objective of such ill-conceived
programs is to either establish the access to the targeted computers without any permis-
sion of the user or to install the program to create annoyance for the users.

The annoyance can include pranks, data theft, data damage, computer malfunction,
service blockage, and spying on the users. In most of the cases, the malware programs
are installed on the targeted computers to achieve different types of goals, which may
include getting financial favor, knowing the business strategies, compromising the
defense, sabotaging the governmental system, and many others.
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5.1 INTRODUCTION
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All those malicious objectives are achieved by introducing different kinds of mali-
cious programs, which are classified into different categories in the field of information
technology. The main types of malware software programs are explained in the subse-
quent sections in this chapter.

5.2 VIRUSES

A computer virus is a malicious computer program, which is designed to alter the com-
puter functions, slow down the computer performance, and damage the valuable files on
the computer drive. The virus programs are executable files when run on any machine
by mistake, or through any trick or click, it will get activated and will start altering the
computer configurations and the process, which are used for smooth operation of the
computer (Figure 5.1).

The virus programs have the capability to copy into multiple files and, thus, over-
whelm the computer processes and data storage. As mentioned earlier, the virus pro-
grams are designed to propagate to other machines when some data is transferred from
an infected computer to the other one. The main sources of virus propagation include
the following:

e Copying on hard drive

* Data copying through flash

e Email attachments

e Short text messages

e Scam websites

e Scam social media links

e Infected file downloading from Internet
e Visiting infected websites

The viruses are just programs in the form of executable files. They do not get activate
without running those executable files on your computers. If you got a virus program

FIGURE 5.1 Viruses.
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on your computer, but it has not been executed on your computer, your computer is
not infected as yet. As soon as you execute that file by either clicking or running some
legitimate programs on which the virus files are attached, the virus becomes active and
starts doing its designed job.

The objectives of spreading a virus may include the following:

* Amusement, fun, and prank

e Altering computer functioning

e Corrupting data files on computer

e Stealing credentials

e Sending spamming emails from your computer
* Erasing valuable data

e Damaging hard drives

e And others.

In the modern world, the creation of computer virus is motivated by gaining some finan-
cial benefits on the Internet. That may include stealing data and selling it to the third
party, or even using that data for malicious financial transactions.

The main symptoms of a virus-infected computer may include the following:

¢ Frequent appearance of pop-ups and other annoyance

¢ Changes in the home screen and other settings

e Redirecting your online surfing to certain websites

e Large-scale incoming and outgoing emails

e Slowing down of the performance of your computer

e Running of unknown programs on your computer

e Changes in your passwords, especially the admin passwords

e System starts crashing frequently

¢ Restarting of your computer unexpectedly

e Any other unexpected error or behavior of the computer or the computing
machine.

The solution to the menace of computer virus is to use updated antivirus software from
well-known antivirus software companies. It is very important to note that antivirus
programs should be regularly updated to cope with the increasing threat of computer
viruses.

It is very important to note that some of the stubborn viruses are very difficult to
remove permanently from your computers because they intrude into the system through
legitimate programs; hence, it becomes almost impossible for the standard antivirus
software to delete completely from the computer. In such conditions, when the viruses
penetrate into the system through legitimate program installation, the antivirus just
quarantines the viruses into the vaults.

Another important thing about the modern virus is that the number of virus attacks
in the cyber world is reducing continuously. At the present time, the average ratio of
viruses is less than 10% of all malware spread through the Internet or other sources.
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If you take care while using any external data storage, email attachment, web-
sites, or any file downloads, you can save your computer from virus infections eas-
ily. Always follow the security guidelines while browsing the Internet and also take
precautionary measures while downloading, accessing, or copying any data on your
computer. Always scan the external data sources with the updated antivirus to make
sure there is no malicious program attached to the data you are trying to copy on your
computer.

We can save our computers from the attack of nasty viruses by taking the following
measures:

* Avoid using insecure websites.

* Do not open fake websites that allure you for some free incentives.

* Always keep your antivirus software updated.

e Always keep operating system (OS) of your computer updated.

e Turn on the security firewall settings.

* Always configure your browser for high level of security.

e Free and insecure plugins should not be installed on your browsers.

* Do not use your credit cards on the websites that do not comply with the
Payment Card Industry Data Security Standard (PCI DSS) guidelines for
secure transactions.

e Never insert flash cards (i.e., pen drive) or other storage devices into your
computer without scanning and knowing about the type of data.

e Never open emails and their attachments from unknown people and email
address.

5.3 TROJAN HORSE

Trojan horse (Figure 5.2) in this field is also a malicious computer program that may
look very meek and harmless, but it can pave the way for a bigger attack on your com-
puter and valuable data. It collects the information about the user behavior, credentials,
and other activities on the computer silently and sends those to its command and control
center from where the other malicious attacks can originate.

Hackers use Trojan to open the backdoor on your computer to access your com-
puter and establish control on your machine.

The concept of the Trojan horse in the modern computer terminology resembles
100% with the story of Trojan horse in the Greek mythology. According to the old
mythology, the Greek developed a wooden Trojan horse, which would house many
soldiers inside the wooden compartment of the Trojan horse. The people of the Troy
city would pull the Trojan to the city and the soldiers hidden inside the Trojan horse
would come out in the night and open the gates of the cities. They would call their
fellow soldiers to come in and overrun the city to conquer.

The concept of Trojan horse in computer security is also same. A Trojan horse
comes in through some social engineering tactics such as emails, disguised links, and
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FIGURE 5.2 Trojan horse.

other sources. They would sit on the computers and start spying, making changes in
credentials and doing other such malicious activities.

The main objectives of Trojan horse are to spy on the user activities and send back
to its master control. Based on the information, backdoor access on the computer is cre-
ated to get control over the computer for malicious activities.

The Trojan horses cannot replicate as the virus or computer worms can do. They
are like spies working silently on your computers to accomplish their malicious acts for
which the Trojan horses are designed and propagated.

Generally recognized activities of a Trojan horse on an infected computer include
the following:

e Collecting data and sending to command and control center
e Copying the files and credential information

e Blocking of the data

e Altering the useful data

¢ Reducing the performance of computer

¢ Deleting some useful data files

There are numerous types of Trojan horses used in the modern cybercriminal activities.
A few very important ones are mentioned below:

e Trojan Spy

e Trojan Mail Finder
e Trojan Proxy

e Trojan Clicker

e Trojan Ransom

e Trojan SMS

e Trojan Dropper
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e Trojan Fake AV

e Trojan Game Theft
* Trojan Backdoor

e Trojan DDoS

Trojan horses are used for the secretive attacks on the computers to open backdoors
on the computers so that more lethal cyberattacks can be unleashed on the targeted
computers. How can we recognize that the computer has been infected by the Trojan
horse attack? One can diagnose by the symptoms of Trojan horse attack, which are
listed below:

e Performance degrades significantly.

e Internet speed slows down.

e Problem in Internet browsing occurs.

e Many Internet browser pop-ups may appear.

*  Your computer security application can warn you through security pop-ups.

e Computer starts working itself without your instructions.

e Some crucial applications will stop working and unwanted applications will
load without any control on them.

e A large number of spam emails appear in your inbox.

*  Your contacts may receive emails that you did not send to them.

e Loading of computer takes much longer.

*  Your data files are deleted or modified.

The working principles of all these types of Trojan horses are same, but the designated
objectives and goals are different.

According to the statistics, in the year 2016, Trojan horse-based cyber infections
accounted for about 74.99%. This huge ratio of Trojan malware indicates that how use-
ful the Trojans are for the hackers. Trojan dropper is the second biggest threat in 2018,
according to the Kaspersky Lab research.

Trojan horses may apparently look less dangerous, but in fact, they are very danger-
ous in an online business environment. Trojan horses pave the ways for many serious
cybercrimes for the hackers, and those cybercrimes may include financial gains, data
theft, spamming, and many others.

5.4 ROOTKIT

Rootkit is a type of malware that gets the administrator-level privileges on the OS of
the computer without showing its presence on the computer. The main feature of rootkit
is that it hides from being detected easily, but maintains the control over the OS to per-
form its designated tasks on the system. The normal behavior of the OS is subverted by
the rootkit malware on the system (Figure 5.3).
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FIGURE 5.3 Rootkit.

The subversion of the operating process is to control the system. As we know, all
applications on the computer, including the antivirus, anti-malware, and other security-
related applications, use the application programming interfaces or APIs provided by the
OS. A powerful rootkit gets control on those APIs and establishes the full control on the
system. For instance, windows browser program sends a request to the OS API to find a
certain file on the computer. The OS responds to the browser through API about that file.

The rootkit malware subverts the request sent to the OS from reaching to the
desired API and responds with fake responses. Moreover, you request the OS to start
the antivirus or anti-malware application to scan your computer; the request is inter-
rupted from reaching to the OS. The rootkit interrupts the request and sends you a fake
response that the program you requested for is not working at this time.

Rootkit is considered as one of the nastiest forms of malware programs that is
not easily detected and removed from your computer once it has established the privi-
leges to access and control the OS through available vulnerabilities in the OS and other
applications.

There are three main goals of a rootkit on a computer as mentioned below:

* Running freely without any restrictions of having been caught and deleted

¢ Hiding from the system applications and the user of the computer

e Stealing personal information, passwords, and installing other malicious
programs on the computer so that the compromised computer can be used
for attacking the other computers on the network

The major ways in which the rootkits subvert the OS of the computer include the
following:

* By changing the API addresses of the legitimate applications’ APIs with the
address of code of the rootkit. This procedure of subverting the OS function-
ing is known as the API hooking.

* By hiding the code in the unused area of the hard disk where the APIs of OS
do not see it. Then, the ATAPL sys driver is changed in such way that when it
loads, it will direct that space to find the rootkit code on the hard drive.
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e Getting access to the master boot record or MBR. In certain cases, the root-
kit gets access to the MBR. In that case, the rootkit code is able to subvert
OS at its will because it gets the control over the loading of the applications
in the memory. So, it can easily restrict certain applications to load in the
memory.

There are numerous types of rootkits based on the objective and point of attack on the
systems. A few very well-known and important rootkits are listed below:

*  Memory rootkits

» Kernel rootkits

* Bootkit rootkits

* Firmware rootkits

e Library rootkits

* Application rootkits

For a normal user of the computer, it may be very difficult to recognize that the com-
puter has been infected by the rootkits. If the computer shows the following symptoms,
then you should suspect that the computer has been infected by the rootkit attack.

* Modifications in the dates and time of computer

* Slowing down of the computer

e Unexpected system error messages

* Many programs, especially computer security-related programs, fail to start
e Substantial redirects on browsers

e Appearance of blue screen of death

Rootkits travel through the standard ways of the propagation of viruses, worms, and
other malware programs. Those include the following:

e Infected downloads

e Peer-to-peer file sharing

¢ Unknown emails

e Short text messages (SMS)

It is very difficult to detect and remove the rootkit from your computer once it has estab-
lished the control over the OS APIs. Normally, the rootkit remains unnoticed on the
machine and keeps doing its job. For remaining many days on the computer, the system
becomes a rogue machine and many malicious programs start running on the machine.
Those programs will be used for different malicious activities.

You will find the behavior of OS very irritating with the passage of time. One
day you may see a cryptic blue screen of death and your computer will never load
again normal. Now, you will have to reinstall and configure your computer from the
scratch.

But you can still take the following steps to avert from getting rootkits control of
your computer.
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* Always visit the legitimate and secure websites.

* Do not download free and compromised products.

* Open emails and their attachments from known people only.

e Never open attachments in SMS and other messages.

e Activate firewall on your system.

e Activate intrusion prevention system (IPS).

e Activate access control lists (ACLs) on the system and network.

e Scan and clean flash or other data traveling devices before opening the files.

e Use the latest anti-rootkit tools with Security Technology and Response
(STAR).

* Keep your anti-malware up to date.

e Keep OS up to date.

Many new software tools have also been created by the major computer security soft-
ware providers such as Norton, Avast, Panda, and Kaspersky. All those tools are able to
detect the rootkits if present on your computer. They are also able to remove the nastiest
forms of the rootkits on your computer easily.

5.5 SPYWARE

Spyware is a software code or program, which is installed on the computers without
letting the user know about it. The main objective of this program is to monitor online
activities, computer using habits, and personal interests (Figure 5.4).

A spyware snoops the way user uses the Internet. In most cases, the spyware pro-
grams are used to learn the habits of the computer users so that proper and focused digi-
tal marketing campaign through emails and other online sources can be implemented.

Today, the importance of privacy has become very critical. By the introduction of
General Data Protection Regulation (GDPR) law in the European Union (EU) countries,
the importance of the privacy has been made the integral part of any online service.

A few years back, the NSA (National Security Agency) data snooping jolted the
entire world. In that security surveillance, the privacy of the online people all over the

FIGURE 5.4 Spyware (conceptual image).
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world was compromised. The tougher laws and regulations were brought into force all
over the world to maintain the security and privacy of the online users.

Thus, privacy has become a matter of great importance for the individuals as well
as for all businesses and enterprises all over the globe. At the initial stages, the attack
of spyware is not even noticed, but slowly and gradually, the impact of the spyware
unleashes on your system as well as personally on you. The symptoms of a spyware
attack on your computer may include the following:

e System performance slows down

* Any program stops working properly

e Many changes in browser tools bar and plugins appear
e Advertisements appear on your screen incessantly

e Internet bandwidth chokes

e Search engine and other preferences change

But in harsher attacks of spyware, the usernames and passwords of different services
can also be captured and sent back to the command and control center for more lethal
cyberattacks on your personal accounts and data. The total spending on the digital mar-
keting in the United States only is expected to cross US$120 billion by 2021.

So, to make most of this huge spending in the marketing, the businesses use mul-
tiple ways to gather the information about the interest and habits of the users.

Owing to the expanding volume of online advertisement, digital marketing, and
electronic commerce, the number of spyware is also increasing in the marketplace.
Newer types of spyware are being launched to spy on the behavior of the online users.
The main categories of the spyware are listed below:

*  Modem hijacker spyware

* Browser hijacker spyware

* Keyboard logger spyware

e Commercial spyware

*  Majority of adware programs broadly fall under spyware category

The artificial intelligence, spyware, and other similar types of sources are the major
tools for the modern businesses to implement their digital marketing campaigns towards
the right direction. The information about the user behavior is used to focus the digital
marketing more accurately to the targeted audiences.

A few years back, Panda Lab conducted a large-scale scanning of the computer in
2008. The study found that more than 10 million computers were affected with some
kinds of spywares out of the 67 million computers scanned in the research.

Technically, the spyware once installed on the computer gets into computer regis-
tries and, thus, makes them bulkier. So, the performance of the computer also degrades
with the passage of time. Meanwhile, a spyware can also pave the way for the other
malware programs, which can lead to the failure of the computer.

The longer the spyware dwell on your computer, the nastier they would get.
Your computer becomes so vulnerable and many other hackers would attack on the
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vulnerabilities of your computer, and malicious codes would start downloading on
your system. Thus, the machine becomes a hub of malicious activities for the hackers
to exploit.

In today’s Internet, where our behavior is tracked through multiple legitimate
ways powered by artificial intelligence, it is very difficult to save ourselves from the
impact of the spywares. But some precautions can be taken to reduce the impact of
spyware on our computer. A few important measures to reduce the impact of spyware
are listed below:

* Always close the advertisement pop-up windows by clicking on “X” red but-
ton or ALT+F4 shortcut key.

* Do not click the OK, NO, YES, or any other link on the pop-up window.

* Be very careful while visiting new websites or redirected websites.

* Do not download free software tools unless you are sure or confident about
the source.

* Do not be lured by the tempting offers.

* Do not open emails and their attachments form unknown senders.

* Do not rely on free help for removing anti-spyware links; they are normally
spyware themselves in many cases.

e Keep your OS up to date.

e Install a genuine spyware software from renowned companies.

e Keep your anti-spyware up to date.

e Activate firewall settings.

* Increase the security level of your browser to high.

A normal computer can also be turned into a zombie machine with severe assault of
spyware to launch cyberattacks such as spamming and other activities from that com-
puter. This case may be much serious in terms of the security of your computer and data
files located on your computer.

5.6 WORMS

The main feature of a computer worms and viruses is that they replicate themselves in
order to spread to other computers on the network or through other data transmission
media.

Computer worms (Figure 5.5) are the types of malware software programs that
replicate on the computers to consume the major portions of the computer resources
such as bandwidth, hard disk, and memory.

The basic objective of a worm is to spread over the computers in a network by
exploiting the vulnerabilities in the computer OS and other vulnerabilities in the com-
puter networks. They are considered to be harmless without payloads. The worms with-
out any payloads or payload-free worms just consume the resource of the computer
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FIGURE 5.5 Worms (conceptual image).

and do no other harms. But when additional payloads are added to the worms, they can
become dangerous in installing other malicious programs hidden in the payloads.

Those payloads may install backdoors and other spying codes on the computer to
compromise your security and data by sending them to the command and control center
located elsewhere. But the role of worm in that entire process is just to transport pay-
loads and install on the networks. But worm itself is again a free replicating and a free
wanderer program without posing any serious danger to the data or system.

The history of creating computer worms is very interesting. The first worm code
named as “tapeworm” to replicate on 100 different nodes for a communication was cre-
ated at Xerox Palo Alto Research Center by John Shoch.

The purpose of that code was to analyze traffic patterns of a communication net-
work based on Ethernet. This worm was created to save the time of code creation on
every single machine individually. So, that worm code replicated on all machines on the
network. It was not a maliciously intended code.

The first maliciously intended worm code surfaced in 1988 when Morris worm
shocked the entire world of Internet. Morris worm was created by Robert Morris Jr.
He was a student at Cornell University at that time, but he released the worm from
MIT. That landed him in a legal pursuit and subsequently US$10,050 fine and 3 years
of suspended imprisonment. That worm brought more than 6,000 servers down at
that time. The total estimated number of servers on the Internet was about 60,000 at
that time.

Hence, the ratio of the servers that went down due to Morris worm was about 10% of
the entire Internet. The estimated cost of that worm attack was between US$0.1 million
and US$10 million. After that worm attack, many other worms were released on the
Internet through different sources. A few very important worms are listed below:

¢ Blaster worm

e MyDoom worm

¢ Code Red worm

¢ ILOVEYOU worm
¢ CIH worm



5 e Types of Computer Malware 89

The extreme impact of the computer worms without any dangerous payloads can cause
slowing down of the computer, choking of the bandwidth, and reducing the size of hard
disk. The other part of the worm in terms of the hazards it can cause is the payload,
which can be any other code to install backdoor or compromise any vulnerability to
establish communication with the command and control server (as we mentioned ear-
lier). Those payloads can also damage the valuable data files, steal username and pass-
words, and spy on the daily activities of the users.
The main points of a worm can be summarized as follows:

e It replicates and spreads.

e It exploits communication protocol vulnerabilities on networks.

e It exploits OSs on the computers.

e They are harmless in nature without any payloads.

* Payloads on the worms can be harmful like virus or other malicious attacks.

* They infect the computers without any interaction from the user.

e Bandwidth, storage space, and memory can be consumed with uncontrolled
replication.

*  Worms with payloads can wreak havoc on your computer security.

* They pave the way for other lethal cyberattacks such as spamming zombie,
distributed denial of service (DDoS), and data theft.

As mentioned earlier, the worms are usually harmless to the computer and valuable data
in normal conditions. But it can be dangerous in certain conditions when the worms
are used for paving the way for other lethal cybercrimes. Once we know this, the ques-
tion that arises is, “How can we recognize that computer is infected by some worms?”
Indeed, a worm-infected computer can be recognized by certain symptoms. Those
symptoms are listed below:

e Some errors related to the OS and system files appear.

* The modified files disappear or do not open.

» Firewall warnings may pop-up in certain cases.

e Strange icons or files appear on the desktop.

e Computer generates unknown errors in sounds, messages, or even in images.

e The performance of computer slows down.

e Sometimes computer may hang or freeze.

e In extreme conditions, system may crash frequently.

e In extreme cases, you will find emails sent to your contacts without your
knowledge.

The worms can be prevented by taking the following measures and guidelines:

* Always keep OS updated with software patches.

* Always take care in opening emails and its attachments from unknown
source.

e Activate the security firewall.

* Use anti-spyware and antivirus software from reliable companies or parties.
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* Always keep antivirus software updated.
* Use packet filters on the network.
e Implement ACL and null route configuration on switches and routers.

Some of the dangerous worms that left huge impact on the Internet include SQL
Slammer, which infected more than 90% of the hosts on the Internet. The other notori-
ous worms include Code Red, Blaster, and others.

5.7 ADWARE

According to the Statista (company), the total spending on digital advertisement in 2018
was more than US$266 billion, which will increase to over US$517 by 2023 (estimated
figure). Different tactics are used by the marketers to make their digital marketing cam-
paigns effective. One of those tactics is the use of adware (Figure 5.6) to make their
marketing or advertisement strategies more focused and effective.

As the name “Adware” implies, it is a computer program that forces the Internet
users to visit a particular web page, pop-up window, or an on-page advertisement to
watch.

Adware has become a very popular tool for digital marketing teams to draw atten-
tion of the users to a particular product or service. The adware code uses different ways
to propagate and find the suitable targets so that the focused audience is figured out for
a particular product.

You might have come across some annoying links and pages while browsing the
Internet. When you click on those pages or links, you are redirected to another page that
promotes a particular product or service. In some cases, pop-up windows appear with
promotional content for a particular product. This is all done with the help of adware
programs.

ADWARE

FIGURE 5.6 Adware.
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A few very important symptoms of your computer to have been affected by the
adware include the following:

* Frequent redirects

¢ Huge number of spam emails

e Frequent pop-up windows of offers

e Bombardment of product ads in browser
¢ Heavy outgoing and incoming traffic

e Slowing down of Internet connection

So, an adware is a software code that is used to force the users to see a particular
advertisement or promotional content on any website, pop-up window, or a commercial
advertisement. The adware software programs are created by the hired programmers
for a particular company, which pays the programmers for such codes.

You can avoid adware or reduce them by taking the following measures:

e Activate pop-up blocker on your browser.

e Use your common sense what to click and what not.

e Activate the firewall.

 Install an anti-adware software.

e Update the anti-adware software regularly.

e Try to avoid free downloads, which may contain adware codes.

e Ask a question to those who know to learn about anything you are not sure
about.

This is very important to note that adware is normally not so dangerous to damage your
computer or valuable data; so there is no need to panic at all. These malware programs
only focus on your behavior to study and send you the targeted advertisements that you
may be interested in.

As mentioned earlier, adware is powered by a gigantic industry that uses different
ways to advertise their products and services. Many rogue companies and marketers use
the adware as their tools to earn from their marketing campaigns; so, they launch new
types of adware on the Internet to get benefit from them. Till today, hundreds of adware
programs have been detected on the Internet, and a few very important among those
adware codes are listed below:

¢ DeskAd adware

* SpyTrooper adware

¢ WebCake adware

e WebSparkle adware

e 1ClickDownloader adware

e Aartemis search adware

*  AnyWhereMe toolbar adware
e AllSearchApp adware

e GetSavin adware

* Hotspot Shield adware
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This is very critical to note that some advertisements may be genuine and some may be
fake and harmful for your system. Those advertisements carry other forms of malicious
code, which may lead to some kind of dangerous impact on your computer and valuable
data. So, you should always remain very careful while clicking on those advertisement
pages and pop-up messages that allure you to click.

Many marketing companies launch advertisement campaigns to earn substantial
amount of money. When you click any advertisement, the marketing company gets paid
for every visit that the Internet users pay to the website or every click that the Internet
users apply on the advertisement.

5.8 SCAREWARE

Scareware is a type of malware, which pops up in window with a serious warning about
any virus threat on your computer. But in reality, there is no threat or virus on your
computer except that hoax, which appeared on your screen! (Figure 5.7).

The alert looks very genuine from certain reputable websites, but they are not
genuine websites, i.e., they just look like genuine. This message normally prompts
the users to download or call some numbers to get help. The main objective behind
the Scareware is to sell fake and bogus products. In certain cases, the hackers trick the

Action Required Help

g COMPUTER VIRUS WARNING!

Identity Theft and Hacking Possibilties.
Contact emergency virus support now.

1(800) 808-7753

The system have found (96) viruses that pose a serious threat:
bbbl —

£ Trojan.FakeAV-Download http://treeforyou.com ]
3 Spyware.BANKER.ID Applo Dotected Security Error, Due to Suspicious ,"
® Trojan.FakeAV-Download . 4 :cMr Ph-'u Conu:« m co;;:a Uve e
P Trojan.FakeAV-Download chiciens foctive. 109 : e
@ Trojan.FakeAV-Download m lll
3 Troian.FakeAV-Download 'n
A Your I and financial Inf might be at risk call 1(800) 808-7753 for security check.
Do not try to remove the virus Y, contact with toll-free no. 1(800) 808-7753

FIGURE 5.7 Scareware.
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users to input the credit card, personal, and bank information on their website. Once
you provide that information, your data has been compromised for malicious financial
transactions and uses.

The use of scareware has been also found in the entertainment pranks. But the
ratio of the pranks is low as compared to the malicious use for launching some kinds of
cybercrimes on the targeted people who suffer the impact.

Another use of the scareware trick is to force the user to download some free anti-
virus software to clean your computer from those viruses that the website has detected.
In reality, that free antivirus is itself a dangerous software program, which can control
your computer and start damaging your system or stealing your data. So, the scareware
can be the foundation of many dangerous cyberattacks.

The main objectives of spreading scare may include the following:

e Selling fake products

» Stealing personal and bank information

* Installing viruses and other malicious codes for cybercrimes
e Blackmailing for some ransom

e Prank for fun

You can avoid the impact of scareware by taking the following steps:

e Do not panic at all.

e Check if your antivirus is working well.

e Run a virus scan via your own antivirus.

e Check if your antivirus is up to date.

e Search about the legitimacy of that website, which alerts you of virus on your
computer.

e Search for the legitimacy of the message you see on your computer; some-
times simple Internet search reveals the reality.

¢ Never rely on free software in such conditions.

e Purchase a genuine antivirus and install if you have none installed on your
computer.

¢ Keep the antivirus up to date.

The hackers use the social engineering tactics to force you to follow the instructions
they give you. So, always use your common sense and remain calm and cool to deal
with the situation.

The scareware programs can be spread through the following mentioned tricks:

e Social engineering

e Short text message (SMS)

* Emails and email attachments
e Through adware

* Through faulty websites



94  Cybersecurity Fundamentals

If you fall prey to those hackers, you may lose control of your computer and data. The
hackers may then force you to pay ransom before you can get the access to your com-
puter and valuable data on your computer.

5.9 BROWSER HIJACKER

You might have been in the situation when the default settings of your browser were
changed. For example, your default search engine was changed to a new one without get-
ting permission from you. When you observe this situation, be sure that your computer’s
browser has been hijacked by the malicious program, which is altering the settings of
your browser and creating a way for the malicious programs to intrude in (Figure 5.8).

In some cases, you might have seen that some unknown plugins have been installed
and activated on your browser. Although you have not downloaded or installed on your
browser, still they are there and active. This is another strong symptom of your browser
to have been compromised through the browser hijacking software.

The main reason behind these kinds of activities is a certain malicious code known
as browser hijacker malware. This code is used to pave the way for different kinds of
cyberattacks on your computer or to the other computers on your network.

Browser hijacker is also a malicious computer code that is normally downloaded on
your computer via some free software applications. The malware changes the browser
settings on your computer when you install that free software on your computer.
The main objective of browser hijacker software is to force the users to visit certain
websites for improving the volume of traffic on that particular website. When the traffic
of a website is improved, the website gets higher revenue of online advertisement.

FIGURE 5.8 Browser hijacker.
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The browser hijacker malware can also be used for stealing personal information,
user accounts, and other information for financial benefits. The symptoms and impact
of browser hijacker malware may include the following:

e Slow browsing speed

e Multiple tool bars on the browser

* Redirecting your search queries to websites that you have not set as default
* A large number of pop-up windows and ads appear on your browser

You can save your browser from being hijacked by the browser hijacker malware by
taking the following measures:

* Avoid free downloads as much as possible.

* Disable unwanted tool bars.

* Remove or disable unwanted plugins.

e Set your default search engine.

¢ Install anti-malware erasers; however, be careful whether that is authentic.

e Use common sense while downloading and Internet browsing.

* Avoid browsing random websites that contain contents that may not be ethi-
cally correct.

SAMPLE QUESTIONS AND ANSWERS FOR
WHAT WE HAVE LEARNED IN CHAPTER 5

Q1. What is a computer virus?

Al: A computer virus is a malicious computer program, which is designed to alter the
computer functions, slow down the computer performance, and damage the valu-

able files on the computer drive. The virus programs are executable files when run on
any machine by mistake, or through any trick or click, it will get activated and will
start altering the computer configurations and the process, which are used for smooth
operation of the computer.

Q2. State the main sources of virus propagation.

A2: The main sources of virus propagation include the following:

e Copying on hard drive

e Data copying through flash

e Email attachments

e Short text messages

e Scam websites

e Scam social media links

e Infected file downloading from Internet
* Visiting infected websites
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Q3. How is the name Trojan horse given?

A3: The concept of the Trojan horse in the modern computer terminology resembles
100% with the story of Trojan horse in the Greek mythology. According to the old
mythology, the Greek developed a wooden Trojan horse, which would house many
soldiers inside the wooden compartment of the Trojan horse. The people of the Troy
city would pull the Trojan to the city and the soldiers hidden inside the Trojan horse
would come out in the night and open the gates of the cities. They would call their
fellow soldiers to come in and overrun the city to conquer. This is the same concept
behind Trojan horse attack.

Q4. Why is rootkit malware considered one of the nastiest?

Ad4: The rootkit malware subverts the request sent to the operating system from reach-
ing to the desired API (application programming interface) and responds with fake
responses. Moreover, when someone requests the operating system to start the antivi-
rus or anti-malware application to scan the computer, the request is interrupted from
reaching to the operating system. The rootkit interrupts the request and sends the user
a fake response that the requested program is not working at that time.

Rootkit is considered as one of the nastiest forms of malware programs that is
not easily detected and removed from a computer once it has established the privi-
leges to access and control the OS through available vulnerabilities in the OS and other
applications.

* VPNFilter cyberattack

*  WannaCry ransomware attack
e Petya cyberattack

e Power grid hacking

e Shadow Network attack

QS. What is the main purpose of a spyware?

AS: A spyware snoops the way user uses the Internet. In most cases, the spyware
programs are used to learn the habits of the computer users so that proper and
focused digital marketing campaign through emails and other online sources can be
implemented.
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Securing Your
Computers

6.1 INTRODUCTION

Computers have become an integral part of our daily life. We use computers so extensively
that our personal and public matters and activities are fully under the influence of
computers. We communicate through computers, we buy through computers, we sell
through computers, we travel with the help of computer-based systems, we work through
computers, we are paid through computers, and even we order our foods through computers.

The computers have drastically changed the way we lived our lives a few decades
back. In the 1970s, when the first microprocessor was developed, nobody thought of
that chip to influence the way it has done in today’s modern life. After the development
of Internet and World Wide Web, the influence of computers has become eminent on all
fields and activities of life.
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As the dependency of the people on computers increased, the issues with security
of the computer expanded exponentially. No one was aware of the dark side of the
impact of computer till the first malicious program hit the Internet resulting in huge
losses to the public lives and businesses. The demand for the security of computers
started to increase exponentially in the modern field of information technology.

There are many kinds of threats to the computers, communication networks, and
all physical infrastructures that use the power of computer for their operations. The
threats to the computers can be divided into two major parts:

e Traditional physical security threats
e Cybersecurity threats

The physical threat can be further classified into the following:

e Overt physical threats
e Covert physical threat

Similarly, the cybersecurity threat can be classified into the following:

e Computer security
e Network security
e Data security

In this chapter, we are going to talk about how to secure your computer from the cyber
threats.

From the beginning of cybersecurity threats, the number of hackers is increasing
very fast. Hundreds of thousands of hacker attacks take place annually on the Internet
in this era. The list of FBI’s most wanted cybercriminals is increasing continuously. The
total number of cybercriminals included in the most wanted list of FBI expanded to 63
in the first month of 2019. Majority of those cybercriminals belong to the countries that
are hostile to the US policies.

Starting from just a few thousand dollar loss, the cost of cyberattacks has soared
to millions of dollars and, in certain cases, even billions of dollars. The gravity of
the cyberattacks can be imagined by the latest statistics released by MacAfee Inc.
According to the MacAfee research, the total loss due to cybercrimes worldwide was
estimated at about US$600 billion in 2017.

The intensity of cybercrime is not going to decrease in near future. With the
advancements of the technology, the hackers are also becoming very sophisticated and
advanced in attacking the computers. Newer ideas, tools, techniques are being applied
by the hackers to damage the cyber environment. Some rogue countries and regimes
also encourage the cybercrimes on their adversaries.

Terrorism (of any form) is another important driver that encourages the sophisti-
cation and advancement in the cyberattacks to inflict huge damages and losses to the
humanity and peaceful world. The main crimes that are used to attack the comput-
ers include data theft, identity theft, blackmailing, ransom collecting, utility service
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interruption, government disruption, and many other activities that leave serious effects
on the public life of a country or a society.

The cyberterrorism extensively and sophisticatedly uses the latest information
technology to design and implement the lethal attacks against the communication net-
works, utility controlling computer systems, governmental networks, defense systems,
and many other important IT-related infrastructures that can leave widespread impact
on the life of common people, governments, and societies.

The new aspect of the cyberterrorism has also surfaced in the recent years that the
“terrorists” or “terrorist organizations” who are driven by any kind of ideology to inflict
harm on normal human life or properties, use the information technology and cyber-
crimes as the tools for fund raising because the traditional ways of fund raising have
been severely blocked across the world through stringent financial regulations.

How to stop all those cybercrime-related activities in the modern fully connected
systems worldwide? The simple answer is to secure your cyber infrastructure both phys-
ically and electronically. Let us have a look at the major components used for securing
our computers.

6.2 FIREWALL SETTINGS

Firewall is the first line of defense for a computer, when it is connected through the
Internet or other networks. A firewall is a type of security software that is able to
check and monitor traffic coming from certain sources and leaving for a certain port or
destination (Figure 6.1).

FIREWALL

FIGURE 6.1 Firewall (conceptual image).
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Firewall software is used as the first line of defense for any kind of security threat
originating from the external sources in a connected environment. It is also the last
security checkpost for any traffic originating from your computer.

Many firewalls monitor both incoming and outgoing traffics, but some firewalls
only focus on the incoming traffic because the main threat normally originates from the
external sources sitting on the other side of the firewall.

It is imperative to note that the software applications that we use on our computers
use the communication port numbers at transport layer of the Open Systems
Interconnection (OSI) model. The firewall checks the port numbers of the traffic to
make sure that the traffic is originated from the authorized sources and is terminating
at the genuine port.

If there is any kind of irregularity in the traffic, the firewall is able to detect the
suspicious activities and to generate an alert for the same. It is also able to close the port
for incoming traffic if it is configured for the auto-blocking malicious activities.

In most of the cyberattacks, the hackers use the untrusted connections to access
the vulnerable applications on the computer to launch some malicious software code
to install on your computers using those unauthorized connections. Firewall is able to
detect any untrusted connection and stop it from intruding into the security measures
of the system. Thus, the hacker is caught at the first defense line of the computer before
performing any malicious activity on the computers.

There are numerous firewall security software available in the market. You can get
so many firewalls for free too, but it is always not recommended to get the free security
software for your computer with critical information. Always purchase the firewall
security software by paying their price. The paid software are more robust and highly
featured to capture numerous kinds of threats originating from the malicious users.

A few very important firewall software that are known for having many great
features and capabilities are mentioned below:

e ZoneAlarm Pro Firewall

e Comodo Firewall

e Norton Security Standard Firewall

* Kaspersky Internet Security with Firewall
* Bitdefender Security Firewall

e TinyWall Firewall Software

It is always a great idea to activate the high-level security settings on firewall, but it may
irritate you with many warnings and alerts. So, always try to configure firewall settings
to allow all programs and their connections to monitor.

If you have many applications that you do not use, you should remove those
applications from your computer to make your computer less prone to the external
threats. Windows operating system (OS) comes with integrated firewall software.
It is activated by default, and you need to configure your security firewall for stronger
security settings.

The Windows-based firewall does not monitor the outgoing traffic from your
computer, but it focuses mainly on the incoming traffic to monitor any kinds of threats
originating from the adversary sources.
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6.3 ANTIVIRUS SOFTWARE

Antivirus is one of the fundamental security tools that are recommended for every
computer whether it is connected to the external world through Internet or even it
operates in a stand-alone position or in the silos (Figure 6.2).

Antivirus software is a security software utility that is able to detect different types
of viruses and malware programs on computers. It is also able to remove, delete, and
quarantine a virus that has already affected the computer.

There are many types of viruses that commonly spread on the Internet at a very
high rate; among such viruses are Trojan horses, worms, viruses, rootkits, and other
rogue programs. These viruses are very dangerous for damaging your valuable data on
your computer. They use different types of application and system vulnerabilities to get
them installed on the computer. Slowly and gradually, they start damaging, coping, or
deleting your valuable data. At some point, your will lose your data completely without
any remedy to the data recovery.

Hackers and malicious attackers use different types of viruses for different
purposes to launch some of the lethal cyberattacks on the networks and computers on
the Internet. So, you should always be very well aware of the damage those viruses can
inflict on your computers.

The viruses also start duplicating on the computer and, thus, reduce the performance
of your computer by filling up the free space on your disk, using the excessive memory,
and choking data bandwidth and other resources of the computer and networks. Many
viruses create backdoors on the computers and start sending your valuable information
and control to the handlers of the viruses (through backdoor).

Once the control of your computer is transferred to the hackers, your computer
starts acting as a source of cybercrime by attacking the other computers on the
network. Your computer becomes a “Zombie” for hacker attacks. In certain cases, your

FIGURE 6.2 Antivirus software.
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computer may crash completely without leaving any possibility of data and system
recovery.

There are some good antivirus software programs, which are available in FREE as
well as paid versions. You can choose any of those versions from the reputed antivirus
software providers. For computers with critical information and personal data, it is NOT
recommended to use free antivirus software because those software programs offer
limited capabilities and features. And, those limited capabilities are not sufficient for
stopping certain viruses that are more powerful and more dangerous to your computers.

Almost all available antivirus software programs have multiple features such as
virus cleaner, spyware cleaner, Trojan horse detection, performance improvements, and
other standard features required for keeping your computer clean. But the paid versions
of those antivirus software are more robust and have additional deeper features to cope
with many dangers of the cybercrimes.

So, it is always recommended to get a paid version of the top-notch antivirus
software programs on the computers with critical information and personal data. A few
names of the top-notch antivirus software programs are mentioned below:

¢ Panda Premium Antivirus

* AVG Internet Security

* Microsoft Security Essentials
¢ McAfee Total Protection

¢ Comodo Antivirus Software
e Avira Antivirus Pro

e Avast Security Ultimate

* Norton Security

Free versions of these would have limited functionalities and features. Hence, they may
not be able to protect the computer in the best possible way. If your computer contains
sensitive information, you will need your free version to be converted or upgraded to
the paid premium version (by paying the fee online).

Most of the antivirus are set to update their versions automatically by default, but in
some cases, if the antivirus software update is not turned on, activate it. You should also
take of the following important points for keeping your computer free from viruses.

* Make sure your antivirus software automatically starts with the starting of
your computer.

* Antivirus is always “on” while the computer is on.

e Always download and install the latest updates from the vendors to update
the virus definition database.

e Regularly run quick scans on your computer.

* Run full scans occasionally after a few weeks.

* Always scan the data transfer media before copying any data.

» Take notice of all warnings and alerts generated by the antivirus software.

If you take care of the abovementioned points, you will be able to keep your computer
free from viruses attacking on your computer system and valuable data.



6 e Securing Your Computers 105

6.4 ANTI-SPYWARE SOFTWARE

Spyware (Figure 6.3) is one of the most critical tools for launching cyberattacks on the
targeted networks, services, or the computer servers. Spywares are the malicious code
design to spy on the activities of the user for getting information about the behavior of
the user or to steal crucial information from the computers and online user accounts.

The spyware codes are also extensively launched by the black-hat marketers to
track the Internet user’s behavior so that the advertisement campaigns can be started
with proper focus on the targeted market segments suitable for their online marketing
campaigns.

One form of the dangerous spyware code is known as the keylogger, which is used
to track and record the keys pressed. This software code could become very dangerous
because it records all keystrokes and sends to the command and control center run
by the attacker. By this kind of malicious program, the hackers steal the information
such as usernames, passwords, and other codes or pin numbers used for your financial
activities and other valuable transactions through the Internet.

Good anti-spyware software can easily detect these nasty codes that reside on your
computer, check for your behavior, and steal your bank and other critical information.
If you have already installed a full version of any antivirus software on your computer,
you might have purchased the anti-spyware already. Many modern antivirus packages
are also included with the spyware tools. If there is no such security software on your
computer, you may download one from the reputed companies to secure your computer
from malicious spying on your computer.

Spyware codes normally spread through free downloads, free websites, and other
such free sources available on the Internet. So, it is highly recommended to use the paid
version of the software from the trusted security companies.

FIGURE 6.3 Anti-spyware software (conceptual image).
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A few very well-trusted anti-spyware software companies are listed below; you can
choose any one of them to download the anti-spyware security software.

e SuperAntiSpyware software

e Spybot — Search and Destroy
e Adaware software

e SpywareBlaster

¢ AVAST Antivirus (embedded)
¢ AVG Antivirus (embedded)

* MalwareBytes Spyware

* Emsisoft Emergency Kit

You can download and use any of the abovementioned anti-spyware software tools
to keep your computer safe from spyware programs. These programs make your
information as well as your system exposed to the hackers. Take the following measures
to make your spyware protection more robust and effective:

* Use reliable and dedicated antispyware software.

* Many anti-spyware software embedded with the antivirus ignore minor spy-
ware programs.

e Always keep your anti-spyware software up to date.

e Scan your computer regularly for any kind of spyware on your computer.

* Always be vigilant while visiting the unknown websites.

e Major source of spyware spreading is infected websites.

e Deal strictly with the pop-ups and alluring offers by clicking “x” on it.

e Set your browser settings to block pop-up ads.

* Do not open emails from the unknown senders.

By taking all of the above measures carefully, you can save your computer from big
spyware attacks to prevent your data from damages.

6.5 ANTI-SPAM SOFTWARE

Spamming is one of the major sources of spreading malware programs on the Internet.
Many spammers send malicious code, such as spyware, malware, and viruses, through
different kinds of unsolicited emails from different sources. The first spam email is
considered to have been delivered through digital communication system about 40 years
ago, in 1978 or so (Figure 6.4).

But the email spamming remedies date back to the middle of the 1990s when it
became nastier for the companies and email users to sort out the good and bad emails.
A huge time was consumed on reading those unsolicited emails, which caused a huge
loss to the company productivity.
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FIGURE 6.4 Anti-spam software.

At that time, two IT engineers started working on this problem by sorting out the
Internet Protocol (IP) addresses, servers, locations, company names, and other informa-
tion from where the spamming emails were originating. That list was later used on the
routers to filter the spamming emails through the Border Gateway Protocol (BGP) on
the Internet.

They named it as the Mail Abuse Prevention System (MAPS). The name was a bit
difficult, so they reversed the order of the words to make it SPAM. This list was later
converted as real-time blackhole list precisely referred to as RBL.

A large majority of the public email servers such as Google, Yahoo, and Hotmail
have successfully tracked and identified more than 99% of the spam emails and send
them directly to their spam or junk folders. Thus, a huge time and energy of the email
user is saved. But this problem is still a matter of concern for many small and big orga-
nizations across the world.

According to the latest research (at the time when this was being written) released
by digital trends website (https://www.digitaltrends.com), the strike rate of spam emails
has increased from 13.4% in 2017 to 14.2% in 2018. If this trend persists for a few years,
the nuisance of spamming emails will soar again. The spammers are becoming more
sophisticated and sending personalized emails and using other phishing techniques to
make the spamming more dangerous in the years to come.

A large ratio of over 31% of the spam emails contain malicious links. If the
strike rate of clicking continues to increase, the threat of cyberattacks will also
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increase substantially. The increase in the cyberattacks will inflict damages to the
global economy exponentially.
The major anti-spamming software and services include the following:

e Hornetsecurity spam filter service

e SpamTitan anti-spam software

e MailCleaner anti-spam software

e SpamPhobia anti-spam

e Spambrella anti-spam service provider
e FireTrust MailWasher Service

You can also use customized services and software tools for safeguarding your
company employees from the nuisance of spam emails.

As mentioned earlier, the success rate of the anti-spam software tools or anti-spam
email cleaning services is about 99% or so. Still, there is a chance of the spam emails
to pass through to the inbox of the users. Therefore, you need to take care of your
emails too.

Other than using the anti-spamming email solutions, you should also take care of
the following points while using emails.

e Never open emails from unknown users.

e Never click on the links or attachments of spam emails.

e Always keep the volume of spam emails in mind; if there is any spike in the
emails, consult with your cybersecurity person or service provider.

It is highly recommended that all users should report about any spam email that has
passed through the company filter to the administrator of the services. This will improve
the efficiency of the spam blocking services.

6.6 SECURITY UPDATES

Computers perform different types of functions and activities based on the software
code that runs not only the hardware of the computer, but also the software utilities that
we use. No software code is 100% perfect. There may be some flaws, bugs, and other
vulnerabilities in all types of software programs.

These bugs or vulnerabilities in the software programs may be present in the OS,
drivers, application software, utility software, and network software. The vulnerabilities
in the websites and web-based applications can also be a major issue that can pose
security threat.

Hackers and cybercriminals use those vulnerabilities, flaws, bugs, and obsolete
features to attack the computers and the networks. The security professionals always
keep a close eye on the code, features of the code, bugs, possible vulnerabilities, and
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other security-related aspects to make improvements in the system and application
software.

The modification and improvement in the software tools with new software patches
or new version releases are known as the updates. The updates are very critical not only
for the security of your computer, data, and network, but also for the other people con-
nected with you and your computer network.

If you do not update (Figure 6.5) your software regularly, you would definitely
remain at the risk, but your computer once infected, will also pose the threats for the
other users on the Internet because your computer may turn into a zombie and spread
security threats to other computers of the people known to you and the people con-
nected on your network.

For keeping your computer updated with the security patches, you should need to
install patches and install newer versions of the following applications:

* Use the latest version of the OS of your choice.

* Always install OS software updates regularly without any delay.

* Always use genuine security software programs.

* Avoid using free programs, which may bring some malware accompanied
with them.

* Always put your security applications on auto-updating option.

e Update every software application that you use on your computer.

* Remove all applications that you do not use.

* Always use the latest versions of the software utilities and applications on
your computer.

* Do not use the cracked version of software applications, it may be very dan-
gerous for your data and computer security.

e Never delay in installing downloaded updates.

By taking all of the abovementioned measures carefully, you can save your data, com-
puter, and applications from big dangers. Meanwhile, you also help in making the
Internet more secure for the people you know and the other people connected on your
network.

FIGURE 6.5 Security updates (concept).



110 Cybersecurity Fundamentals

6.7 SECURE BROWSING SETTINGS

The vulnerabilities in the browsers are extensively exploited by the hackers and
malicious attackers to intrude into the computer systems for carrying out cybercrime
activities such as data theft, identity theft, data corruption, ransom attacks, spamming,
and other activities.

Many browsers are used by the Internet users; among such commonly used browsers,
Google Chrome (Figure 6.6), Windows Explorer, Mozilla Firefox, and Netscape are a
few very important ones to name.

Every browser has its own capabilities and security features. Windows explorer has
been among the oldest browsers used by many windows users worldwide. Presently,
Mozilla Firefox is one of the most popular browsers used for Internet surfing and
accessing the other online web services. The other one competing with it is Google
Chrome. Google Chrome and Mozilla Firefox are releasing their security patches and
software features more frequently as compared to the other browsers. That is the reason
that many people prefer using these two very important browsers for majority of the
OSs including Linux, Windows, Mac, and others.

Every browser has numerous settings that relate performance, security, privacy,
and other plugins and functions. While using the browsers, you should take special care
of all those features and capabilities, especially the security settings. You should con-
figure your browsers with high level of security and privacy settings to make sure that
hackers would not be able to exploit the possible vulnerabilities in low security settings
of a browser.

You should set the browser to safe browsing mode. Meanwhile, the settings should
also not allow the tracking of the traffic request and turn on the SSL (Secure Sockets
Layer) and HTTPS (Hypertext Transfer Protocol Secure) certificate settings. All these

@

FIGURE 6.6 Secure your browser.




6 e Securing Your Computers 111

security-related settings would help you stay away from the malicious attacks of the
hackers. Your browser should be configured for automatic installation of plugins. You
should install plugins only when you are 100% sure about that plugin and you trust that
vendor.

The privacy settings of the browser should also be restricted to high level of privacy.
Your location, personal information, login and passwords, and other information should
also be not configured to show or save for every user on the computer. You should also
set separate user group for accessing the computer resources. It is always recommended
not to use the administrator account for normal activities such as emailing, Internet
surfing, normal home or office work, or other such routine activities.

If you are not logged in as administrator, then any malicious attempt to install some
code on your computer would be difficult for the hackers. The malicious program will
be prompted with logging in as administrator to install any new program.

Thus, your computer will remain safe from hidden attempts to install some mali-
cious programs on your computer, and you will also be alerted for any attempt to alter
the settings of your computer or any attempt to install some malicious programs on your
computer.

Let us summarize the main settings of your browser to keep your computer safe
from any malicious attempt to alter your computer resources and settings.

e Set privacy settings to high level.

* Use separate strong password-based user groups.

* Do not save passwords on browsers.

* Do not login as an administrator unless you really need it.

* Activate the safe browsing settings on the browser.

*  Your browsing traffic should be attached with “Do Not Track” request.

e Activate SSL and HTTPS settings.

e All pop-ups, plugins, and other activities should be denied or asked to get
permission from the computer admin

* Computer resources and content access settings should be very strong.

* Always check for harmful software installed on your browser or computer.

6.8 SCAN DEVICES BEFORE DATA TRANSFER

Data traveling and other devices to run or transfer data from one point to another one
have been the major transporters of viruses, worms, Trojans, and other malicious codes.
Among such devices are flash drives, CDs, DVDs, floppies, external hard drive, and any
other data transferring devices (Figure 6.7).

All those devices should be properly scanned with the updated antivirus and anti-
malware software to detect and kill any malicious programs attached to the data. After
scanning the devices fully, you can copy or transfer data between the devices; this will
reduce the threat of viruses to infect your computer.
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FIGURE 6.7 Scan device before data transfer.

6.9 SOCIAL ENGINEERING
ATTACK PRECAUTIONS

Social engineering is very important source for unleashing a cybercrime on your data,
personal information, and bank account information. In this form of cyberattack, differ-
ent media such as text messages, chatting, group discussion, telephone call, and emails
are used to communicate with you to exploit your innocence or ignorance. This is also
a part of cyber frauds (Figure 6.8).

You might have noticed that you get an email from a legitimate-looking source that
you got a prize through a lucky draw or you got a big job opportunity in a big organiza-
tion. That email looks like it has been sent from a legitimate company and you will be
lured by the presentation of the content.

The hacker on the other end of the communication tries to use the social behavior
to influence your thoughts and asks you to provide your personal information including
the bank account and other information.

When they receive this information, they request you for some processing fee and
may ask for credit card information. If you provide this information, they would use it
maliciously to damage you to steal money from your banks or from your credit card. If
you send the money they ask for, they will go away and will not appear again.

The main objective of such social engineering attacks is to achieve the financial
benefits from the unsuspecting people. They also use the text messages, phone calls,
and other mediums for the same purpose. In those cases, the in-person communication



6 e Securing Your Computers 113

FIGURE 6.8 Social engineering attack (concept).

is used so efficiently that you will not doubt on their sincerity at any point of time. They
use very professional manners to talk with you so politely and effectively that you start
believing in their conversation and provide the information they like to get from you.

Hackers use the social engineering tactics to spread malware in your mobile and
computer device through emails, attached documents, and messages. Once you click
the emails and its attachments, the viruses embedded in those emails download and get
installed on your computer or mobile device. Thus, those viruses start carrying out the
activities that they are designed for by the hackers sitting at the remote site.

So, never open emails, text messages, or other messages from unknown people. If
you see any kind of such alluring message from the unknown, just delete it without any
second thoughts!

As it could be noticed, the protection mechanisms of many of the issues are very
much similar, and hence, knowing the common security measures is imperative in
today’s world whenever one uses Internet and its services.

6.10 MISCELLANEOUS TIPS

All of the abovementioned issues are the major components of keeping your computer
free from the viruses and other cyberattacks. There are many other factors that are also
very important for keeping your computer free from viruses. These miscellaneous tips
could play very crucial role in your personal behavior towards the computer security
(Figure 6.9).

As we know, the security is a continuous process, and it is not possible to achieve
it by acting on it once. You will have to adopt different recommendations and industry
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FIGURE 6.9 Miscellaneous tips.

guidelines in your behavior so that you can make your habit 100% in compliance with
the computer security standards and procedures.
The main tips for keeping your computer free from viruses are listed below:

* Never use the cracked software.

* Never use free software.

e Never save your passwords on your computer or browsers.

* Do not provide critical information on telephone, email, or SMS.
* Do not open files sent by unknown people.

* Do not visit faulty websites.

e Set your browser settings at high security and privacy.

e Always create separate users for a computer.

e Create a guest account with minimum privileges, if required.

e Uninstall all apps that are not in use.

* Do not install unknown applications.

e Always install the plugins that you deem necessary for your use.
e Avoid to use free applications.

e Always update your applications.

» Use latest versions of an OS.

» Use latest versions of applications.

e Never miss a security patch or update at all.

e Daily check for the security updates.

e Turn off your computer if you are not using it.

e Turn off the Internet router, if not used for a certain period of time.
» Take security as a serious matter in your life.

* Regularly check for the security guidelines.
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* Always make a copy of your valuable data.

e Create checkpoints on your computer.

e Run scheduled virus scans regularly.

e Always download something from the reliable websites.

* Never try to use the public data sharing websites for exchanging data.

* Use highly secure and reliable data sharing and collaboration platforms for
data transfers.

e Use strong passwords.

e Encrypt your important data files.

By taking all of the abovementioned standard guidelines and tips for keeping your
computer safe from viruses and other malware threats, you can avert big data losses
and enjoy smooth Internet browsing without incurring any damage to your computer.

SAMPLE QUESTIONS AND ANSWERS FOR
WHAT WE HAVE LEARNED IN CHAPTER 6

Q1. What are the major classes of cybersecurity?

A1: The cybersecurity threat can be classified into the following:

e Computer security
e Network security
e Data security

Q2. What is a firewall software?

AZ2: Firewall is the first line of defense for a computer, when it is connected through
the Internet or other networks. A firewall is a type of security software that is able to
check and monitor traffic coming from certain sources and leaving for a certain port
or destination.

Firewall software is used as the first line of defense for any kind of security threat
originating from the external sources in a connected environment. It is also the last
security checkpost for any traffic originating from your computer. There is a hardware
version of firewall as well.

Q3. What is antivirus?

A3: Antivirus is one of the fundamental security tools that are recommended for
every computer whether that is connected to the external world through Internet or
even it operates in stand-alone position or in the silos. Antivirus software is a security
software utility that is able to detect different types of viruses and malware programs
on computers. It is also able to remove, delete, and quarantine a virus that has already
affected the computer.
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Q4. What is spam email and spamming?

A4: Spamming is one of the major sources of spreading malware programs on the
Internet. Many spammers send malicious code, such as spyware, malware, and
viruses, through different kinds of unsolicited emails from different sources. The first
spam email is considered to have been delivered through digital communication
system about 40 years ago, in 1978 or so.

Email spamming remedies date back to the middle of the 1990s when it became
nastier for the companies and email users to sort out the good and bad emails. A

huge time was consumed on reading those unsolicited emails, which caused a huge
loss to the company productivity. At that time, two IT engineers started working on
this problem by sorting out the IP addresses, servers, locations, company names, and
other information from where the spamming emails were originating. That list was
later used on the routers to filter the spamming emails through the Border Gateway
Protocol (BGP) on the Internet. They named it as the Mail Abuse Prevention System
(MAPS). The name was a bit difficult, so they reversed the order of the words to make
it SPAM.

Q5. Note a few steps and measures to keep your browser safe.

AS: The main settings of the browser to keep one’s computer safe from any malicious
attempt are as follows:

e Set privacy settings to high level.

» Use separate strong password-based user groups.

* Do not save passwords on browsers.

¢ Do not login as an administrator unless you really need it.

e Activate the safe browsing settings on the browser.

¢ Your browsing traffic should be attached with “Do Not Track” request.

e Activate SSL and HTTPS settings.

e All pop-ups, plugins, and other activities should be denied or asked to get
permission from the computer admin.

» Computer resources and content access settings should be very strong.

¢ Always check for harmful software installed on your browser or computer.
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7.1 INTRODUCTION

According to the information published in Symantec Norton report, there were more
than 34% of the people in 2017 who suffered losses due to password hacking. The total
cost of hacking was about US$172 billion, which impacted more than 978 million
people worldwide with an average loss of about US$142 per user. A user also lost
the productivity and peace of mind for over 24 hours on an average to deal with this
hacking mess.

The major components of this entire loss in 2017 included virus infection (53%),
scam purchases (33%), and personal financial frauds (32%). The email phishing was
also one of the major components in this fraud of stealing the personal information and
account passwords.

This report also found that more than 20% of the users use the same password
(Figure 7.1) on multiple accounts, which is considered to be very dangerous practice for
personal account security. And more than 58% of the users have shared their passwords
with other people for once at least. The ratio of the users of the fingerprint passwords
was about 44%, and those who use the patterns as security measure were about 22% of
the people surveyed in the report.
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FIGURE 7.1 Password for login system.

Alarge number of users —more than 70% —do not follow the password management’s
standard guidelines and recommendations, which is a big gray area for the online users
exploited by the malicious cybercriminals. This gray area is badly exploited by the
hackers to hack on the accounts, personal information, digital access, and many other
cybercrimes. This trend of not following the standard guidelines in the millennial users
is much higher than the older users.

In light of these startling statistics, it is very imperative that the basics of password
management should be adopted in all level of users across the globe irrespective of their
nature of Internet use. The failure to adhere with the basics of the password manage-
ment may result in huge losses to the Internet users in all parts of the world.

According to the Verizon Data Breach Investigations Report (DBIR) 2017, more
than 80% of the hacking activities related to data theft are caused by either stolen
passwords or very weak passwords. These passwords are extensively exploited in
attempting distributed denial-of-service (DDoS) attacks by using the armies of botnet
from multiple locations.

When an army of cyber bots equipped with the stolen passwords attempt to login
and request for accessing on any particular website from multiple locations with
multiple attempts, the system becomes fully overwhelmed with the malicious traffic
and succumbs to the pressure of traffic. Thus, the denial-of-service (DoS) attack on a
particular website becomes successful and outage of the service occurs.

The password management is very critical in avoiding password theft and
subsequently the DoS attacks as well as other cybercrimes.

7.2 BASICS OF PASSWORDS

The basic objective of using a password is to authenticate your authority to access
certain resources. The technique of code word to verify a certain authenticity of per-
son, event, or any other activity was used between two communicators in the old ages.
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FIGURE 7.2 Basics of passwords.

The concept of password can be divided into two major eras: the traditional era and the
digital era (Figure 7.2).

In the history of Europe, the use of password can be traced back in the biblical book
of Judges. Chapter 12 describes an event known as the “Shibboleth Event”. The term
“Shibboleth” was used by the Gileadite soldiers to identify their enemies in the war
against Ephraim tribes. The pronunciation of shibboleth made by the Ephraim tribal
people was different from that made by Gilead tribal people due to their unique accent.
So, it was very easy for the Gilead soldiers to identify the Ephraim tribes in the war.

From that point, the password evolved to code words and then to hard keys and
tokens. The physical passwords were also introduced in the locks to get access to certain
physical resources. This evolution of password continued in different forms and formats
in the traditional era of physical world.

With the advent of modern digital era, the use of password changes drastically in
terms of their shapes, sizes, and the ways of using them. The use of password in the
digital era, especially in the computing field, was introduced in 1961 at the Massachusetts
Institute of Technology (MIT). This time domain-based password first ever in the digital
history was introduced as the Compatible Time Sharing System (CTSS) project, which
allowed the multiple users to use the computer power at different time slots. This system
was a UNIX operating system-based project.

From that point of time, the digital or cyber password has evolved to a very complex
and comprehensive security level today. The present forms of the passwords are very
strong, reliable, and sophisticated. The ways of using passwords have also changed
tremendously.
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The modern passwords are used for restricting unauthorized access to the
computing machines such as PCs, tablets, mobiles, routers, switches, and many other
configurable devices. Moreover, passwords are also used to access the online digital
services connected through Internet.

There are different types and forms of passwords used in the modern world.
The following are a few among them.

* Conventional password

e Biometric passwords

e Two-factor authentication

e Multi-factor authentication

e Social media logins

e Email logins

* One-time password (OTP)

e Smart keys and physical tokens

The modern passwords consist of minimum length of 8 characters and maximum of
64 characters in certain cases. The strength of password increases with the number of
characters because the possibility of guessing and decoding the hash through computer
power will be near to impossible in case of strong 64-character passwords.

Let us expand upon more aspects of a modern digital password used in the field of
computer and information technology.

7.2.1 Threats to Passwords

The major threat to your password is the user sluggishness, which often discourages the
user from following the password management guidelines. The password theft is one of
the major reasons of the DDoS attacks and many other data theft, and financial frauds.

According to the latest research conducted in 2018, it was found that a large number
of the people use very generic passwords such as 123456, 12345678, and abc123. These
passwords are very easy to guess and snoop while you input the password.

The WatchGuard security survey Q2 2018 found that more than 1,700 people working
in governmental and military organizations of Australia used “123456” password! Other
weak passwords used by those government employees included “password” (544 people),
“linkedin” (405 people), and “12345678” (120 people). All these passwords are the most
unreliable and easy-to-guess passwords in the world. Many organizations and security
companies have already blacklisted these passwords to be used.

The use of weak passwords is highly prone to the risk of being stolen easily. So,
easy passwords should never be used. The plain text passwords are even more prone to
theft.

The major threats to the password theft include the following:

e Eavesdropping
* Guessing of password
e Cracking passwords through computing software
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* Offline cracking of hashes

» Password recovery or reset cyberattack techniques

e Same password use on multiple accounts

* Using default passwords of the system

e Malicious software on your computer such as sniffers and keyloggers
e Backdoor exploit

e Malicious plugins

e Phishing

How to tackle these threats? You can make your passwords secure and safe by following
the standard guidelines and recommended software tools to make your software secure
from external and internal threats.

7.2.2 Good and Bad about Passwords

After having discussed the suspected threats to the passwords, let us now talk about
what is good and what is bad about a password. People are more careless and lazy
about remembering hard and strong passwords; so they prefer to use simple and easy-
to-remember passwords. That is not a good idea about a good password.

A good password should have the following features:

e Should be longer in a range of 10—15 characters.

* Should not include any plain text, which is easy to guess.

e Should include the combination of lowercase and uppercase characters.

e Should include at least one or more special symbols/characters at random
place.

* Should include at least one or more numbers at different places.

e Never use your personal information, which is easy to guess.

* Do not ever share your password with others.

* Always change the password pattern.

* Always change your password regularly.

If you follow these instructions, you will remain more protected and secure in this
highly risky environment of Internet.
Now, the main points of a bad password could be as follows:

e Plain text passwords

e Short passwords

* No combination of different types of characters

* No use of upper and lower cases randomly

* Reusing of the same password

e Using meaningful words

* Using meaningful word and adding just one digit like “mangol”
* Reusing the same word twice in the password like “fishfish1”

* Using a word in reverse order like “elppa” for apple
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* Using garble word like “0” for o and “3” for E and so on; example includes
(z3r0)

* Using the same passwords as their usernames or computer account name and
similar.

All of the above mistakes should never be made while choosing a password. Those
mistakes can lead you to hacking of your account by different means.

7.2.3 How Do Bad Guys Hack Your Password?

The cybercriminals are highly skilled and qualified people with negative thinking, so
they are very creative thinkers in devising strategies and methods to steal the usernames
and passwords of the genuine users. They can use any new and innovative technology
to get hold on your password, but a few very important techniques are explained below:

1. Over-the-Shoulder Technique: This is a traditional way to steal any critical
information like password. The bad guys try to steal your password when you
enter it into the system or online service. This technique is also useful when
you write your password on some diary or paper. The hackers try to peep
over to see your passwords in different forms in this method.

2. Dictionary Hacking Technique: In this form of exploitation, the hackers try
to use the words available in the dictionaries of different major languages.
They use different combinations and roots with the help of certain software
tools to crack the passwords of the users. This is more sophisticated and
effective method to hack the passwords.

3. Password Guessing Technique: This is one of the traditional forms of
password guessing. The hackers make guesses to crack the passwords. Those
guesses are influenced by psychology, gender, mental approach, background,
and other factors of the user. Many studies suggest that a majority of the pass-
words used by the female users include the names of their children, husband,
or boyfriends. The hackers take advantage of this trend in women to hack
their passwords.

4. Brute-Force Attack Technique: This basically means trying all possibilities
to break a system. You have already read about the cryptocurrency min-
ing by using the computer processor to decrypt the transaction and verify
it. Similar type of technique can also be employed by the hackers to guess
your password through a password guessing software. This software uses
the combinations of different options and words to guess the password.
A simple Pentium 100 computer is able to process more than 20 thousands of
combinations in just 1 second. So you can easily understand how dangerous
this technique can be in modern technological environment.

The modern hackers are very creative, experienced, and skilled. They can use an out-of-
the-box idea to crack the passwords at any time. So, always take care of your passwords
to maintain their sanctity and integrity.
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7.3 EFFECTIVE PASSWORD
MANAGEMENT TIPS

An effective password management plays a vital role in maintaining higher level of
security at work as well as at home. Password management is the combination of the
procedures and activities that should be accomplished on a regular basis as set forth by the
security manager, security management agencies, and industry guidelines (Figure 7.3).

The latest figures regarding the identity theft released by different cybersecurity
and news agencies suggest that the number of identity theft is much larger than we con-
sidered before. There were more than 6.64% of the online consumers who became the
victim of identity theft in 2017. That means 1 in every 15 users of the online services
has become the victim of the identity theft.

The number of identity theft in 2017 increased by over 1 million as compared to
the identity theft figures in 2016. One user becomes victim of the identity theft in every
2 seconds in our present connected environment.

According to the Credential Spill Report 2017, there were more than 3 billion
passwords, which were either stolen or compromised in the year 2016 only. This huge
number of stolen passwords was used for different types of DDoS attacks and other
cybercriminal activities. This huge number of stolen passwords was misused by the hack-
ers to create more than 90% of the total traffic related to login attempts. Thus, you can
imagine how your password is prone to exploitation in the cybercriminal environment.

After creating a strong password, a user has to take different steps to maintain the
power and effectiveness of the password. That means, creating a strong password is not
sufficient for maintaining a strong cybersecurity. You will have to keep a close look at
the security and effectiveness of the password after you created a strong password.

You should consider the below-mentioned steps and follow the guidelines set forth
by the security experts and industry standards to maintain the effectiveness of your
system and online accounts.

* Always choose longer passwords ranging from 12 to 20 or even more characters.
e Password is a completely private property; so, do not share it with anybody.
e Never create same password for multiple accounts or services.
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FIGURE 7.3 Effective password management tips.
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e Never write down your password on paper or copy.

e Never save your password on your computer.

e Change your password after 3—4 months.

* Always use different patterns for every password so that it cannot be easily
cracked.

* Never use single number at the end of the password.

e Try to use biometric password if available.

* Consider using the two-factor authentication.

e Always enable multi-factor authentication on your account if supported.

* Encrypt the files and data that contain password-related information.

* Do not save your critical passwords on browsers.

e Always try to use a good password manager for managing your password
more effectively and efficiently.

e Always type your password fast so that no one can guess it.

* Always remember password so that you do not refer to any paper or file for
the same.

e Try to generate strong passwords with the help of password-generating
software.

* Never reuse the password over and over again after changing it.

* Never send or save your password in emails because they are not fully secure.

* Always take note of surroundings when you input your password.

e Always choose the strong passwords, but those passwords should be easy to
remember for you.

If you take care of all of the abovementioned tips, you would remain fully protected
from the identity theft and other hacking activities. Thus, you would be able to manage
your passwords more effectively and efficiently.

7.4 CREATING AND MANAGING
SECURE PASSWORDS

In the present-day online environment, our business as well as our social life is highly
dependent on the computers, Internet, software applications, and online services. We
use username and passwords for accessing those services and resources of the computer
devices.

Passwords are very critical and valuable for every online user because our per-
sonal, business, social, and many other types of data and information are directly linked
with the online services and the Internet. If any hacker gets hold on our password, we
will become so prone to many types of losses incurred by the breach of data integrity,
privacy, and availability of digital resources.

So, the passwords are the lifeline of our online existence (Figure 7.4, conceptual
image). If our passwords are compromised, we will lose control over our valuable
digital assets.
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FIGURE 7.4 Creating and managing secure passwords.

The hackers and cybercriminals are becoming very advanced, and they use the
latest, high-tech, and sophisticated techniques to carry out cyberattacks. The password
theft is one of the major objectives of the cybercriminals to inflict serious damage to the
common users as well as to the businesses and government organizations.

The solution to this problem is the use of strong password and allied services so that
the chances of your passwords to have been compromised are reduced. For that purpose,
we should use not only strong passwords but also the password strength complemen-
tary services. Among such complementary measures to make your password even more
reliable, strong, and effective, a few are explained in the following subsections.

7.4.1 Strong Password

The first step towards having a secure and reliable password is to create a very strong
password. The qualities and features of a strong password include the following:

e Non-guessable

* Longer length

e Complex pattern of characters

e Complex combination of characters

* Based on the out-of-the-box ideas

* Not influenced with the personal behaviors and information
* Better password management

All of the above features should be taken into consideration while creating a strong
password. You can use a creative idea or expression and then, choose random charac-
ters from that idea or expression. For example, you think that working in a government
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organization is so boring. Then, you can make an expression like I get bored with a
government job. This expression will provide you clue on how to remember your pass-
word. Then you can choose letters, numbers, and symbols from this expression to create
a strong password.

For example, you take “I”, “ge”, “bo”, “w”, “a”, “gv”, and “J” characters from the
above expression. Now you organize them in such a way that they create a strong pass-
word. Let us then reduce this expression to “Ig3b0W@gV!” to form a strong password.

Now what you have to remember is that you used zero (0) instead of “0”, 3 instead
of “e”, @ instead of “a”, and ‘!” instead of *j”. The capital letters were chosen randomly
to make the password even stronger.

Thus, you created a very strong password with an innovative expression that only
you know about. It will become very easy for you to remember because you linked your
expression and the characters that you chose with certain situations and symbols.

7.4.2 Use of Biometrics

The use of biometrics (Figure 7.5) is becoming a new standard for the passwords. There
are many security experts and security companies that advocate the replacement of
traditional passwords with the biometric passwords. The use of biometrics makes your
passwords more secure and reliable.

As we know, the fingerprints are unique in the world; therefore, there would be no
alternative to the fingerprints. Meanwhile, the facial recognition is another important
aspect of biometric identification. Again, with the advancement in the artificial intel-
ligence in the software development, the facial recognition is becoming an important
standard for the biometric access to the devices and applications.

Moreover, many research works are already in progress to use the walking patterns,
body gestures, body movement, shapes of body parts, body odors, and even vein patterns
of a hand for this purpose. The use of complete hand scans has become one of the most
important identification standards for the governments in passports, immigration, and
other governmental procedures.

FIGURE 7.5 Use of biometrics.
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Many computers, tablets, mobile devices, and other access control equipment have
already been enabled with the biometric support. A large number of mobile applica-
tions, desktop applications, and online tracking applications have also been developed
to use the biometric authentication in a better way.

In mobile devices, the combination of biometric and traditional passwords or even
drawing patterns makes the security of a device more comprehensive and reliable.
The improvement in the effectiveness and accuracy of the biometric scanning system
is continuously happening, which may lead to its use in the more precise and mission-
critical applications extensively.

The scope of biometric identification is very high, but there are some very real
concerns pertaining to the privacy of the people. The data of the people can easily
be accessed through the use of biometric scans at public places as well as at the other
places. But the benefits that the biometric identification offers are tremendously high.

It can effectively be used at public and private places that are highly sensitive in
terms of security, military, or even public safety such as airports, malls, hotels, military
installations, and many other places. Biometric technology can be used to avert any
terrorist activities by identifying the suspected people before they can strike.

7.4.3 Two-Factor Authentication

The traditional form of authentication is single-factor authentication in which you enter
your password against your username to access the authorized resources. This method
is considered as low secure nowadays due to many reasons. One of the main reasons for
the low security of single-factor authentication is that it is easy to be compromised if
you have to use your password many times a day.

The single layer security is not powered by any additional layer that means if your
password is compromised, you will lose the control over your resources and unauthor-
ized cybercriminals can easily break into your resources. The solution to this problem
is the two-factor authentication and multi-factor authentication.

The two-factor authentication (Figure 7.6) is also known as dual-factor and two-
step authentication. In this process, you get one additional layer of security to access

PASSWORD VERIFY

Username

FIGURE 7.6 Two-factor authentication.
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your resources. When you enter username and password, you will be prompted to enter
the passcode. The passcode is normally sent through a text message or automated call
on your mobile phone.

The passcode is normally an auto-generated unique code by the designated server.
It is only one-time-use code. That code is also time sensitive which means that the code
expires after certain time. This way your code cannot be compromised by any mali-
cious user.

In the latest passcode generating technology, codes can be generated and sent
out through emails, text, automated call, web links, and other ways. In the two-factor
authentication facial expression, biometric input or other body gestures can also be
used. Thus, the access to your resources becomes highly secure and uncompromised by
adopting two-factor authentication.

The two-factor authentication is offered by the major public platforms such as
Google, Facebook, and many others on their services to make them fully secure and
robust. But if you have small- or medium-size business and want to implement two-
factor authentication, you can either install/run your own service or hire services offered
by two-factor authentication service provider companies available in the market.

To enable the two-factor authentication, you will need to add phone number to
the server for receiving the passcode. Normally, the following steps are involved in
enabling the two-factor authentication:

* Add your mobile number and alternate phone number.

e Choose the way you want to receive the passcode — either automated voice
call or text message.

* The test verification code is sent by server to your phone number.

* The code is inserted into the field to verify the same.

e Two-factor authentication is enabled now.

If you have enabled the two-factor authentication on your any service or account login,
you will have to receive a security code on your mobile phone and then, insert it in the
security code field to verify your authenticity.

The two-factor authentication depends upon different types of factors used as the
second layer of the security factor. A few important second layer of the security factors
are listed below:

¢ Possession factor

¢ Inheritance factor
* Knowledge factor
¢ Location factor

¢ Time factor

e Hardware tokens

Two-factor authentication has become one of the most powerful security layers for
password protection from the cybercriminals. Such type of authentication also offers
the feature to enable the capability of remembering your device on the second login
attempt.
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You can choose the remember my device option to avoid inconvenience of inserting
security code on the same device again and again. But for the most critical data, it is
not recommended to use this feature to avoid any mishap or data theft. Always use the
security code for every login to secure you critical data and information.

In some of the important security cases of the passwords, the biometric or the facial
recognition input is used as the second factor of the security code. Two-factor security
is also known as the security based on what you know and what you are.

The security codes can also be received through mobile apps or secure emails. You
get either a passcode or a link which you can click to verify that you are the authorized
person to access certain resources.

7.4.4 Multi-Factor Authentication

The two-factor authentication improves the security of resource access, but still the
level of security that a critical data needs is not sufficient yet. Some important issues
were found associated with the security of the two-factor authentication. For example,
in 2011, the RAS security company announced that a huge number of important two-
factor accounts have been compromised. In that attack, the secure ID authentication
tokens were hacked by cybercriminals.

So, the security of the two-factor system offered by the service provider companies
is again prone to attack if the security of the company’s system is compromised. The
process of recovery of the accounts can also be threatened because it uses account set-
ting resets. So, there are certain issues with the two-factor authentication. To further
improve the security of the access authentication, multi-factor authentication system is
used. This system consists of multi-stage authentication factors as shown in Figure 7.7.

Multi-factor authentication is based on three or more factors. The major three
factors used are known as:

*  What you know
* What you are
*  What you have

v

e Xk %

FIGURE 7.7 Multi-factor authentication.
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7.4.4.1 What you know

This category of the multi-factor authentication deals with the information or factors
that a user knows about. For example, password, pin code, or other security code either
provided by the service provider company or created by the user. This category of authen-
tication factors is also known as the knowledge factors in the field of computer security.

7.4.4.2 What you are

This category consists of the factors that relate to the personal information such as
facial recognition, biometrics, retina scan, and other factors. These factors are also
classified as the inheritance factors in some books and technical writings. These are
very unique biological characteristics or factors for every individual person. Thus, it
makes the multi-factor authentication more robust.

7.4.4.3 What you have

This group of factors is also referred to as possession factors in the field of computer
security. In this category, the major factors of authentication include the components
such as key fob, digital key, or mobile device with the software application to scan.
These factors are extensively used in the modern multi-factor authentication, especially
in the industrial and business security systems. To clarify here, a fob, which is com-
monly called a key fob, is a small security hardware device with built-in authentication
system which is used to control and secure access to mobile devices, computer systems,
and network services and data. It displays a randomly generated access code, which
changes periodically — usually every 30—60 seconds.

In the multi-factor authentication, a new category of authentication factors is
emerging on the marketplace. This is known as the location-based authentication factor.
This code is used for adding another layer of security while accessing the network from
the remote locations other than the specified locations saved on the security servers.

When some employee wants to access the corporate network from the location
other the local offices, then a soft token will be required to grant the access, but in nor-
mal conditions, the user can access by using other authentication factors only.

In some conditions, time window is also used as a layer of security for access-
ing some particular resources. A user is allowed for a certain time window to access
the certain resources. At any time other than the specified window, the access to the
resources will be denied despite the fact that the user has full and right credentials.

7.4.5 One-Time Password (OTP)

One-time password (Figure 7.8) is commonly referred to as OTP in the field of software
security. This is extensively used by the banks and other financial institutes. Normally,
passwords can be classified into two categories:

e Static passwords
e Dynamic passwords
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% %

OTP

FIGURE 7.8 One-time password (OTP).

The static passwords are the codes saved on the server and used repeatedly for access-
ing the desired resources or getting the physical access. On the other hand, the dynamic
passwords are created, used, and discarded. They are not saved as the valid information
for re-login. It is used just for one time to access the resources.

The example of dynamic password is the one-time PIN (also, OTP or OPIN) used
in the modern financial systems for online transactions.

One-time PIN is created when you need to accomplish some online transactions on
your bank account or any other online resources. You login to your bank account, but
every transaction regarding the movement of the funds is associated with the one-time
pin or password.

So, the OTP or OPIN is a type of dynamic password, which is valid for only one
transaction or session of the login. OTPs offer numerous advantages, which help you
improve the security of critical online transactions.

One of the most important benefits of using the OTP is that it cannot be reused for
cyberattacks or any other malicious activities. Hence, tracking the OTP numbers will
not be harmful for your account security. Even if all the past OTP generated by you
are exposed to the cyber hackers, that will not make any difference at all! The attacker
would still be clueless.

The OTPs are very difficult to be intercepted during the creation and use of those
passwords. Thus, the use of OTPs reduces the amount of attacks. Due to these advan-
tages, OTPs are extensively used in mission-critical systems and financial accounts in
banks and other financial institutes such as insurance companies, and other similar
kinds of institutes.

7.4.6 Using Password Managers

In the present online environment, we use hundreds of websites, web services,
applications, and resources through Internet. The access to the resources is validated
through passwords. So, you have to remember hundreds of passwords for accessing
those websites smoothly.
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FIGURE 7.9 Using password managers.

If you use the same password on all websites, that means your data and personal
information are at great danger for sure. The identity theft is one of the major compo-
nents of the hacking attacks carried out by the cybercriminals on the Internet. Millions
of accounts and passwords are being compromised annually.

Two main issues with a user regarding his/her password include the creation of
strong password and then managing the password to access the resources smoothly.
Normally, a huge majority of the users create weak passwords and follow the
non-recommended ways for creating their passwords, which puts them at risk of
cyberattack.

Another major problem that the users face is to remember and manage a large
number of passwords that they use for getting registered with different services and
applications. A good password manager (Figure 7.9, conceptual image) is able to solve
both of those issues of a normal user.

A password manager is a software application that offers the services to create
a strong password and manage all those passwords in encrypted format so that they
are not prone to compromise. A good password manager allows the user to save the
encrypted password either in the cloud or on the local drives. Online storage of pass-
words in the cloud is easy to access it from anywhere in the world, but the passwords
saved locally are a bit difficult to access from other locations.

You can create multiple passwords for multiple websites and applications on the
password manager that you use, but you have to remember just one password, which is
known as the master password. You can also save and carry the saved passwords in the
flash drive with you.

There are password manager-like features in the major browsers such as Chrome,
Firefox, and Internet Explorer, but majority of them save the passwords in plain text
format, not in the encrypted format, which is dangerous for you and your data. These
passwords are not usable on the cross platforms like passwords saved on the Windows
are not supported on the Linux.

So, using a good password manager may be a suitable solution for an online user in
today’s environment of the Internet.
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7.4.6.1 Main reasons to use a password manager

The major reasons for using a good password manager include the following:

e Generating strong passwords

* No need to remember multiple passwords

* No need to worry about password theft

e Passwords are stored in fully encrypted formats

* Options to save passwords locally and in the cloud
* Easy to access passwords

You can create and save your passwords on password manager software tools.
They save your passwords in an encrypted format and they retrieve in the normal state
when requested. The hackers will not be able to decrypt your passwords saved on the
password managers.

You can easily access your passwords saved in the cloud. If you want to save them
on your local computer, you can do that very easily. In that case, the online access of the
passwords will be a bit difficult. It is recommended by the security experts to use good
password managers to avert any identity theft and related cyberattacks.

It is very important to note what level of encryption a password manager uses
before you decide to use any one of them. A good password manager should use at least
256-bit or even more level of encryption. Normally, 256-bit encryption is considered as
a suitable format for data files to keep them secure. So, the password data file should be
encrypted with 256-bit or higher level of encryption.

7.5 PASSWORD MANAGER TOOLS

Password managers are the major components in the computer and data security of
our modern IT world. There are hundreds of great password managers available in the
marketplace. You can choose any one of those password manager tools based on the
features, capabilities, and design.

You should also consider the security guidelines and recommendations for data
security in your own country. In the United States, the National Security Agency (NSA)
issues guidelines for the critical data security in the country.

Let us know about the top five password manager tools extensively used in the
marketplace.

7.5.1 Dashlane

Dashlane (Figures 7.10 and 7.11) is one of the most popular and password manager tools
on the Internet. It is available in FREE as well as paid version. It is very easy to use.
The free version supports up to 50 passwords to create, store, and use. You can create
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FIGURE 7.10 Dashlane logo.

& dashlane

Dashlane is dowr‘
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If it doesn't, restart the download.

With Dashlane, you'll never
forget another password.
Organize. Login. Go.

FIGURE 7.11 Dashlane installation.

and store your passwords with strong encryption protocols and access from anywhere
around the world.
It supports multiple browsers such as Firefox, Chrome, and Internet Explorer.
It also supports the mobile wallets and payment gateway password protection. There
are more than 10,000 enterprise customers using this tool for their password security.
The other main features of Dashlane password manager include the following:

e It is very smooth, clean, and clutter-free software tool

e Supports auto-fill and auto-login capabilities

e Stores and transmits password data in secure form to access

¢ Generates strong passwords for any new registration of service
e Uses strong AES-256 encryption protocol

e Supports multiple passwords on a same website

¢ Offers you access through web from anywhere

e Supports Android and i0S, PC, and Mac platforms

* Supports local as well as cloud storage
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* One-click support to change your existing password

e Supports password migration from other services

e Allows categorization of the passwords according to critical levels
 Intuitive web interface

e Supports Chrome OS, MS Edge, and Linux

* Supports two-factor authentication

* Additional features of credit monitoring and data backup

* Supports identity theft insurance and identity restoration help

e Supports instant dark web alerts

* Supports password group share for business users

* You can save personal information, IDs, receipts and payments information
* Your data is unknown to even the company employees and owners

You can choose from multiple options and plans to use the Dashlane password manager,
such as free, monthly plans, annual plans, and business plans.

7.5.2 LastPass

LastPass (Figure 7.12) password manager is one of the leading names in the password
security field. Itis trusted by more than 43,000 enterprise customers and over 16.5 million
personal users. This is an easy-to-use tool that offers high level of security of data,
privacy of personal information, and fully encrypted storage of the entire information.

The interface of this password manager is very intuitive to learn without referring
to any procedural documents. It offers numerous features and capabilities; a few very
important features are listed below:

* Available in both free and paid versions

e Multiple plans suitable for different segments of users

e Offers secure password vaults

e Multi-platform support such as Android, iOS, Mac, PC, and Windows
* Smooth password access on all types of devices

e Offers auto-fill and saving options

e Offers strong password generation capabilities

Simplify your life.

LastPass remembers all your passwords, so you don't have to.

Get LastPass Free

FIGURE 7.12 LastPass.
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Additional feature of authenticator

Supports multi-factor authentication

Allows to create secure notes

Supports secure sharing

Data file storage up to 1 GB

Supports emergency access function

Fully cloud-based service easy to register

TRUSTe (a privacy compliance technology company) certified for privacy
Supports many popular web browsers

Supports Chrome OS and Linux

Offers a few options for master password reset

Easy and intuitive interface to manage and access your passwords
Password strength alerts along with the strength scores

Offers two-factor authentication

Supports automatic password change

Multiple plans available in both personal and enterprise categories
Supports auto-fill feature

Offers capability of generating strong passwords

Supports username-generating features, too

Supports zero-knowledge standard, which means company does not know
about your information and passwords

Auto-fill shopping form makes your shopping experience great

Supports storing credit card information, personal information, payment
wallets, and Wi-Fi information

Offers great customer support

You can get multiple options and plans of using the LastPass password manager.

7.5.3 ZOHO Vault

ZOHO is one of the major providers of wide range of software-based cloud services
that include customer resource management, sales, marketing, communication and col-
laboration, finance, and many others. ZOHO vault is one of those services for personal
as well as for the enterprise users. It was initially started as a free service for all. At this
time, ZOHO vault (Figure 7.13) is offered not only as a free service, but also in different

paid plans, which are very affordable for all types of users.

ZOHO vault offers enterprise grade password management services through its
password manager known as ZOHO vault. It offers great features and capabilities that

make it one of the popular password managers in the marketplace.
The main features of ZOHO Vault password manager are listed below:

Easy to access and manage your passwords
Powered by the strongest AES-256 encryption standard
Supports zero-knowledge architecture
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Vault

FIGURE 7.13 ZOHO vault.

* Easy sharing within the group of users

e Supports auto-login feature for the saved websites

* Supports different roles and levels for your password

* Single logout feature for a centralized control

e Options to easily import and export the passwords

e Centralized password management for enterprises

* You can access your passwords from anywhere and anytime

e Supports mobiles and PCs equally

e Supports multiple web browsers commonly used in the marketplace

e Supports multiple operating systems including Windows, Linux, Android,
Mac, i0S, Chrome OS, and others

* Available in multiple plans that fit for all types of users

e A lifetime free plan is available

» Eagy to set up and use tool

* Supports two-factor authentication

o Itis lightweight service through both cloud- and browser-based plugins

* Offers the features to save your personal information, social security, pass-
port, credit card, and other information

e Supports auto form-filling capability

e Offers the features of creating different chambers to categorize different
level of security of your information and passwords

* Supports sharing of password to external users through a link and secret key

e Supports the transmission of data in SSL connection

The integration of ZOHO vault with many other services offered makes it a better
choice for the users of the ZOHO services. The low pricing plans are very attractive for
normal users.
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7.5.4 KeePass

KeyPass (Figures 7.14 and 7.15) is a lightweight password manager tool, which is open
source and free to use for managing your multiple passwords in a secure, private, and
reliable environment. It has been released under GNU license for free of cost. It is very
useful in generating strong passwords for your different accounts and managing those

passwords in highly secure environment.

It is a multi-platform and multi-device software tool that offers highly featured
and reliable password security services to the personal as well as the business user. It is

known for the rich features that it offers.

FIGURE 7.14 KeePass icon.
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FIGURE 7.15 KeePass window.
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The main features of this enterprise-grade password manager are listed below:

* Open-source software released under GNU license for free

* Supports multiple platforms such as Windows, Linux, Mac, iOS, and Android

e Supports both online and local storage of data

* Offers option to categorize the passwords in multiple folders

* Offers the feature to take password data in portable storages

* Supports password strength check and alerts

* Supports import and export data from other password managers

e Supports importing the data from the supported web browsers

* Offers data editing options to update the information

e Uses the high level of security standards such as AES-256 protocol and
Twofish

e Offers password-generating capabilities to generate strong passwords

* Offers advanced features that make the database security even stronger

* Powerful keylogger protection

e Uses SHA-256 for hashing the master key components

e It is hard for the brute-force attacks to affect KeePass security

e Offers full control over the source code

e Very simple and intuitive interface

* Eagy to use software

* Fully customizable software

» Stores data files locally

e Supports multiple files for import and export of data

* Supports global auto-type hot key features

e Offers drag-and-drop capability for data transfer

* Plugin-based architecture

e Available in more than 40 languages

This is not so fancy in terms of outlook and interface, but very simple, professional, and
intuitive. It offers great level of security to your data and passwords.

There are certain downsides of this password manager tool. For example, this
software does not support automated entries of usernames and passwords for any new
website or any other online service. You need to add every entry manually; this may be
a bit annoying for many users.

7.5.5 RoboForm

RoboForm (Figure 7.16) is a highly secure and reliable password manager software
tool. It is available with multiple plans to match with your password security require-
ments. It offers services for both personal and enterprise users through different plans.

It is considered as one of the rich-featured password manager tools in the
marketplace. It is able to store personal info, credit card information, passwords,
contacts, identities, notes, and other critical information in different folders. It synchro-
nizes all the bookmarks on your current browsers with the applications.
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CJRoboForm FEATURES PERSONAL FORBUSINESS SUPPORT  DOWNLOAD m LOGIN  Erginv

RoboForm Password Manager

You'll never need to remember or type your passwords again.

.
Get RoboForm Free Start Business Trial

FIGURE 7.16 RoboForm.

A few very important features of RoboForm password manager are mentioned below:

e Itis a highly secure and rich-featured software tool.

e It is a cross-platform software that runs efficiently on all major operating
systems.

e [t offers apps to run on mobile devices.

e Supports both cloud and local storage.

e Uses AES-256-bit encryption along with BPKDF2 SHA-256 protocol.

e Supports one-click capability to fill up the forms.

e Stores your personal and billing information for auto-fill feature.

e Secures sharing of login information through email.

e Offers password generator tool for creating strong passwords.

e Supports single-click option to save passwords in the database.

e Offers multiple plans for personal as well as business users.

e Free subscription is available for lifetime with limited features.

e One-click database synch option.

e Option to enter your passwords manually or automatically.

e Offers account data backup.

e Allows database access from anywhere at anytime.

* Offers powerful password and personal information management options.

e Very easy and fast to install.

» Extensions available for all major browsers.

e Supports importing and exporting of passwords to major password managers.

e Offers two-factor authentication.

* Allows emergency access capability.

e Supports both web and window app passwords.

e Offers the feature of safe notes for secure storage of your personal notes.

e Highly user-friendly interface.

e Zero-knowledge-based business architecture.

e Offers good customer support.

If we look at the main features and capabilities of RoboForm, we will be able to decide
that it is one of the best password manager tools in the marketplace.
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SAMPLE QUESTIONS AND ANSWERS FOR
WHAT WE HAVE LEARNED IN CHAPTER 7

Q1. What is the main objective of a password?

A1: The basic objective of using a password is to authenticate your authority to access
certain resources. The technique of code word to verify a certain authenticity of per-
son, event, or any other activity was used between two communicators in the old ages.
The concept of password can be divided into two major eras: the traditional era and
the digital era.

Q2. Name different forms of modern-day passwords.

A2: There are different types and forms of passwords used in the modern world. The
following are a few among them.

e Conventional password

e Biometric passwords

* Two-factor authentication

e Multi-factor authentication

e Social media logins

¢ Email logins

¢ One-time password (OTP)

e Smart keys and physical tokens

Q3. What are the major threats to passwords theft?
A3: The major threats to the password theft include the following:

e Eavesdropping

* Guessing of password

¢ Cracking passwords through computing software
¢ Offline cracking of hashes

» Password recovery or reset cyberattack techniques
e Same password used on multiple accounts

e Using default passwords of the system

* Malicious software on your computer such as sniffers and keyloggers
* Backdoor exploit

e Malicious plugins

e Phishing

Q4. What is over-the-shoulder technique of hacking password?

Ad4: This is a traditional way to steal any critical information like password. The bad guys
try to steal your password when you enter it into the system or online service. This tech-
nique is also useful when you write your password on some diary or paper. The hackers
try to peep over to see your passwords in different forms in this method.
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QS. What are the qualities and features of a strong password?
AS: The qualities and features of a strong password include the following:

* Non-guessable

e Longer length

* Complex pattern of characters

e Complex combination of characters

* Based on the out-of-the-box ideas

* Not influenced with the personal behaviors and information
* Better password management
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Prevention from
Cyberattacks

8.1 INTRODUCTION

Cyberattacks cost billions of dollars to the businesses, government organizations,
defense institutes, and many other sectors that directly impact on our day-to-day lives.
The cyberattacks are becoming more and more sophisticated and advanced in tech-
nology and ideology. New techniques and patterns are being utilized to launch these
attacks on the networks, data, and services to disrupt the genuine processes and systems
all around the globe.

The prevention from cyberattacks needs superior thought process than that of the
cybercriminals (to counter them), but often, we see that the cybercriminals win in the
thought race. Indeed, the cybercriminals are often found to be more creative and diverse
in their thoughts. But the main components that they use for launching the cyberattacks
include the exploitations of the weaknesses in your computers, web pages, networks,
databases, and lack of awareness about the security threats among the users of the
Internet and computer technologies.

Cybersecurity to prevent or reduce the impact of cyberattacks (conceptual image
in Figure 8.1) is the name of continuous practice of security measures and standards.
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FIGURE 8.1 Preventing cyberattacks (conceptual image).

So, the fundamental component to prevent your IT system from cyberattacks is the
security awareness of the users of the IT systems. The awareness of the cybersecurity
will include the following important factors:

* Continuously educate the people about cybersecurity.

* Make the users realize the importance of password security.

* Train about keeping the software updated.

e Provide guidelines on how to deal with unknown emails.

e Train for the potential social engineering ways that exploit the innocence of
people.

e Implement proper system logout and monitoring mechanism.

The awareness and implementation of the standard guidelines in the people creates a
strong shield against the cyberattacks. According to the Small Biz Trends research,
more than 52% of the cyberattacks on small businesses take place due to the human
errors, system failures, and other factors, while 48% of the attacks are done deliberately
for fulfilling the malicious intentions.

From these figures, it is very clear that small businesses are normally short of
money to purchase and train the staff for cybersecurity. That is why some of the serious
attacks take place on the small businesses on a regular basis. According to the report,
more than 43% of the global cyberattacks are focused on the small businesses because
the success rate of cyberattacks on small businesses is comparatively high. An interest-
ing issue that some security experts jokingly mention sometimes is that a system may
be made somewhat “full-proof™, i.e., involving no risk or harm, or never-failing, but it
is extremely difficult to make any system ‘“foolproof™, i.e., the system would still work
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even if a fool were operating it. This is because lack of awareness of the situation, or
proper working method, or lack of knowledge about security or system-related issues
may cause any system to go wrong. Correct knowledge of the users about the system is
indeed the first line of prevention.

The cyberattack prevention measures can be classified into two major categories:

e Cyberattack preventive measures
e Cyberattack corrective measures

The cyberattack preventive measures include the following major activities:

 Stick to the company security guidelines.

e Never underestimate the hackers.

e Keep all software and tools updated.

e Always back up your data.

* Keep your backup data encrypted and protected.

* Follow the password management policies strictly.

¢ Follow email use policy strictly.

* Use intrusion detection and intrusion prevention systems (IDS/IPS).
e Implement antivirus software and firewalls.

On the other hand, the corrective measures are normally taken when some cyberattacks
have broken into the system and there is an urgent need for immediate and befitting
response to reduce the negative impact of the cyberattacks.

* Block the suspected IDs and Internet Protocols (IPs) but often blocking is not
the solution because legitimate nodes can be behind those IDs or IPs.

* Isolate the affected or targeted system from the other network.

* Rerouting of the traffic should be done.

* Block the malicious and suspected traffic.

e Implement the disaster recovery mechanism.

* Assess the depth of the attack and consequent damages.

e Inform the concerned security and law enforcement agencies.

e Use the backed up data to restore the services.

As we all know, the prevention of cyberattack is a complex matter owing to many
reasons and causes of cyberattacks coming from unknown users, terrain, and time
zones. Hence, the cyberattack prevention is a multipronged field.

If we constitute steps of activities after the cyberattack has hit and also has been
detected, see the list below:

e Survey: Survey the attack to know about vulnerability, damage, and attackers.

e Limit: Limit the attack by blocking, diverting, and isolating the system and
traffic.

* Record: Record the impact by recording effects, levels, and disruptions.

* Engage: Engage with concerned agencies and authorities.
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* Notify: Notify the affected users and seek legal counseling.
e Learn: Learn a lesson from the attack and prepare for better preventive steps.

Now, let us discuss the main techniques, systems, and guidelines used for the prevention
of cyberattacks today.

8.2 ALGORITHMS AND TECHNIQUES

This is very important to know that our online as well as offline digital resources are not
at all 100% safe, though many great security methods, policies, techniques, and modern
algorithms (Figure 8.2 shows a conceptual image) have designed and implemented in
the cybersecurity field. The cyberattack prevention is a wide field, which encompasses
the detection of the problems, predictions of the threats, and prevention of the same.
Some of the security experts add the response to the threats also as the fourth compo-
nent of the cyberattack prevention methodology.

Let us divide the cyberattack prevention with its major components and then dig
into the techniques used in those components to achieve the desired goals. The approach
of prevention of cyberattacks falls in the three major activities as listed below:

e Detection of cyberattacks
e Prediction of cyberattacks
* Prevention of cyberattacks

Prevention and prediction can be considered together. Every approach takes different
algorithms for the prevention of the cyberattacks. Figure 8.3 depicts the different
approaches and their algorithms.

Two approaches mentioned in the diagram shown in Figure 8.3 — cyberattack
detection and predictions — commonly use similar types of algorithms. Those

)
B a
= B

5
FIGURE 8.2 Algorithms and techniques (conceptual image).
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FIGURE 8.3 Cyberattack detection and prevention approaches.

algorithms include the evolutionary, statistical, and machine learning, while the cyber-
attack prevention approach uses the network traffic analysis algorithms to achieve the

desired objectives.

8.2.1 Cyberattack Detection

Cyberattack (Figure 8.4) detection approach is very fundamental in ensuring the security
of the IT resources including the computers, servers, networks, and databases. The
cyberattack detection approach builds foundation of the cybersecurity. Other actions
related to the prevention of the cyberattacks are taken on the basis of the findings of the

detection approach.

The cyberattack detection uses three major types of algorithms as mentioned below:

* Machine learning algorithms

* Evolutionary algorithms
e Statistical algorithms
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FIGURE 8.4 Cyberattacks (conceptual image).

Machine learning is one of the most important domains in the field of information
technology. Many software and gadgets have been developed that work on the basis of
machine learning principles. Those software tools help in learning the traffic patterns,
plain language learning, code detection, behavior detection, body gesture detection,
biometrics, facial recognition, and many other processes.

All these algorithms are now applied in the detection of the cyberattacks launched
on any network, databases, or other digital properties. As we know, machine learning is
further divided into different categories and types, such as supervised, semi-supervised,
unsupervised, and reinforcement machine learning types.

All those types of machine learning are implemented in the processes of cyberat-
tack detection as the algorithms that help detect the malicious or suspicious activities
on the IT systems. The automated and unsupervised algorithms are extensively used in
the modern techniques for detecting and predicting the suspicious movements in the
cyber networks.

The example of such algorithms to detect the cyberattacks is known as intrusion
detection systems or commonly referred to as IDS. This process uses further algorithms
to profile the network’s usage patterns and compares any suspicious activity if it is not
as per preset traffic profiles. The details of the other algorithms used in IDS will be
discussed in the IDS topic later.

The evolutionary algorithms of cyberattack detections are based on the genetic
approach. In the genetic algorithm, precisely referred to as (GA), the metaheuristics
are defined with the help of natural selection process. To clarify here, metaheuristic
is a higher-level procedure or heuristic designed to find, generate, or select a heuristic
(partial search algorithm) that may provide a sufficiently good solution to an optimiza-
tion problem. The genetic approach is able to identify various forms of cyberattacks
based on the evolutionary theory. This algorithm is mostly used in optimizing both the
constrained and unconstrained problems, which are based on the natural selection.

A generic flowchart of evolutionary algorithm is shown in Figure 8.5.

Another important approach for the detection of the cyberattack is known
as statistical approach. This approach uses different algorithms for detecting the
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FIGURE 8.5 A generic flowchart of evolutionary algorithm.

cyberattacks or malicious activity on the network and on the cyber infrastructures.
In this approach, different algorithms, namely, principal component analysis (PCA),
entropy analysis (EA), and Markovian models are extensively used. These algorithms
can also be used with the evolutionary algorithms to improve the efficiency and accuracy
of the combined algorithms.

In the modern cyberattack detection systems — for example IDS — hybrid algorithms
and combination of multiple algorithms are used for the purpose of generating high
level of accuracy in the results.

8.2.2 Cyberattack Prediction

The main objective of the cyberattack prediction (Figure 8.6) approach is to improve the
security system and enhance the security preemptive power of the cyber systems. This
approach is based on different approaches as used in the cyberattack detection system.
Both the cyberattack detection and prevention work almost on the same algorithms.
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FIGURE 8.6 Cyberattack prediction (concept).

The major algorithms used in the security prediction system include the following:

e Machine learning-based algorithms
e Genetic algorithms
* Data analysis statistics algorithms

The main difference between cyberattack detection and prediction is that detection
normally takes place once the attack has already been launched. But the prediction of
the cyberattack approach uses and analyzes the vulnerabilities and possible loopholes
in the security system from where the attacks can be launched. The analysis of the
cyber threat environment is also done to predict the possibilities of cyberattacks on the
available vulnerabilities in the cyber environments.

In cyberattack prediction approach, different algorithms are used in a combination to
construct a cyberattack tree. This attack tree is constructed based on the critical episodes
that overran the episode window. This model of cyberattack prediction generates very
efficient results. On an average, the accuracy of this model was measured as about 95%.

Normally, the attack tree simulates the decision-making process that a cyberat-
tacker will like to take in the certain given conditions. That cyberattack tree is very easy
to understand for the security professional because it uses many easy-to-understand
steps in the modeling of the attack tree.

A large number of new cyberattack prediction models and even tools have emerged
in the market that can be used for this purpose of detecting the probability of the cyber-
attacks on your digital environment.

8.2.3 Cyberattack Prevention

The prevention of cyberattacks (thematic image in Figure 8.7) is the most critical aspect
of the cybersecurity, which includes the detection, prediction, and disaster recovery
activities. But the most important of all is the cyberattack prevention. This is a proactive
process in which the security system and the concerned security professional preempt
the possibility of cyberattacks.



8 e Prevention from Cyberattacks 155

FIGURE 8.7 Cyberattack prevention.

In the modern cybersecurity field, many cyberattack prevention systems have
already been introduced. The IPS is one of the most important tools to name among
such cyberattack prevention mechanisms.

Other than the software systems installed to prevent any cyberattack before it can
inflict substantial damage, the security professionals and the entrepreneurs should also
take their proactive responsibilities and implement the standard cyberattack prevention
measures effectively. Among such preemptive measures, the important ones are listed
below:

e Follow security guidelines strictly.

e Update all software applications and tools.

* Keep a close eye on the internal and external threats.

e Always backup the critical data and store safely.

* Make an emergency plan to cope with any disastrous situation.

The most important algorithm used in the cyberattack prevention approach is the sniffing
and analysis of the incoming traffic from different sources. The close monitoring of the
traffic patterns, traffic type, and other characteristics of the traffic will help you detect
the intention of the traffic. Once the traffic nature is known, the system can take the
predefined actions to prevent the attackers to succeed in their malicious activities.

In this approach of cyberattack prevention, the suspected traffic once found is
either blocked or redirected to the other dummy servers. The traffic analysis is a very
powerful component for the security professionals as well as for the operations team to
monitor the quality, condition, and performance of the communication.

Many software programs are used for sniffing the traffic packets to know about
the details of the traffic. These packets are analyzed for the origination, destination,
and content of the traffic. Other than these three major components, the sniffers also
investigate different attributes of the packets such as port numbers, payload size, and
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other factors. If any traffic is coming from a suspicious destination or terminating at
unauthorized point in the network, the traffic is either diverted or stopped.

This type of security measure is mostly taken through IPSs and other sniffer
software tools, which monitor the traffic and analyze it as per preconfigured criteria and
actions. This approach is widely used in the modern cyberattack prevention mechanisms.

8.3 FIREWALLS

We talked about the basics of firewalls in Chapter 1, and the firewall settings were
discussed in Chapter 6. In this section, some practical tips will be mentioned for acti-
vating a firewall. Also, some related issues will be discussed that are imperative for a
network security professional or enthusiast to know. As we know, firewall (Figure 8.8)
is the most important and first layer of defense for any online network. It has been used
extensively in the cybersecurity field for over 25 years now. A firewall basically acts as
the filter for the traffic, both incoming and outgoing.

A firewall checks and monitors the traffic continuously before the traffic enters
into the network. It monitors and analyzes the incoming traffic to avoid any attack
originating from the external untrusted sources. Similarly, it monitors the patterns and
parameters of the traffic originating from the internal networks and going out to certain
networks.

FIGURE 8.8 Firewalls (thematic image).
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Firewalls can either be a software program installed on the servers, computers, or
routers to safeguard any computer, server, or even the entire system, or be a dedicated
hardware device loaded with the dedicated firewall software on it. In our daily use, for
PCs and mobile devices, we use the software firewalls installed on those devices to
protect us from external deliberate attacks by the hackers.

Big networks, such as enterprise networks, corporate networks, service providers,
data centers, and government departments normally use the dedicated firewall devices
with specialized firewall programs running on those devices. The terminating traffic
enters the network through firewall.

The firewall checks the traffic as per its configurations that were set earlier. If the
firewall finds any kinds of problem or threat in the incoming traffic, it will not allow
entering the network by either redirecting or blocking the traffic.

Normally, there are many advanced settings and features in the firewalls, which
can be activated, customized, and configured so that the high level of network security
can be achieved. But using all features and capabilities creates communication delays
and performance issues due to heavy use of resources for detailed analysis of the traffic.

Therefore, the main and very important features are configured so that the perfor-
mance of the communication services can be maintained.

Let us have a look at how to activate and configure software firewalls on different
computers.

8.3.1 Activating Windows Firewall

All the latest Windows operating systems come with integrated software of firewalls.
You can easily turn on the Windows firewall software and configure as per your require-
ments. The newer versions such as Windows 10, Windows 8, and Windows 7 have two
types of firewalls installed on the systems. So you need to enable both of them as per
your required security level.

8.3.1.1 Windows 10 firewall

Windows 10 comes with two types of firewalls. They are listed below:

¢ Windows Firewall
¢ Windows Defender Firewall

It is highly recommended to configure both of the firewalls so that your computer and
any network lying behind your computer remains safe from any malicious attack origi-
nated from the untrusted resources. Windows Firewall should be enabled by default
to protect your computer on Windows 10, and you should also configure the Windows
Defender Firewall by taking the following steps:

* Click the Start 58 button.
« Choose the Settings %2 option.
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FIGURE 8.9 Windows security page.

e Choose Update and Security option.

e Select Windows Security. Windows security page appears (Figure 8.9).
e Finally choose Firewall & Network Protection option.

e Turn the button to On position.

You can configure other parameters by just clicking the links shown in the above figure
and then set the required parameters of the traffic or internal device.

8.3.1.2 Windows 7 firewall
Like Windows 10, there are two firewall software embedded in the Windows 7 operating

system. It is highly recommended to enable and use both of the firewalls listed below:

¢ Windows 7 Firewall
¢ Windows Defender

Let us know how to work with both the firewalls on Windows 7 operating system.

8.3.1.3 Enabling Windows 7 firewall

In Windows 7 operating system, Windows Firewall is enabled by default for both the
private and public networks. The private networks include both the home and work net-
works. We can configure Windows 7 Firewall for exceptional traffic source and other
features and capabilities.

To open the Windows 7 Firewall, take the following steps:

* Click the Start %@ button.
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FIGURE 8.10 Windows Firewall settings.

e Choose the Control Panel option. All windows configuration options appear.

e Click the Windows Firewall link. Windows Firewall settings page appears
(Figure 8.10).

e Click the “Allow a program or feature through Windows Firewall”
(Figures 8.11 and 8.12) link to add the ports and services through Windows
Firewall. You can also unselect the programs and features to set their direct
access to the internal network and resources.

e Click the “Change Notification Settings” link to modify the firewall settings
for both the private and public networks as shown in Figure 8.13.

e If you have any other program, which is not listed on the above list, but you
want to add on the exception list, then click the “Allow another program...”
button.

e New pop-up window appears with the list of the other programs installed on
your computer

e Choose the desired program that you want to add to the exception list.

e Click the “Browse...” to locate the desired program that does not appear in
the list of the programs.

e Locate the desired program and include in the list.

e Finally click the “Add” button. The desired program will show up in the
exception list of the Windows 7 Firewall.

e Select that desired program and change the configuration settings by clicking
on the “Change Settings” button located at the top of the window.

» For configuring the firewall advanced settings, click the “Advanced Settings”
link in the left panel. The advanced settings window appears as shown in
Figure 8.14.

* On the advanced settings page, you can configure advance rules such as
inbound traffic rules, outbound traffic rules, connection security rules, and
monitoring capabilities.
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*  You can add different inbound and outbound profiles to make your network
security more advanced and professional.

e If you have already a defined security policy in a text form, you can import
that security policy by clicking “import policy” link and following the
instructions.

e Click the “export policy” to export the security policy enabled on your
computer for backup or using on the other computer.
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8.3.1.4 Enabling Windows firewall service

In windows operating system, Windows Firewall is embedded in the system as a service.
You can enable it as an automatic or manual service. You can also disable it directly in
the windows services panel.

Take the following steps to enable the Windows Firewall service:

* Click the Start && button

e Search for services in the search bar, and click the Services link (Figure 8.15).

e Locate the Windows Firewall service (Figure 8.16) from the list.

* Right click on the firewall service and choose the desired option that includes
start, stop, properties, and other options.

Programs (4)

IQ, Services

%. Component Services
l?a Internet Information Services (IIS) Manager
57 services

Control Panel (5)

& View local services

Manage Information Cards that are used to log on to online ser...
Windows CardSpace

1™ Allow remote access to your computer

1™ Allow Remote Assistance invitations to be sent from this comp...

Microsoft Office Outlook (4)

9 See more results

|services| x | [Shutdownl b]

FIGURE 8.15 Searching “Services”.
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FIGURE 8.16 Windows Firewall.
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FIGURE 8.17 Windows Firewall turned off warning.

Note: If you turn off the Windows Firewall, the computer will warn you that the
firewall is turned off (Figure 8.17) and your computer might be at risk.

You can also turn on the firewall by directly clicking on the pop-up message and
choosing the “firewall turn-on” option.

8.3.2 Traffic Issues

8.3.2.1 What are traffic rules?

Traffic rules define the criteria for the traffic — both inbound and outbound — to pass
through the firewall. In the traffic rules, different parameters are used to define the
authorization of the traffic either to pass through or to stop at the security firewall.
The traffic rules are classified into two types:

e Inbound traffic rules
¢ Qutbound traffic rules

The inbound traffic rules apply to the traffic coming from the other networks or
hosts to the computer on which the firewall is configured. The outbound traffic rule
applies to the traffic that originates from the device on which the firewall is installed.
The rules are defined based on the port numbers, users, programs, services, and
protocols.

Then the rule is applied to different user profiles, network adopters, and service
profiles. Multiple rules for inbound and outbound traffic can be created. The created
rules can easily be modified and removed if needed. You can enable and disable the
rules used by the Windows Firewall. Any rule that is green in the list is active or
enabled, while any rule that is gray is disabled. You can change the status of the rules
whenever you like to do so.

To know about the rules, you need to right click the rule >> click the Properties
option. The details of the rules appear as shown below

¢ Click Protocol and Ports tab to know about the port and protocol details.
e Similarly, for services and program traffic profile, click Program and
Services tab.
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8.3.2.2 Creating a new inbound rule

You can create four different types of inbound security rules on your firewall by using

the advanced settings (Figure 8.18). These four types of rules are listed below:

As an example, let us create one inbound connection rule. For creating an inbound rule,

Program connection rule

Port connection rule

Predefined connection rule for windows experience
Custom connection rules

take the following steps:

Open Control Panel on your computer.

Click the Windows Firewall link on the control panel list.

Click the Advanced Settings link in the left panel of the firewall window.
The Windows Firewall with Advanced Security window appears, as shown
in Figure 8.19.

Click the Inbound Rules link in the left pane of the window.

Click the New Rule link on the right pane of the window, the New Inbound
Rule Wizard will appear (Figure 8.20).

Select the type of inbound rule by choosing the desired radio button —
program, port, predefined, or custom.

As an example, click the Program radio button to create a rule for the
connection that controls a particular program and click the Next button.
Choose the path of the desired connection or select all program option, and
click the Next button.
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FIGURE 8.18 Blocking connection.
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FIGURE 8.20 New Inbound Rule Wizard window.

e Choose any one of the desired options for the connection to take actions.
The options to choose through radio buttons include Allow the connection,
Allow the connection if it is secure, and Block the connection. Choose
Block the connection option in our example.

e Click the Next button.

e Choose the desired profile from the available list of three profiles — Domain,
Private, and Public. In our case, we choose the Public option and click the
Next button.
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* Add the suitable name for this rule along with the description in the
respective fields as shown in Figure 8.21. In our case, it is “Inbound 1”
rule name.

¢ C(Click the Finish button. The inbound rule has been created, and it
appears in the right pane of the Advanced Security window as shown in

Figure 8.

22.

@ New Inbound Rule Wizard [X]
Name
Specify the name and description of this rule.
Steps:
@ Rule Type
@ Program
@ Action
@ Profile Name:
@ Name
Description (optional):
[ <Back [ Fnsh ][ cancel ]
FIGURE 8.21 Adding name for rule.
& Windows Firewall with Advanced Security [=®] =
File Action View Help
KL I ) . —
23 Inbound Rules » -
Name Group Profile  Enabled  Acti ~ ||Tnbound Rules A
Outbound Rules M
i Connection Security Rules @inbound1 Al Yes Allol || &3 New Rule...
» M, Monitoring @ Antivirus Emergency Update Private  Yes Ao/ =l 7 Fitter by Profile N
@ Antivirus Emergency Update Private  Ves Allo - i
@ Bitcoin Core (0SS GUI client for Bitcoin) Public  Yes Allo Filteriby State ¥
@ Bitcoin Core (0SS GUI client for Bitcoin) Public  Ves Allo || 7 Filter by Group »
@ Firefox (C:\Program Files\Morzilla Firefox) Private  Yes Allo View »
@ Firefox (C:\Program Files\Morzilla Firefox) Private  Ves Allo ) Refresh
@ Google Talk Plugin Public  Yes Allo ‘9' .
@ Google Talk Plugin Public  Yes Allo || = BxportList..
@ JIRA Client - desktop client for Atlassian J... Public  Yes Ao |[H Help
@ JIRA Client - desktop client for Atlassian J... Public  Ves Allo
@ Microsoft Office Groove Public  Yes o | R
@ Microsoft Office Groove Public  Ves Allo || @ Disable Rule
@ Microsoft Office OneNote Public  Yes Ao | g cut

FIGURE 8.22 After finishing the procedure of setting rules.
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Similarly, you can create other types of rules by using the same steps and varying
the parameters as per your own security requirements on your firewall.

8.3.2.3 Creating outbound rule

Like inbound rules, you can also create four types of outbound rules to control the
connections of the traffic. To create the outbound rule, take the following steps:

¢ Click the Outbound Rules in the left pane of the Advanced Security window.

e Click the New Rule... link in the right pane. The New Outbound Rule
Wizard appears.

e Choose the desired type of rule and click the Next button.

e Choose the program path and click the Next button.

e Choose the desired action to take through this rule and click the Next button.

e Select the desired profile of the outbound rule and click the Next button.

e Choose the desired name and description of the outbound rule and click the
Finish button.

e The desired outbound rule has been created successfully, and it appears in
the right pane of the window.

8.3.2.4 Creating connection security rule

Unlike the inbound and outbound security rules, which apply only to the computer
itself for the traffic security, the connection security rule applies to the whole connec-
tion connecting two computers on a computer network. The connection rule defines the
security of the communication between the two computers, such as how the data will
travel, what encryption, and other security measures will be taken.

For using the benefits of this feature of the Windows Firewall, you need to define
the same connection rules on the two computers that communicate with each other. If
one computer has this rule, while the other computer in communication does not have
this rule, you cannot benefit from this feature of firewall’s advanced security.

Let us have a look at how to create a connection security rule on a network.

* On the Windows Firewall with Advanced Security window, click the
Connection Security Rules link (Figure 8.23) on the left page of the window.

@ Windows Firewall with Advanced Security (=8| ®
File Action View Help
e 2@ =]
& Windows Firewall with Advanc| R Actions
Rul ST WP S NPT : p
B Inbound Rules Name Enabled  Endpointl  Endpoint2  Authentication mod | Connection Security Rules -
B3 Outbound Rules
¥ Connection Security Rules There are no items to show in this view. B NewRule..
» %, Monitoring T Fiter by Profile »
Y Filter by State »
View »
[@ Refresh
2 Export List...
H Hep

FIGURE 8.23 Connection security rules.
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&P New Connection Security Rule Wizard

Click the New Rule... link in the right pane of the window as shown
above. The New Connection Security Rule Wizard appears as shown in
Figure 8.24.

Choose the desired type of rule. There are five types of rules on the options’
list (Figure 8.24).

In our case, choose the Server-to-Server type and click the Next button.
Add single or multiple IPs used on the both end points of the connection as
shown in Figure 8.25 and click the Next button.

Choose any desired option on the requirement window and click the Next
button. In our case, we choose require authentication for inbound and
outbound connections option.

Select the authentication method. You have two options — computer certificate
and advanced. Choose computer certificate in our example (Figure 8.26).
Click the Browse... button to locate and select the desired computer certifi-
cate as shown in the following figure.

Click the Next button.

Select the desired profile of the connection security rule from the available
three categories — public, private, and domain. Click the Next button.
Finally, enter the name of the connection security rule and its descriptions.

Rule Type
Select the type of connection security rule to create.

Steps:
& Rule Type What type of connection security rule would you like to create?
@ Requirements
@ Authentication Method © Isolation
Restrict connections based on authentication criteria, such as domain membership or
Profile th status
@ Name © Authentication exemption
Do not authenti ions from the specified computers.

© Serverto-server
Authenticate connection bety the fied t

© Tunnel
Authenticate connections between gateway computers.

© Custom
Custom rule.

Note: Connection security rules specify how and when authentication occurs, but they do not
allow connections. To allow a connection, create an inbound or outbound rule.

Leam more about rule types

< Back 7” Next > ][ Cancel ]

FIGURE 8.24 Rule type.
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@ New Connection Security Rule Wizard

L=

Endpoints

Specify the computers between which secured connections will be established using IPsec.

Steps:

@ Rule Type Create a secured connection between computers in Endpoint 1and Endpoint 2.
O EIUETD Which computers are in Endpoint 12

@ Requirements @ Any IP address

@ Authentication Method © These IP addresses:

@ Profile

@ Name

dit

Remove

Customize the interface types to which this rule applies:
Which computers are in Endpoint 2?

© Any IP address

© These IP addresses:

"E" im | [re
E :

dit

Remove

Leam more about computer endpoints

Jil

([ <Bock ][ Net> J[ concel ]
FIGURE 8.25 New Connection Security Rule Wizard. IP address adding.
@ New Connection Security Rule Wizard L=
Authentication Method
Specify how autt is dfor ions that match this rule.
Steps:
@ Rule Type What authentication method would you like to use?
@ Endpoints @ Computer certificate
@ Requirements Restrict c ications to from that have a certificate from this
& Authentication M certification authority (CA).
o pote Sores
@ Name
e
CAname: C=SE, O=AddTrust AB, OU=AddTrust Extemal TTP M Browse...
[7] Accept only health certificates
These certfficates are issued by Network Access Protection health certificate
servers.
© Advanced
Specify custom first and second authentication settings.
Leam more about auth ion methods
[ <ok J[ Net> J[ Concal |
FIGURE 8.26 Choosing computer certificate.
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e Click the Finish button. The desired connection security rule has been
created successfully, and it appears in the right pane of the advanced firewall
settings window.

8.3.2.5 What is the monitoring feature on
advanced firewall settings?

Windows Firewall offers the capabilities of monitoring of the security rules on any
particular profile. You can see security monitoring on different active connections,
rules, and other security associations active on your computer.

Monitoring displays only active inbound, outbound, and firewall rules. So, you
cannot see any other rules and security features enabled on any other network profile, if
that is not active at the time of viewing the monitoring status of the firewall.

The pictorial view of the monitoring features on an active network connection is
shown in Figure 8.27.

@ Windows Firewall with Advanced Security

File Action View Help

o I ]
23 Inbound Rules T ésé setlings are being managed by vendor appiication MCATee ENGpoint Securty

&3 Outbound Rules

g? Comred'ion Security Rules Domain Profile is Active 7]
PR Monitoring

B4 Firewall Active Networks
% Connection Security Rul cuny.adian
4 £ Security Associations
|1 Main Mode
|4 Quick Mode Firewall State

& Windows Firewallis off.
® Inbound connections that do not match a rule are blocked.
@ Outbound connections that do not match a rule are allowed.

General Settings

Display a notification when a program is blocked: Yes

Apply local firewall rules: Yes

Apply local connection security rules: Yes 3
Logging Settings

File name: %systemroot %\system32\!
File maximum size (KB): 4096

Log dropped packets: No

Log successful connections: No

g View active firewall rules
g View active connection security rules

Q View security associations

| Private Profile

Public Profile

FIGURE 8.27 Monitoring features on an active network connection.
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You can also view the status of all active connections, and you can also monitor
the general settings, firewall state, and logging settings through this feature. The active
firewall and connection rules can also be monitored from this window.

8.4 INTRUSION DETECTION/
PREVENTION SYSTEMS

IDS and IPS are the most effective ways of the modern security systems on the networks
as well as on computer host. Let us dive a bit deeper in both of these systems separately.

8.4.1 Intrusion Detection System (IDS)

IDS is a combined system of devices or sensors and the software application. Intrusion
detection system device is also known as IDS sensor.

An IDS system monitors the malicious activities and events on the network as well
as on the host operating system and its major registry files. It works on the basis of
certain algorithms defined for detecting the malicious activities.

Machine learning is used as one of the most important parts of this entire system
for detecting the malicious activities. And, many other algorithms and approaches are
also used in determining the malicious activities. There are three major IDS systems:

e Network intrusion detection system, NIDS
* Host intrusion detection system, HIDS
e Application-based detection system

The network-based IDS monitors and analyzes the traffic patterns and other parameters
on the network traffic. If any anomaly in the traffic is found, it immediately alerts
the network administrator or the security information and event management system
(SIEM) for the corrective measures to safeguard the data and take the effective mea-
sures to avert any cyberattack. SIEM is a centralized security management system
equipped with the security policy, alarm management, and many features related to
network and system security.

The position of the IDS for the internal as well as external traffic is shown in
Figure 8.28.

The host-based IDS system monitors and analyzes the files and events on the
operating system for detecting any malicious activity. Two major detection methods are
commonly used in the IDS systems; they are as follows:

* Anomaly-based detection
e Signature-based detection

It is very important to note that IDS is also capable of identifying and detecting the
hacking attacks from within the system along with the external intrusion detection.
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IDS

|
s o [ | @ Company network

==l

Firewalls

Internet @
Company network
Router
IDS

FIGURE 8.28 Intrusion detection system, IDS.

Host-based IDS takes images of the file frequently and compares them with the
previous one. If any anomaly is found, it alerts the network administration or central-
ized security system for the subsequent actions.

The network-based IDS systems monitor and analyze the data packets passing
through the network. You can install the data sensor at any point in the network — internal
or external network sides. Application-based IDS is precisely referred to as AppIDS.
This is developed for a particular application that may include content management
system, database system, or accounting system.

The major functions of a good IDS include the following in the real-world sequen-
tial order:

¢ Data collection

¢ Feature selection
e Analysis of data
e Action

The security of networks and servers is becoming a big challenge not only for the
security professionals but also for the enterprises and corporations. The newer secu-
rity technologies are emerging, and the IPS is the advanced system for detecting and
preventing the cyber threats on the network.

8.4.2 Intrusion Prevention System (IPS)

Firewall and intrusion detection are two major components of a security system in a
network or on a host. But they have their own shortcomings that do not make them a
perfect security tool. For instance, firewall is only able to block the traffic that uses the
port numbers that are not configured for the authorized traffic in the system; that means,
it is able to block any port that is not in use for the genuine traffic. But a security firewall
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is unable to stop the malicious traffic that is passing through the allowed port. If hackers
exploit the vulnerabilities of the allowed ports, firewall can easily be deceived.

On the other hand, the IDS is capable enough to analyze and detect the malicious
traffic passing through the allowed ports, but still not able to take any appropriate action
against that breach. So, the security people needed an advanced system that could auto-
matically take actions against the intrusion into the system. Hence, IPS was introduced
that has advanced capabilities to detect, analyze, and prompt an appropriate action against
any intrusion (Figure 8.29). Figure 8.30 shows the picture of a Cisco IPS 4240 Sensor.

The main advantages of the IPS system include the following:

e Offers a comprehensive network security.

* Offers robust protection against viruses or even any other traffic designed for
attacking any network or web service.

e Offers details of the origination of the cyberattack.

* Automated response to the attacks and proper event recording.

* Provides instant alerts and preemptive actions.

» Stops access to email contacts

IPS

— .
E[:'] Ei

Router Database
!Q = I | Attacker

Connected internal hosts

| |
e Network

[ [

FIGURE 8.29 Intrusion prevention system (IPS) — advanced IDS.

FIGURE 8.30 Cisco IPS 4240 sensor.
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* Prevents reversal of the system directories.
* Protects all resources of the system and network.

Like IDS systems, there are two main types of IPS systems, which are given below:

* Host-based intrusion prevention system (HIPS)
e Network-based intrusion prevention system (NIPS)

The HIPSs are normally software-based IPS systems, but not all the time. Similarly, the
NIPSs are normally appliance-based systems, but not every time. The main approaches
and algorithms used by both the HIPSs and NIPSs are listed below.

* Protocol anomaly detection approach

* Detection of state-full signature approach
* Kernel-based approach

* Sandbox analysis approach

* Software-based heuristic approach

e Combined or hybrid approach

The latest IPSs mostly rely on multiple approaches used in an effective combination
so that the threats can be detected, analyzed, and preempted more effectively and
comprehensively.

8.5 AUTHENTICATION USING HASH

Hashing (Figure 8.31) is a type of computer process in which certain information in
plain language is transformed into fixed-length short codes that are not understandable
for a normal reader without any help of computer and processing through the hashing
function. The hashing is used for the security and integrity of the messages transported
over the Internet.

Authentication using hash is a type of authentication of the message to make sure
that the data has not been altered and the sender is the person that the receiver wants to
receive data from. Hashing is also extensively used in the databases for indexing and
retrieving the data strings fast.

The major hashing techniques include the following:

e Cryptographic hash functions (CHFs)
* Message authentication code (MAC)
* Digital signature (DS)

Many kinds of authentication methods based on hashing functions are used for the
integrity and security of the messages sent over the Internet. A few of them are listed
below:



8 e Prevention from Cyberattacks 175

Message block (Variable length) |

l

Hash value
(Fixed length)

FIGURE 8.31 Schematic diagram of hashing process.

* Message Digest 2 (MD2)
* Message Digest 4 (MD4)
* Message Digest 5 (MD5)
e Secure Hash Algorithm (SHA)

In the abovementioned hashing methods, the MAC and DS use the private key for the
authentication of the message at the receiving end. But the CHFs do not require private
or secret key for the authentication of messages.

Cryptographic functions do not use the secret key over the Secure Sockets Layer
(SSL) encrypted connection for the transportation of the information or messages. The
most commonly used cryptographic functions on SSL presently are: MDS5 and SHA.

8.5.1 Message Digest 5

MDS5 is a hashing algorithm most extensively used in the SSL encryption protocol.
It is a one-way hashing function that takes the message of any length as an input and
returns a fixed length of encrypted code (i.e., which is fixed in length). This code is
used for the authentication of the message to check its originality and integrity of the
content.

The MDS5 algorithm is governed by the Internet Engineering Task Force via
RFC 1321. The fixed output generated by the MD5 encryption algorithm is 128-bit
message digest. At present, for high-tech cybersecurity field, 128-bit encryption is not
considered as the high level of security anymore. It is recommended to use at least
256-bit or higher level of encryption methods. This series of encryption functions
starting from MD2, MD4, and MDS5 have been designed by Ronald Rivest. The latest
version in the market is MD6, which is 256-bit based encryption.
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8.5.2 Secure Hash Algorithm

SHA is a hashing algorithm. It has multiple versions in the series, such as SHAQ,
SHAI1, SHA2, and SHA3 with different capabilities and features. This algorithm was
developed by the US National Security Agency (NSA).

SHAs are published and governed by the National Institute of Standards and
Technology (NIST), which is a US standard organization. The latest standard SHA3
is capable of encrypting the data with 224-bit, 256-bit, 384-bit, and 512-bit encryption.
But the most commonly used SHA algorithm is SHA3 with 256-bit encryption.

8.6 MULTI-FACTOR AUTHENTICATION

Multi-factor authentication (as we discussed previously in Chapters 1 and 7) is another
very useful and effective way to prevent the threats of cyberattacks. It is highly recom-
mended in the modern field of cybersecurity that your passwords should not only be
strong, but should also be powered by the multi-factor authentication process so that the
malicious activities to steal your passwords can be averted easily.

In multi-factor authentication, the access to the digital resources such as computer
system, web account, cloud service, or any other digital access is not granted through
just one credential like password. But you have to provide more credentials other than
the password.

The additional factors other than username/password can be generalized in three
categories as shown in Figure 8.32.

One factor should be the knowledge question, which relates to some knowledge that
only you know, and the other factor is referred to as biometric, which is unique and only
you can be that. The third category of multi-factor authentication is referred to as one-
time password (OTP), which only you can have through email, mobile, or you already
have it as a hard key.

Those credentials are normally one-time-use codes to access the digital resources.
Among such second factor for the authentication may include the following factors:

Password"

oTP

FIGURE 8.32 Multi-factor authentication.
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* Short code sent through mobile phone
* A user-generated pin on the system

* One-time password (OTP)

* Digital signature

» Fingerprints

* Key fobs

* Digital card swiping

The computer processors have become very fast with the advent of advanced
computing systems such as general-purpose graphics processing unit or GPGPU and
other techniques of processing. It has become comparatively easy to break the pass-
word through brute force attacks. So, you need multiple factors to make your digital
resources secure.

For instance, some hacker has succeeded in breaking your password through
super-processing devices, and he wants to access your resources. He can eas-
ily access your account and hack your account if you do not have the multi-factor
authentication activated. But if you have activated the multi-factor authentication on
your digital account, the hacker will be asked to enter the other authentication fac-
tors that you have enabled on your account such as fingerprints, card swipe, OTP, or
mobile code.

The hacker has no control over your phone number or other data. Thus, he/she will
not be able to get access to your account despite the fact that he has stolen your legiti-
mate password.

The multi-factor authentication will also alert you that someone has attempted to
sign into your account by sending you the second factor code to enter. Thus, that will
also be your alert to change the password again.

So, the multi-factor authentication is a very useful tool in maintaining a high level
of security of your digital accounts and resources. The most commonly used multi-
factor authentication method in the present days is the two-factor authentication through
mobile or email.

This method uses your mobile phone or email to send you a one-time-use code to
enter whenever you login to your account. Thus, your accounts remain safe and your
password becomes a strong factor of your digital account security.

8.6.1 Activating Two-Factor Authentication

As discussed before, two-factor authentication is one of the most popular methods of
multi-factor authentication system. It is extensively used by the private as well as public
companies for the security of the passwords. The major cloud-based services offer the
capabilities of two-factor authentication; among such services, Google, Yahoo, Hotmail,
Facebook, and YouTube are a few to name.

Many private organizations either install or purchase the two-factor authentication
service for their employees to use the higher level of security. Let us have a look at the
step-by-step procedure to enable a two-factor authentication on the most commonly
used cloud service by Google.
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Take the following steps, to activate the two-factor authentication on Google
account:

Step #1: Login to your Google account by entering your username and pass-
word. Or, click on the thumbnail image of your account located at the right
corner of your Gmail account (Figure 8.33). Whatever the interface is, more
or less the steps would remain the same.

Step #2: Click the Google Account button. The Google account settings page
appears as shown in Figure 8.34. Here on this page, you can configure activa-
tion and different features and capabilities along with enabling the two-factor
authentication service offered by the Google.

Step #3: Click the Security link on the left page of the Google account settings
page. The Signing in to Google option appears on the page.

«)> C @ @ @ https://mail.google.com/mail/#inbox e @ || Q search
= |V| Gmail Q_ Search mai .
o- ¢ “le1 <
F compose
[ Primary 2% Social @  Promotions
& nbox
% Starred Google Community Te. John, welcome to your new Google Account - Hi John, Thank you for creating a Google Account. Her. 1412 °
© snoozed
> sent
- x
B onafs 0% Account Created @ Lo ot e Get Gmail for mobile +
v More
Import contacts and e .
Choose a theme Chan rofile image
S - + Setup progress @ @ emails . =P .
0GB (0%) of 15 GB used Terms - Privacy - Programme Policies Last account activity: 5 minutes ago
Manage Details
FIGURE 8.33 Gmail window.
Go gle Account Q, Search Google Account
Home ORI
® Signing in to Google
[ Personal info -
@ SScunty Password Last changed 19 minutes ago >
2, People & sharing
Use your phone to sign in @ off >
3 Payments & subscriptions
2-Step Verification Q@ off >

@ Help

[1]  send feedback
Ways that we can verify that it's you

These can be used to make sure that it's really you signing in or to con-
tact you if there's suspicious activity in your account

FIGURE 8.34 Google account settings page.
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Step #4: Click the 2-Step Verification link located in the signing in to
Google block as shown in Figure 8.34. The 2-Step Verification page appears

(Figure 8.35).

Step #5: Click the Get Started button. The account login verification page
appears requiring you to enter your active and valid password of the account.
Enter the password to proceed. The 2-Step Verification wizard appears as

shown in Figure 8.36.

Google Account

& 2-Step Verification

Protect your account with 2-Step Verification

Each time you sign in to your Google Account, you'll need your password and a verification code.

Find out more

Add an extra layer of security
Enter your password and a unique verification code that's
sent to your phone.

Keep the bad guys out

-
-
. Even if someone else gets your password, it won't be

enough to sign in to your account.

FIGURE 8.35 Two-step verification page.

Google Account

& 2-Step Verification
W |

Let's set up your phone

What phone number do you want to use?
v 492

Google will only use this number for account security.
Don't use a Google Voice number.
Message and data rates may apply.

How do you want to get codes?

@ Textmessage (O Phone call

Don't want to use text message or voice call?

Choose another option

Step10of3

FIGURE 8.36 Two-step verification wizard start.

GET STARTED

NEXT
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Step #6: Select the country and enter the valid phone number that you want to
use to receive the text message from Google server. Also select the way you
want to be contacted for the second factor security code. Google offers two
options — text message and phone call. Click the NEXT link.

Step #7: A five-digit random code will be sent to your mobile for one-time use.
You need to enter that code in Enter the Code field as shown in Figure 8.37,
and click the NEXT link. The confirmation page will appear as shown in
Figure 8.38.

Google Account

¢ 2-Step Verification

Confirm that it works

Google just sent a text message with a verification code to smituuming.
Enter the code

Didn't get it? Resend

BACK Step2of 3 NEXT

FIGURE 8.37 Confirming the code sent via phone number.

< 2-Step Verification

It worked! Turn on 2-Step Verification?

Now that you've seen how it works, do you want to turn on 2-Step Verification for your Google
Account jmarker1857@gmail.com?

Step3of 3 TURN ON

FIGURE 8.38 Confirmation window.
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Step #8: Click the TURN ON link to confirm your selections. The desired
two-factor authentication on your Google account has been succeeded. You
can modify your information or turn off the two-factor authentication, if you

want as shown in Figure 8.39.
Step #9: You can also choose to inform Google to login to your account without
typing in the code by adding the ADD GOOGLE PROMPT option. The

pop-up window appears (Figure 8.40).

¢ 2-Step Verification
2-Step Verification is ON since 6 Feb 2019

Your second step

After entering your password, you'll be asked for a second verification step. Find out more

Get a Google prompt on your phone and just tap Yes to sign in. ADD'GOOGLE PROMET

5 Tired of typing verification codes?

p Voice or text message (Default) @
ORI \/c:ificd /7

Verification codes are sent by text message.

FIGURE 8.39 Turn off option window.

Get a Google prompt to sign in

Instead of typing verification codes, get a prompt on your phone and just
tap Yes to sign in

CANCEL  GET STARTED

FIGURE 8.40 Google prompt sign in.
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Add phone

We recommend using a phone with a screen lock to sign in.

A Yourphone

You may need to sign in to your phone again because you
recently changed your password.

Set up your Android phone A

1. Open the Settings app on your phone
2. Tap Accounts, then Add Account

3. Select Google and sign in

4. Click here to try again

Set up your iPhone (5S or later) v

[l

CANCEL NEXT
FIGURE 8.41 Adding phone number.

Step #10: Click the GET STARTED link on the pop-up message. The Add
Phone option appears (Figure 8.41). Google supports adding Android and
iPhone for this service. Go to your desired phone and set your phone for the
Google Yes to login option. The phone that you added will automatically
appear; if not, you need to click the “Click here to try again” link.

Step #11: Click the NEXT link. And you will be asked to enter the code you
received on your mobile. Go to the mobile phone and click the “Yes” push noti-
fication that you received from the Google server. You will be automatically
logged into your account without typing the code in your Google account.

8.6.2 Creating Application Specific Passwords

Google offers great security with two-factor authentication on your devices. Google
also offers the high security on using third-party applications on your mobiles. When
you use any third-party application on your mobile device with your Google account,
you will need to generate an application-specific password from the Google account.
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To generate an application-specific password, take the following steps:

* Login to your Google account (Figure 8.42).

e Click the Avatar button and then choose the Google Account option.

The account settings page appears.

e Click the Security link on the left pane of the page. The security settings

appear.

e Click the App Passwords link. Google asks to verify your password.

e Enter your valid password (Figure 8.43) and click the Next button. The App
Password page appears as shown in Figure 8.44.

e Select the desired app and the device type that you use from the drop-down

arrows as shown in Figure 8.45.

Go gle Account Q, Search Google Account
@ Home Signing in to Google
[E5 Personal info

(® Data & personalisation

B security Password

2, People & sharing

2-Step Verification
= Payments & subscriptions

App passwords

9

Help

FIGURE 8.42 Google account log in.

Google
John Marker

Last changed 6 Feb >

© on >

None >

° jmarker1857@gmail.com v

To continue, first verify that it's you

l

[ Enter your password

N

Forgot password?

FIGURE 8.43 Entering password.
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Google Account

< App passwords

App passwords let you sign in to your Google account from apps on devices that don't support 2-Step
Verification. You'll only need to enter it once so you don't need to remember it. Learn more

You don't have any app passwords.
Select the app and device for which you want to generate the app password.

Select app v Select device v

GENERATE

FIGURE 8.44 App password window.

Google Account

¢ App passwords

App passwords let you sign in to your Google account from apps on devices that don't support 2-Step
Verification. You'll only need to enter it once so you don't need to remember it. Learn more

You don't have any app passwords.
Select the app and device for which you want to generate the app password.

Select app Select device v
Mail
GENERATE
Calendar
Contacts

YouTube

Other (Custom name)

FIGURE 8.45 Selecting app.

e Click the GENERATE button. The app password will be generated as shown
in Figure 8.46.

e Afull details of how to use the application-specific password is also described.

e Copy this application-specific password.

e Open the application on the selected device that you want to link with your
Google account for using the applications.

» Enter the application-specific password in the application and click the login
button to login to that particular application.

e All these app-specific passwords are saved for future use of that password on
that particular application.

* You can create passwords for other applications by following the same
procedure.
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Generated app password

Email

securesally@gmail.com

Password

FIGURE 8.46 Generating app password.

Your app password

anxn bmio lmnp fcci

How to use it

Go to the settings for your Google Account in
the application or device you are trying to set
up. Replace your password with the 16-
character password shown above.

Just like your normal password, this app
password grants complete access to your
Google Account. You won't need to remember it,
so don't write it down or share it with anyone.

DONE

8.6.3 What If Your Phone with All
Apps Enabled Is Lost?

Google offers a robust security for all your devices, but you have to be proactive enough
to follow the security measures in case you lose your mobile. First of all, you should
revoke the application-specific passwords on any of your device. To do so, take the

following steps:

e Go to your account settings and click the Security link on the left pane

(Figure 8.47).

e Click the App Passwords link. The existing application-specific passwords

will appear (Figure 8.48).

* Click the ® icon to delete the application-specific passwords.

*  Your applications will logout on your mobile device that you lost. You can
create new application-specific password on your new device.

e Change the password of your Google account and its backup numbers.

e It is always recommended to add backup phone number so that you can
recover your Google account in case of losing mobile device with the primary

phone number.

* Another option is to save the codes that you generated on your computer.
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Q@ tHome Signing in to Google
5 Personalinfo =
B security Password Last changed 6 Feb >
2, People & sharing

2-Step Verification @ on >
B3 Payments & subscriptions

App passwords 2 passwords >
@ Help

FIGURE 8.47 Security option.

< App passwords

App passwords let you sign in to your Google account from apps on devices that don't support 2-Step
Verification. You'll only need to enter it once so you don't need to remember it. Learn more

Your app passwords
Name Created Last used
YouTube on my iPhone 14:10 - [}
Mail on my iPhone 1410 - ]
Select the app and device for which you want to generate the app password.
Select app v Select device v
GENERATE

FIGURE 8.48 App passwords option.

8.7 MAC COMPUTER FIREWALL
CONFIGURATION

Mac computers are brand names of Apple Inc. Mac computer runs on operating systems
called OS X and macOS. The Apple computers’ operating system evolved from its OS X 10
beta release in 2000. From there on, the OS X 10 releases continued till OS X 10.11 com-
monly known as El Capitan (Gala), which was released in the month of September, 2015.

Afterward, the OS X name was changed to macOS. The first version was named as
macOS 10.12 Sierra. The latest version of Apple computer operating system is macOS
10.14 released in September 2018.
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The firewall functionalities are inbuilt in the macOS operating systems
(Figure 8.49). By default, the firewall blocks any traffic terminating on the unused
ports. The open ports are normally exploited to scan the security and other settings
of your computer by the hackers. So, you should enable the firewall on your Apple
computer to keep the hackers at bay.

You can configure and activate the exceptions on the enabled ports by taking the
following step-by-step procedure.

Open the Apple Menu and choose the System Preference option. The
system preference window will open as shown in Figure 8.50.

The Evolution

MacOS

FIGURE 8.49 Mac computer firewall configuration.

@00 System Preferences
Personal
- - - 3 . / %
=T = e O
General Desktop & Dock Mission Language Security Spotlight  Netifications
Screen Saver Control & Text & Privacy
Hardware
€ = 1 = L — = 9
CDs & DVDs Displays Energy Keyboard Mouse Trackpad Print & Scan Sound
Saver
Internet & Wireless
= Y ——
B @ & 0 @
iCloud Mail, Contacts  Network Bluetooth Sharing
& Calendars
System
/k‘ /go) 2 =
Users & Parental Date & Time Software Speech Time Machine Accessibility Startup Disk
Groups Controls Update

FIGURE 8.50 Mac system preferences.
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e Click the Security & Privacy icon. The security and privacy window
appears as in Figure 8.51.

e Choose the Firewall tab on the security and privacy window. The details of
firewall will appear.

e Click the Lock icon at the bottom of the window. Enter the valid
administrator password. You are now logged in as administrator to make
the desired changes in the Firewall and other security settings. All inactive
buttons will activate.

e Click the Turn Off Firewall button (Figure 8.52), if you want to disable the
firewall. Click the “Start” option to turn on the firewall appears, if you turn
off the firewall.

® 0 < HH Security & Privacy Q Search

General  FileVault m Privacy

© Firewall: On Turn Off

The firewall is turned on and set up to prevent unauthorized applications, programs, and
services from accepting incoming connections.

FIGURE 8.51 Security and privacy window.

® O < i3 Security & Privacy Q Ssearct

General Filevault m Privacy

@ Firewall: On Turn Off Firewall

The firewall is turned on and set up to prevent unauthorized applications, programs, and
services from g incoming conr S.

Firewall Options...

-~
n Click the lock to prevent further changes. Advanced... ?

FIGURE 8.52 Firewall options.
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Block all incoming connections

Blocks all incoming connections except those required for basic Internet services, such as
DHCP, Bonjour, and IPSec.

File Sharing (SMB) ® Allow incoming connections
com.bohemiancoding.SketchMirrorHelper @® Allow incoming connections <
< Sketch @® Allow incoming connections <
+

Automatically allow built-in software to receive incoming connections

Automatically allow downloaded signed software to receive incoming connections

Allows software signed by a valid certificate authority to provide services accessed from the
network.

Enable stealth mode

Don't respond to or acknowledge attempts to access this computer from the network by test
applications using ICMP, such as Ping.

: concel | ETEND

FIGURE 8.53 Application-related connections.

e Click the Firewall Options... button. The list of applications will appear as
shown in the screenshot image in Figure 8.53.

e Select any application shown in the list and then click the (-) sign, if you want
to remove from the list.

e Click on the (+) sign and choose the desired application that you want add
into the list.

e Click the Enable Stealth Mode checkbox to enable the stealth mode for the
hacker to respond to the probing activities on the computer.

e Choose the Block all incoming connections checkbox to stop traffic to any
port on your computer.

e Similarly, select/deselect the Automatically allow built-in software to receive
incoming connections checkbox to activate and deactivate this option on the
firewall of Apple macOS computers.

e Click the OK button to enable the desired firewall settings.

e Close the firewall, privacy & security window to take effect the newly
configured settings of the firewall.

8.7.1 Important Note

The firewall is designed to block the Internet-based incoming connections; so, some
connections that use different protocols at the transport layer may not be affected by
the firewall settings on Apple computers. This is the downside of the Apple firewall.
The connection like AppleTalk, which uses a proprietary protocol, is not affected by the
firewall settings on the Apple computers.
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And, ICMP (Internet Control Message Protocol) pings are blocked by enabling
the stealth mode, which does not allow the external probing that mostly use the ping
command to check the status of the ports and applications.

8.8 CHOOSING THE RIGHT BROWSER

A secure, reliable, and fast browser makes your Internet experience great. Any old
version or bad browser can expose you to the security threats because the browser is the
basic component that you sail on to surf the world of Internet. So, always choose the
right browser that is 100% fit for your requirements, system configuration, and security
level.

For choosing the right browser for your computer, you should have clear knowledge
about the following things:

*  Your system information
*  Your browsing activities on Internet
e Level of security you need

Once you have this information on paper, you can easily take the following steps to
choose the right browser for you and your computer.

e First of all, check the configuration of your computer so that you can find the
most suitable browser that is fully fit with the computer resources.

« Click B button and choose Control Panel option. The control panel window
appears.

e Click the System option on the control panel. The details of your computer
system appear (Figure 8.54).

e Write down the information regarding operating system, service pack, RAM,
system type, and processor information.

*  You need to search for the best browsers suitable for your computer operating
system. This is important to note that there are many browsers for different
operating systems available in the market.

* Go to Internet and Google the best Internet browsers as shown in Figure 8.55.

* Google will return you with the top rated browsers suitable for the operating
system you are using on your computer (Figure 8.56).

e Search for the top ten reviews in the Google.

e Click the toptenreviews.com website to research about the features and
capabilities of the browsers (Figure 8.57).

e Scroll down to the comparative properties on this website as shown in
Figure 8.58.

e Scroll the comparison table to the right to see more features. This compares
many features, performance factors, required system configuration, prices,


http://toptenreviews.com
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@Ov|i » Control Panel » All Control Panel ltems » System

Control Panel H ) ici i
ontrol ranc oS View basic information about your computer

@) Device Manager Windows edition

@ Remote settings Windows 7 Home Premium

@) System protection Copyright @ 2009 Microsoft Corporation. All rights reserved.
@ Advanced system settings Service Pack 1

Get more features with a new edition of Windows 7

System
Rating: m Windows Experience Index
Processor: Intel(R) Core(TM) i3-2350M CPU @ 2.30GHz 2.30 GHz
Installed memory (RAM):  4.00 GB
System type: 64-bit Operating System
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: w

Full computer name: P
Computer description: E T
Workgroup: WORKGROUP

Windows activation
See also Windows is activated

Action Center Product ID: M

Windows Update

Performance Information and
Tools

FIGURE 8.54 Systems window.

Google

best browsers for windows 7|

{=

best browsers for windows 7

best browsers for windows 7 32 bit

best browsers for windows 7 64 bit

best browsers for windows 7 free download

best browsers for windows 7 2018

best browsers for windows 7 pc

best browser for windows 7 32 bit free download
best browser for windows 7 64 bit 2018

best browser for windows 7 ultimate

best browser for windows 7 64 bit 2017

Google Search I'm Feeling Lucky

Report inappeopriste predictions

FIGURE 8.55 Google search for best browser.
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Go g|e best browsers for windows 7 !, Q
All Videos Images News More Settings Tools

Web browsers / windows 7
A

N/

 internet
|Internet10 7 et g

1 Explorer.
Firefox Internet Maxthon Intemnet SeaMonkey Intemet Intemet Waterfox
Mozilla Publi Explorer Freeware Explorer 9 Mozilla Publi Explorer 10 Explorer 8 Mozilla Publi
Proprietary s Proprietary s Proprietary s Proprietary s

FIGURE 8.56 Best browser search.

«>Cc0 a & % @ :

nTOpTenReviews HOME & GARDEN 'YOUR MONEY SOFTWARE & SERVICES HOLIDAY GIFT GUIDES ABOUTUS Q

TOP TEN REVIEWS > SOFTWARE

Best Internet Browsers of 2019

NicoleJohnston - Internet Security & Appliance Editor
Updatedidan8, 2019.

-

FIGURE 8.57 TopTenReviews website.

Vo pTe NReviews HOME&GARDEN ~ YOURMONEY — SOFTWARE&SERVICES ~ HOLIDAYGIFTGUIDES ~ ABOUTUS Q
PRODUCT PRICE %]R:‘G'L COMS‘;i;OBf;.ﬂY FEATURES SECURITY S::PL:):Y EASE OF USE
Mozilla Firefox Check Price 2 98 10 10 10 85 95%
Google Chrome $29.99, Udemy 98 98 10 10 85 95%
Safari Check Price 2 96 98 9 10 10 85%
Opera $7.99, Amazon 95 95 9 10 10 85%
Internet Explorer Check Price 2 91 88 83 10 10 80%

FIGURE 8.58 Comparative properties of different browsers.

and much more. To know more, scroll to the right for information as in the
image in Figure 8.59.

* If you are looking for fast performance with the basic features of bookmarks
and search bars, you would like to use browsers Midori, Vivaldi, Torch, and
similar.
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mTo pTe NReviews HOME&GARDEN ~ YOURMONEY — SOFTWARE&SERVICES — HOLIDAYGIFTGUIDES — ABOUTUS Q
ProDUCT PICE  mipTE  STARIUPTME | TME | srowstmape  SWNCHRONZATON o ilel
Mozilla Firefox Check Price A 1.55SEC 109 SEC 321SEC v v v
Google Chrome $29.99, Udemy 1.56 SEC 1.7 SEC 5.29SEC v v v
Safari Check Price A 1.85SEC 1.3SEC 3.87SEC v v v
Opera $7.99, Amazon 2.2SEC 18SEC 329SEC v v v
Internet Explorer Check Price 2 4.53SEC 2.72SEC 9.88 SEC v v v

<l | st et Tt e | »

FIGURE 8.59 More properties.

» For the performance, reliability and features, you can choose Google Chrome
or Mozilla Firefox for your Windows 7 OS.

e If you have a slow Internet connection and want to use the faster than fastest
browsers, then use the text-based browsers.

e The top examples of text-based browsers include Elinks, WeblE, Lynx,
Labnol.

e If you want to use different types of plugins and other third-party apps, then
choose either Mozilla Firefox or Google Chrome browsers. They are easy to
use with a wide range of plugins.

* Download the browser of your choice once you decided the best fit for you.

 Install the browser and go surfing the Internet.

8.9 SECURE SOCKETS LAYER

SSL is a type of security protocol for secure data transfer from web server to the
browser and vice versa. The SSL is a recognized and standard security protocol that
establishes a secure and encrypted link between the web server and the browser so that
the transactions of data between the client and the server are fully secure and reliable
(Figure 8.60).

SSL

Secure Sockets Layer

FIGURE 8.60 Secure Sockets Layer.
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‘ | « t{
data > ﬂ.‘ efsd > ———data—> D

Encrypt Decrypt

FIGURE 8.61 Symmetric encryption.

There are two most commonly used types of data encryption methods. They are
given below:

* Symmetric encryption
* Asymmetric encryption

Symmetric encryption uses the same key for the encryption and decryption of the data
as shown in Figure 8.61.

On the other hand, the asymmetric encryption uses two separate keys for
encryption and decryption, respectively. Asymmetric encryption uses 2,048-bit keys
nowadays. Previously, it also used the 1,024-bit key, but now, it is not considered as
very safe encryption. Figure 8.62 shows the asymmetric encryption, which uses two
separate keys for encryption and decryption.

SSL protocol works on certain data encryption algorithms. The most com-
monly used public and private key-based encryption uses the following encryption
algorithms:

e Rivest, Shamir, Adleman (RSA) algorithm
» Elliptic Curve Cryptography (ECC) algorithm

The SSL encryption is based on the SSL certificate, which is normally installed on
the web server. The SSL certificate is purchased from the issuing authorities com-
monly known as Certificate Authority (CA) after proper verification of the business
and websites.

Public key exchang >

—data—/> ?ﬂ—efsd—> % —dala—)@l

Encrypt Decrypt

FIGURE 8.62 Asymmetric encryption.
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First of all, you need to generate a certificate signing request (CSR) via local
browser on the web server. This report is a file of data, which includes web server infor-
mation and private key. This CSR is submitted to the certificate authorities for issuance
of certificate. The web administrator and developer request for SSL certificate. When it
is received from the issuing authorities, it is installed on the web server.

When the SSL certificate is installed, the communication between browser and the
server will take place on a secure and encrypted link. On that link, the data travels in
the encrypted form and hackers will not be able to breach the integrity of the data while
in transit over the secure link.

To establish a secure socket connection between server and web browser, the
following steps take place.

* Browser sends the secure connection request through the “HTTPS” request
through the https://websiteURL.

* The web server receives the request and responds with the SSL certificate to
the browser that requested for the certificate.

* The web browser authenticates and verifies that the SSL certificate is valid.
This process is referred to as “SSL handshake”.

*  When the browser verifies the SSL certificate, a padlock icon appears in the
address bar of the browser as shown in Figure 8.63.

e A secure connection is established between browser and web server. Now,
the communication over the link is fully encrypted and secure.

The workflow of SSL link establishment is given in Figure 8.64.

A secure website is the new security standard of safe browsing. It is highly recom-
mended not to visit the websites that are not SSL enabled. The secure websites increase
the trust of the visitors and subsequently increase the conversion rate.

The increase in traffic to your website is another important effect of having your
website a digital certificate for SSL. communication link.

——————y

SSL Certiﬁcate

Q ﬁ https://ww
2

FIGURE 8.63 Padlock icon in the address bar.
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FIGURE 8.64 Workflow of SSL link establishment.

8.10 VIRTUAL PRIVATE NETWORK

Virtual private network or VPN is a type of communication tunnel that is highly secure
for private services and communication over the Internet. It is also known as tunneling
protocol on the public networks.

The main characteristics of a VPN connection include the following:

e Secure, private, and anonymous routing through tunnel

* Encapsulation of one protocol over the other is done to hide the details of the
origination and termination of the communication

¢ Routing of your communication through a proxy server

e It hides your Internet activities from other external interceptions

* Your IP address is masked with the VPN number/address

» History is fully hidden from even service providers

* Hides your location

* Hides your device identity

e It is a complete connection from device to network

In the normal communication over the Internet, hackers can intercept your data packets
and decrypt to know about your communication. But the communication over VPN
is completely hidden, private, and secure passing through a private tunnel, which is
created on the public network. The communication over the VPN connection is near to
impossible to intercept and interpret.

VPN service is extensively used by the corporations and government organizations
for remote work so that the communication remains private and secure from the exter-
nal interceptions. Two major types of VPN connections are commonly used in our
modern Internet services; they are as follows:

¢ Site-to-site VPN connections
¢ Remote-access VPN connections

The site-to-site connections are normally used to connect multiple sites and loca-
tions of a corporation or governmental organization through VPN connections.
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These connections are created over the public Internet via private proxy servers or the
proxy servers of the service providers.

The remote-access VPN connections are normally used for remote work. Any
employee who is traveling can access the corporate or other private networks through a
VPN connection over the Internet. His/her communication with the corporate network
remains private for the other Internet users.

VPN uses encryption to encrypt the data before transporting over the private
tunnel. It also uses other techniques and mechanism to hide the data from any breach.
Then, the original communication protocol is masked with the VPN protocol and
transported over the secure tunnel created between proxy server and the VPN-
enabled device.

The original packet of information is encrypted at the network layer to disguise
it from being identified, and then the entire encrypted packet is repacked into an IP
envelop to travel over the Internet. Thus, the packet data and the message attributes are
disguised in the tunneling process.

The schematic diagram of VPN connectivity on public Internet to connect to the
corporate private network is shown in Figure 8.65.

The main advantages of VPN connection include the following:

e Higher level of privacy

e Greater data security

¢ Better reliability

* Anonymity

e Reduced cost of connection

All of the abovementioned features help you maintain high level of cybersecurity that
helps you prevent any kind of cyberattack on your data and communications.

Home office

Main office

Business partner

obile user

FIGURE 8.65 Virtual private network.
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SAMPLE QUESTIONS AND ANSWERS FOR
WHAT WE HAVE LEARNED IN CHAPTER 8

Q1. What are the key factors for cybersecurity awareness?

A1l: The awareness of the cybersecurity includes the following important factors:

* Continuously educate the people about cybersecurity.

e Make the users realize the importance of password security.

e Train about keeping the software updated.

e Provide guidelines on how to deal with unknown emails.

e Train for the potential social engineering ways that exploit the innocence of
people.

e Implement proper system logout and monitoring mechanism.

Q2. If we constitute steps of activities after a cyberattack has hit, what those
will be?

A2: If we constitute steps of activities after the cyberattack has hit and also has been
detected, we need to do these:

e Survey: Survey the attack to know about vulnerability, damage, and attackers.

e Limit: Limit the attack by blocking, diverting, and isolating the system and
traffic.

¢ Record: Record the impact by recording effects, levels, and disruptions.

* Engage: Engage with concerned agencies and authorities.

* Notify: Notify the affected users and seek legal counseling.

e Learn: Learn a lesson from the attack and prepare for better preventive steps.

Q3. What are the main three tasks for cyberattack prevention?

A3: The approach of prevention of cyberattacks falls in the three major activities as
listed below:

e Detection of cyberattacks
e Prediction of cyberattacks
e Prevention of cyberattacks.

Q4. What is Metaheuristic?

A4: Metaheuristic is a higher-level procedure or heuristic designed to find, generate,
or select a heuristic (partial search algorithm) that may provide a sufficiently good
solution to an optimization problem.

QS. What are the main firewall types?

AS: Firewalls can be either a software program installed on the servers, computers,

or routers to safeguard any computer, server, or even the entire system or it can be a
dedicated hardware device loaded with the dedicated firewall software on it. In our
daily use, for PCs, and mobile devices, we use the software firewalls installed on those
devices to protect us from external deliberate attacks by the hackers.
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Wireless
Network Security

9.1 INTRODUCTION

Wireless networks have got vast grounds in our network communication during the past
couple of decades. Being comparatively new technology, wireless security (Figure 9.1)
is more prone to threats than the wired networks. Wireless network security is a part
of computer network security in which the wireless access points (APs) and wireless

7~

Q

FIGURE 9.1 Wireless security conceptual image.
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cards are used as the points to secure through the latest security protocols, techniques,
and algorithms.

Securing your computers, data, and other digital resources that are connected
through wireless connections is commonly referred to as wireless network security.
Wireless is a medium on which data transfer and computer communication occur. The
protocols that handle the wireless communication such as 802.11b, 802.11g, 802.11n,
and others normally deal with the physical and data link layers of the Open Systems
Interconnection (OSI) model. The upper layers of the communication protocols are
almost same with a little variation in the modern wireless technologies.

The protocol stack of IEEE 802.11 is shown in the Figure 9.2.

It is very important to note that anybody that is in range of the wireless field can
access the signals easily. That means your network is physically exposed to the hackers.
Now, you have to make sure that your network is logically secure. Normally, the security
of the wireless network starts from the network layer, which is third in OSI layer model.

The use of medium access control (MAC) address of the device is also used for the
static configuration of the MAC binding. But in other cases, the security of the network
takes place at the third layer of the OSI model commonly known as network layer.

The gravity of the security problems with the wireless networks can easily be
assessed from this fact that you do not need a wire to connect to the organization
network. You can sit in the parking of the company and can have access to the data
layer level of the network.

Any wireless network-enabled computer connected to the company network
through wire can also behave like a point for the hacker to intrude into your network.
Thus, the wireless network is more prone to security threats as compared to the wired
networks.

The major threat points vulnerable to security breach in a wireless network include
the following:

* Bluetooth connection

e ZigBee connection

e Bluetooth Low Energy (BLE)
* Wireless access point

* Wireless network cards

Layers
Application
Internet Transport
Internet
Wireless data MAC
S

FIGURE 9.2 [EEE 802.11 protocol stack. (ISM means industrial, scientific, and medical).
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The security protocols dealing with the security of the wireless networks are also less
mature as compared to those dealing with the wired networks. The authentication and
encryption protocols are evolving rapidly due to the increased use of wireless networks
in our day-to-day life. The Internet of Things (IoT) is driving the wireless security
market extensively.

The major data encryption and security protocols used by the wireless networks
are listed below:

* Wired Equivalent Privacy (WEP)

¢ Wi-Fi Protected Access (WPA)

¢ Wi-Fi Protected Access v2 (WPA?2)
¢ Wi-Fi Protected Access v3 (WPA3)

Before we deep dive into the security protocol-related wireless security and other mech-
anisms used for securing the valuable data and networks from external threats, let us
have a look at the major vulnerabilities of a wireless network.

We explain wireless network vulnerabilities in terms of local area network (LAN)
and wide area network (WAN) vulnerabilities in the following sections.

9.2 LAN VULNERABILITIES

Wireless local area network (WLAN) is more prone to threats (conceptual image is in
Figure 9.3) as compared to the wired local area network because wireless network uses
open air as the medium, which is easily available to anyone located within the range of

FIGURE 9.3 LAN vulnerabilities (conceptual image).
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the wireless radius. A hacker can easily connect to the network as far as the medium of
communication is concerned. This is a big downside of wireless network as far as the
security of the wireless networks is concerned.

Like wired network, the wireless networks are prone to the following types of
major attacks:

¢ Passive attacks
e Active attacks

In passive attacks, the hackers only try to intrude into the wireless network com-
munication to steal the information about the network and passwords. They do not
try to damage the digital resources or take any materialist advantage. But they take
the information, which can be used for the active attacks in the future. In passive
attacks, a hacker just listens to the inbound and outbound traffic of the wireless com-
munication. The main objective of the hacker in passive attack is just to gather sensi-
tive information, which is useful for carrying out active cyberattacks on the wireless
networks.

The passive attacks are the types of attacks that target the network system
and the wireless network to harm the digital resources on the network. The active
attacks are normally done through worms, viruses, Trojan horses, and the similar
methods.

The other major types of cyberattacks that are unleashed on the wireless network
may include the following:

¢ Distributed attacks
e Phishing attacks

e Password attacks

¢ Insider attacks

» Hijack attacks

¢ (Close-in attacks

These attacks are normally carried out by exploiting the vulnerabilities and security
loopholes in the wireless network and its security mechanisms. The major vulnerabili-
ties of a wireless security may include the following:

* Reconnaissance or lack of physical security vulnerability
* Resource stealing and invasion

* Rogue APs

e STA (Station) and AP plain text transaction

¢ Denial of service (DoS)

e Default AP configuration

* Rogue insiders

e Protocol vulnerabilities

* Ad hoc network mode security problems

Let us discuss all of the above vulnerabilities one by one.
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FIGURE 9.4 Reconnaissance vulnerability — antenna.

9.2.1 Reconnaissance Vulnerability

The reconnaissance vulnerability is one of the most critical vulnerabilities in the
WLAN security system. The wireless router of the WLAN transmits the signals within
the rated radius. The signals are easily catchable by any hacker that is present in the
field of active range of the wireless signals. The signals of the wireless network can also
be enhanced and caught through very powerful antennas used by hackers to access the
wireless signals of a remote network.

The image of a powerful antenna to boost the wireless signals is shown in Figure 9.4.

By using high-power Wi-Fi antennas, you can boost the strength of signals and
increase the coverage area of wireless local network. Thus, the reconnaissance vulner-
ability of the WLAN increases with the increased strength of Wi-Fi signals and, subse-
quently, the coverage area of the wireless signals.

9.2.2 Resource Stealing and Invasion

In this type of vulnerabilities, the hackers use the main devices of the wireless network
such as wireless router that offers the first layer of the security and the computer devices
that have wireless cards.

The routers maintain a routing table and intelligent algorithm for fast routing. The
routing table is manipulated by using some techniques like Internet Protocol (IP) spoof-
ing and similar; consequently, the device is invaded and befooled to do what the hacker
wants to do.

The devices that are connected to the switch through network cables will act as
wireless device too due to their wireless-enabled cards. This vulnerability is exploited
by the hackers very easily to intrude into the security system and steal the useful data
that can be used for the lethal cyberattacks on the network of systems.
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9.2.3 Rogue Access Points (APs)

The rogue AP is one of the major vulnerabilities that are exploited by the hackers for
man-in-the-middle (MITM) attacks. The rogue APs are those wireless devices that are
connected to the network, but have very weak security features or the configuration is
done by the physical intruder to access the network in the future.

Such APs are normally configured at the edge of the wireless network or away
from the security surveillance. First, these APs are used for passive attacks to steal the
information of the network and then, the stolen information is used for bigger and more
lethal cyberattacks (Figure 9.5).

The legitimate users connect to the rogue AP, which is not authorized to work in
the network, but it connects the users and routes the traffic through it. The traffic is
intercepted and analyzed for the useful data that can help unleash a lethal cyberattack
on the network.

These kinds of rogue APs become very nasty in certain cases because the network
administrator is fully unaware of the activities of rogue APs that are monitoring the
traffic and compromising the network security of the WLAN.

Rogue APs can also be installed on the network by getting physical access to the
organization network and placing the AP at some hidden place and connected to the
company network switch through a wire.

The physical access is normally achieved by either compromising the physical
security or getting help from the accomplice that have access to the physical area of the

-

’
‘ Internet

@
\n ¥
1 / \

Weak signal Strong signal

FIGURE 9.5 Rogue access point (AP).
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organization. If a rogue AP is installed in the legitimate wireless network, the security
of the network is at a high risk.

Sometimes, the employees or other legitimate users bring and insert the AP with
standard configuration to extend the coverage area within the work area. The default
configuration or somewhat security features-enabled AP falls a prey to the hackers eas-
ily, and they use it as rogue AP for network attacks.

9.2.4 STA and AP Plain Text Transaction

The traffic redirection is done by exploiting different vulnerabilities in the network. The
main exploits that enable the traffic redirect attack include phishing and session hijack-
ing through MAC spoofing. It is very important to note that the first communication
step between AP and the legitimate stations commonly referred to as STA takes place
in plain text due to encryption/decryption protocols’ inability at that point.

The plain text information is interrupted by the hackers, and thus, the information
about the MAC address of AP as well as legitimate user can be achieved. Once the
information about the MAC address is achieved, the hacker can spoof the MAC address
and intrude into the network. Once the session is established, the network security can
easily be compromised.

9.2.5 Denial of Service (DoS)

The DoS attacks are easier to carry out in wireless networks because of the following
factors:

* Easy access to the wireless medium
e Availability of powerful radio devices like wireless cards
*  Wireless jammers

We talked about general DoS before. Now, let us know more in wireless environment.
In the DoS attack, one or multiple legitimate users can be prevented from getting
access to the network by spoofing the authentication and association sessions. The
client joins the network once the AP is authenticated and associated with the client
or the STA. The authentication and association messages can be spoofed as non-
legitimate messages, and thus, the users could be pushed out of the services. Thus,
the DoS attacks in wireless networks are much easier to exploit than that of the other
wired networks.

9.2.6 Default AP Configuration

The default configuration of any AP is a big vulnerability that can put your entire net-
work at a very high risk of cyberattacks. Normally, the default settings of APs manufac-
tured by any vendor in the world have the known username and password.
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For example, the wireless routers manufactured by the Cisco Systems have the
username as Cisco and the password as Cisco. The other manufacturers have the simi-
lar types of default standards. The access to the router is free without any password by
default. And, many other security features such as encryption and other standards are
by default not configured; so, the default configuration can be very dangerous for the
security of the wireless network.

In many cases, it has been observed that the small organizations where the stan-
dard security mechanism or policy is not available, the users configure the APs with
very normal security configurations. Thus, the APs with less security features enabled
become a big point of exploitation for attacking the wireless network.

9.2.7 Rogue Insiders

The rogue insiders are also a big threat for the security of the wireless as well as wired
network, but for the wireless network, they can be very risky. Hackers can easily exploit
the activities of the rogue insiders to compromise the security of the network.

A rogue employee can leak the data of the wireless network as well as connect
his/her laptop to the network through a wire and provide access to the hackers through
wireless card of the computer. The rogue insider can exploit the wireless network very
badly.

9.2.8 Protocol Vulnerabilities

As mentioned in the earlier topics, STA and AP start authentication and association
through plain text conversation. This is the first vulnerability of the protocol, which can
be exploited by the hackers. By exploiting this vulnerability, the hackers can establish a
control over the session and then carry out other malicious activities when they are on
the wireless network.

Similarly, the encryption protocols used by the WLAN include WEP, WPA, and
WPA?2, and there are certain vulnerabilities in those protocols, which can be exploited
by the hackers. For instance, any wireless network using WEP protocol is very inse-
cure. The hackers can break the encryption of WEP within just a one minute time. It
has been marked as expired in the marketplace, but if anybody is using this, he/she is
at very high risk.

The WPA uses the pre-shared key, which is also vulnerable in the modern secu-
rity scenario. It uses message integrity checks and Temporal Key Integrity Protocol
(TKIP). The International Consortium for Advancement of Cybersecurity on the
Internet (ICASI) has already warned of a few vulnerabilities even in the WPA and
WPA2. The organization termed the vulnerabilities as Key Reinstallation Attack
(KRACK).

By using these vulnerabilities, the hackers can inject some of the specially-crafted
packets during the course of authentication handshake. That data packet will force the
system to install a key, which is actually controlled by the hackers. Thus, the wireless
network using the WPA protocols can also be compromised.
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The major vulnerabilities of WPA protocol are summarized in the following list:

e It uses encryption RC4, which is vulnerable to DoS attacks.

e It uses the MIC (Message Integrity Code) value in the EAPoL (Extensible
Authentication Protocol (EAP) over LAN) message in plain text, which is
easy for the hackers to attack and break.

Similarly, the main vulnerabilities of WPA2 protocol are listed below:

e The “hole196” is one of the most known vulnerabilities.
e The CCM Mode Protocol (CCMP) protocol used in WPA2 encryption mech-
anism is vulnerable to Time-Memory-Trade pre-computation attack.

ICASI suggested some guidelines for the manufacturers as well users to avoid the
exploitation of those WPA-enabled security protocols to avoid any compromise on your
WLAN security.

9.2.9 Ad Hoc Network Mode Security Problems

The use of ad hoc networking is supported by many operating systems including the
Windows operating system. By using ad hoc network, every host in the network can
communicate with the other network based on agreed SSID (Service Set Identifier).
This type of wireless network is very vulnerable in terms of security because there is no
firewall behind this network (Figure 9.6).

Wireless connection

Wireless connection Wireless connection

D Wireless connection
AP——.

fiop—— —Wireless connection—

FIGURE 9.6 Ad hoc network mode security problems.
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Every node in the network connects with its peer without any security firewall or
other network security measures. In such conditions, any virus, worm, or other malware
available on any one node can easily travel to the other node without any security cover
by the network firewall.

9.3 WIRELESS WAN VULNERABILITIES

The wireless wide area network (WWAN) is the wireless network spread over large
area of operation. The main examples of WWANS include the 2G, 3G, 4G, and 5G
networks. All mobile broadband networks are the examples of wide area networks.
The WWANS can be classified into two sections as listed below:

e Circuit-switched data network
¢ Packet-switched data network

The security of the WAN is implemented by the Internet Service Providers com-
monly known as the ISPs. The security of those WWAN is mostly implemented at
the protocol, system backbone, and base stations of the network. The main protocols
used in the circuit-switched data networks for the authentication of the users include,
PAP (Password Authentication Protocol), CHAP (Challenge-Handshake Authentication
Protocol), and SPAP (Shiva Password Authentication Protocol). These protocols have
their own pros and cons in terms of their security and other features.
There are certain WWAN vulnerabilities that are given below:

* PAPis normally used for authentication, which uses the plain text messages with-
out any encryption for getting the username and passwords for authentication.
» Circuit-switched network uses public network prone to cyber threats.

The other form of WWAN is based on the packet switching. This network uses the
packet routing that takes place from multiple routers and always from the different
paths. The data transfer is also encrypted. The schematic diagram of a packet-switched
WAN powered by wireless technology is shown in Figure 9.7.

il

Mobile network Operator gt

Packet Data
Corporate network

FIGURE 9.7 WWAN vulnerabilities.
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The security of this network is much stronger than the previous types of WAN.
This type of network uses the point-to-point virtual private network (VPN) connection,
and hence, the security of the data is much higher than the other forms.

9.4 loT VULNERABILITIES

IoT is a type of networking technology, which is in the market for quite a few years
now. It is a network of IP-enabled devices all connected in a networked environment
and controlled through a centralized control unit. The examples of IP-enabled devices
include all the main appliances and machines that we use in our day-to-day life. For
example, printer, door lock, fridge, AC, heater, water tank, cooker, microwave oven,
and many others.

According to the Statista predictions, the total number of connected devices world-
wide will cross 75.44 billion by 2025. The number of IoT connected devices worldwide
was about 26.66 billion in 2019.

The major driver of this technology is the centralized wireless network that
connects the devices altogether at office, home, shopping mall, and even in the indus-
try. The centralized unit and the other nodes in an office or home connect to the
central control unit through wireless networks that include the following wireless
networks:

* Low-power wide area networks (LPWANs)

¢ BLE and Bluetooth networks

e Cellular technologies such as 5G, 4G, 3G, and others
* Radio frequency identity (RFID)

¢ Wi-Fi network

* ZigBee network

o 7Z-wave

According to the latest research conducted by the Hewlett & Packard, more than 70%
of the connected devices in an IoT network have serious security vulnerabilities. Those
vulnerabilities combined altogether form a complex set of security vulnerabilities in an
IoT network.

The vulnerabilities in the IoT network are the combination of all vulnerabilities
that are associated with a particular technology used in the IoT network. It is a very
complex and highly vulnerable system to manage to make it a fully secure environment
(Figure 9.8). Many automated operations and security management software tools are
used to manage the entire connected network of IoT.

The main challenges related to the security of IoT network include the following:

* Securing the wireless-enabled connected devices
e Updating the firmware and software of the devices
e Securing communication between the nodes
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FIGURE 9.8 |oT vulnerabilities.

e Detecting vulnerabilities at different levels of the network

e Securing the authentication and authorization process of connected devices
* Security of mobile and web applications used in managing the network

*  Wireless connectivity security

* Ensuring the data integrity and privacy

e Security of cloud applications

* Maintaining stability of a complex network

Due to its complexity, IoT requires high level of precision and accuracy in managing
the entire network to make sure that network remains secure and available for round
the clock.

9.5 WIRELESS NETWORK
SECURITY MEASURES

Wireless networks are more prone to risks as compared to the wired networks owing
to their signals going out of the boundaries of your home and organization. A hacker
can easily catch the wireless signals and use the sophisticated techniques to intrude into
your wireless network.
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FIGURE 9.9 Wireless network security measures (conceptual image).

You need to consider the level of security that you require for your data and other
resources on your network. If you are running a business and have business informa-
tion on your network, you should consider developing a proper security policy so
that you can manage your security at higher level. If you want to secure your home
network with less important data on the network, you can take general guidelines and
security measures that can help you secure your home network (conceptual image is
in Figure 9.9).

Now, let us learn about the major security measures that can help you secure your
home or office wireless networks.

9.5.1 Modify Default Configuration

The default settings of your wireless router or other nodes of your wireless network are
common and known to everybody with a little technical knowledge. You should modify
all major default configurations to new ones. The configuration interface of most com-
monly used Linksys router is shown in Figure 9.10.

You should use unique names, numbers, and passwords that are strong and difficult
for the other people to guess. You should also add new data for the following parameters
of your wireless router:

¢ Service Set Identifier (SSID)

* Administrator username and passwords
* Remote access feature

e Enable stealth mode

e Network partitions

* WPA2 password

* Enable stronger encryption
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FIGURE 9.10 Modify default configuration.

9.5.2 Wireless Router Location

The location/placement of the router either in office or home is very important. The
location of the router affects the wireless network performance as well as the security
of the network. The Wi-Fi router should be placed at the centralized location where the
signals of good strength could reach to all legitimate users, but outsiders may not get
signals strong enough to connect. Thus, you will lay strong foundation for the network
security by placing the router at a very suitable location in the office or home.

9.5.3 Update Router Software

All manufacturers of Wi-Fi routers and other networking devices always release new
software patches and software updates. Those updates are developed to remove any bug
or vulnerability in the software. In a wireless network, you should always make sure
that your routers as well as other networking devices are updated regularly.

It is highly recommended to check for any new updates in the administration inter-
face of the router and download to install the new patches or versions of the software.
This will prevent your wireless network from any cyber threat. Many routers update
automatically, if you set the configuration to automatic update. This will prevent from
regular checking for the software updates.
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9.5.4 Stronger Encryption Algorithms

Encryption is the method to scramble the data and communication messages into fixed
codes so that the hackers are not able to decode those messages. Wireless network rout-
ers support different types of encryption algorithms, which make them secure accord-
ing to their features and capabilities. Among such encryption algorithms, WEP, WPA,
WPA?2, and WPA3 are a few important algorithms that are supported by the modern
wireless routers.

To make your wireless network’s security stronger, use the latest encryption method
such as WPA2 or WPA3 so that your network remains secure from any attack on data
integrity.

9.5.5 MAC Address Filtering

MAC address filtering is a process in which Wi-Fi router checks and verifies the MAC
address of the device that sends connection request whether to allow it to connect or
not. This task is normally done manually to add the MACs of the devices that you want
to allow connecting to the wireless network. By doing this, your Wi-Fi router will not
allow any device to connect other than the devices whose MAC addresses are already
added on the allowed list.

In Linksys router, you can enable wireless MAC filter feature on the Wireless
MAC Filter tab of the Wireless configuration menu as shown in Figure 9.11. To modify
the MAC address in the list, click the Edit MAC Filter List button and make the
desired changes on the list.

LinksYSs®

A Division of Cisco Systems, Inc.

Wireless-G Broadb
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Wireless Security Reatictions & Gaming
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Wireless MAC Filter
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FIGURE 9.11 MAC address filtering.
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9.6 USEFUL TIPS ON SAFE USE
OF WIRELESS NETWORK

Wireless network is more vulnerable as compared to the other wired networks; so, it
is highly recommended to follow the standard and industry guidelines while using the
wireless networks either at home or at office.

Many security experts, standards’ organizations, and regulators agree upon the fol-
lowing main tips for using the wireless network securely:

* Always change the default settings of your router and other networking devices.

e Use very strong admin and passcode passwords that are longer and include
capital letters, lowercase letters, numbers, and symbols.

* Always keep your wireless router in stealth mode so that your router does not
broadcast the SSID on the air interface.

e The SSID should be longer and more robust to maintain high security.

e Turn on strong encryption mechanism like WPA2 or more advanced algo-
rithms, such as Advanced Encryption Standard (AES).

e Disable the Wi-Fi Protected Setup (WPS) feature.

e Always keep the Universal Plug N Play (uPnP) feature disabled.

* Always configure manual MAC address binding with Internet connection on
your router so that no other device can connect to your network.

e Disable the auto-connection feature on all your network and computer
devices so that they don’t connect to the routers of the neighbors and inse-
cure hotspots.

* Always search for the rogue routers (APs) on your network coverage area. If
you find rogue AP, remove it and take the security steps to avoid such things
in the future.

* Always use security firewalls on your network so that it can block any exter-
nal threat.

* Use static IPs for the devices that you use. This is a bit cumbersome to con-
figure static IPs manually, but offer great security.

e Turn off the network elements, if not in use for longer periods.

e Change the default IP address of your router and configure other IP address.

e Never enable the remote administrator access to your router, this will increase
the risk of cyberattacks on your router.

e The software on your router and other nodes should be always up to date. It is
a good idea to enable auto-update option on your network devices so that any
new patch or software release is automatically installed.

e Always configure a separate network with limited authority for the guest
users to avoid any intentional and unintentional malicious activity on the
network.

e If possible, use a VPN connection for secure, private, and anonymous
browsing.
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Always use the Ethernet cable to access the control panel of the wireless router
and try to avoid the use of wireless connectivity to access the control panel.
Locate your wireless router at the central location of your place so that the
signals are contained within the boundaries of your place.

Turn off the wireless router, if not in use.

All of the above guidelines should be implemented on time without any
delay. If you put today’s task on tomorrow in wireless network environment,
your network security is at risk.

SAMPLE QUESTIONS AND ANSWERS FOR
WHAT WE HAVE LEARNED IN CHAPTER 9

Q1. Draw the IEEE 802.11 protocol stack.
A1: The protocol stack of IEEE 802.11 is shown below:

Layers
Application
Internet Transport
Internet
Wireless data MAC
e Prysca

Q2. What are the main threat points of vulnerability in a wireless network?

A2: The major threat points vulnerable to security breach in a wireless network
include the following:

Bluetooth connection

ZigBee connection

Bluetooth Low Energy (BLE)
Wireless access point
Wireless network cards

Q3. Name the major data encryption and security protocols used by the wireless
networks.

A3: The major data encryption and security protocols used by the wireless networks
are listed below:

Wired Equivalent Privacy (WEP)
Wi-Fi Protected Access (WPA)
Wi-Fi Protected Access v2 (WPA2)
Wi-Fi Protected Access v3 (WPA3)
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Q4. What is passive attack?

Ad4: In passive attacks, the hackers only try to intrude into the wireless network com-
munication to steal the information about the network and passwords. They do not try
to damage the digital resources or take any materialist advantage. But they take the
information, which can be used for the active attacks in the future. In passive attacks,
a hacker just listens to the inbound and outbound traffic of the wireless communica-
tion. The main objective of the hacker in passive attack is just to gather sensitive infor-
mation, which is useful for carrying out active cyberattacks on the wireless networks.

QS. Write about the major vulnerabilities of WPA protocol and WPA2 protocol.

AS5: The major vulnerabilities of WPA protocol are summarized in the following list:

e It uses encryption RC4, which is vulnerable to DoS attacks.
e It uses the MIC value in the EAPoL message in plain text, which is easy for
the hackers to attack and break.

Similarly, the main vulnerabilities of WPA2 protocol are as follows:

e The “hole196” is one of the most known vulnerabilities.
e The CCMP protocol used in WPA2 encryption mechanism is vulnerable to
Time-Memory-Trade pre-computation attack.
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10.1 INTRODUCTION

Total global sales through e-commerce amounted to as much as US$2.84 trillion in
2018, according to the Statista information. It is expected to cross the US$4.48 trillion
mark by 2021. The total number of online buyers was about 1.66 billion people in 2017.
The increase in the online shopping (Figure 10.1) is gigantic, and it will keep growing
for many years to come.

Meanwhile, the number of Internet users has increased tremendously across the
globe. There are more than 4.4 billion active users of the Internet globally. The number
of social media users is about 3.5 billion people. With this huge digital population of the
world, the volume of both risk and opportunity has increased tremendously. The biggest
risk for this huge digital population is cybercrime.

It is very important to note that cybercriminals are highly creative, technically sound,
and cunning. They exploit every aspect of an online user including the way he/she uses the
Internet, types of tools, financial credentials, personal information, and many others things.
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X
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FIGURE 10.1 Secure shopping.

According to the FBI Internet Crime Complaint Center, more than 300 thousand
complaints were received in 2017 regarding the online crimes. The total cost of those
criminal activities amounted to about US$1.4 billion to the complainants in 2017 in the
United States only.

So, it is highly recommended to use all necessary measures related to the online
shopping and Internet browsing to keep the digital criminals at bay.

The main points that are normally exploited by the cybercriminals include the
following:

e Introduction of poisonous links by using the black-hat search engine optimi-
zation (SEO)

e Malicious links and emails for phishing purpose

e Text messages and pop-up notifications

* Identity theft techniques

¢ Social engineering methods

e Software vulnerabilities to send virus, Trojan horse, and worms

e QOperating system vulnerabilities

e Vulnerabilities in browsers

» Fake websites and offers

* Exploit your personal information that you provide

* Rogue and public access point vulnerabilities

e Use of weak passwords

* Bad password management

* And yes, your own carelessness

So, always take special care while shopping online or even browsing the Internet and
follow the security guidelines to avoid any cyberattack on you. Let us now talk about
the major things and activities that will help you enjoy the secure online shopping and
Internet browsing.
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10.2 HTTP WEBSITES

Initially, the websites used the Hypertext Transfer Protocol (HTTP) for the communi-
cation between server and client. The web browsers are normally the clients of HTTP
communication, and the web server applications are the server of this communication.

HTTP is considered as insecure nowadays because of the nature of plain text
communication between client and server over the Internet. The use of HTTP has
been replaced by the HTTPS or HTTP (secure), which include the capabilities of
encrypted communication between server and client over the communication link.

HTTP can easily be converted to the HTTPS by adding the Secure Sockets Layer
(SSL) encryption protocol. We will describe the step-by-step method on how to
install SSL certificate to convert the HTTP to HTTPS on the websites later in this sec-
tion too. Before that, let us know about the HTTP.

Hypertext Transfer Protocol precisely HTTP is an application-layer communi-
cation protocol that is used for establishing the Internet communication between
client and server. A client is any software browser that is used to send the request
for accessing certain resources located on the web server. The web server has the
server part of the HTTP that provides response to the requests originated from the
HTTP client.

The schematic diagram of an HTTP communication is given in Figure 10.2.

The communication transactions of HTTP client/server are listed below:

Client (web browser) sends HTTP request to server.

e Server takes the request and starts app to process HTTP request.

e Generates and sends back the required response requested by the client.
e Client receives the response to display on the browser.

In this request/response communication, the client can request for the website
(HTML) page, database, JavaScript file, JPG images, or style sheets. The response of
the server would include the HTML, JSON/XML, IS, JPG, or CSS files.

The different methods used for the HTTP communication include the following:

* GET Request Method

e POST Request Method

* DELETE Request Method
* HEAD Request Method

HTTP request

< HTTP response |

Client Server

v

FIGURE 10.2 HTTP websites.
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* OPTIONS Request Method
e HEAD Request Method

GET and POST request methods are extensively used in the HTTP server/client com-
munication. They have their own efficient and effective merits and demerits for World
Wide Web (WWW) communication.

10.2.1 Hypertext Transfer Protocol Secure (HTTPS)

Numerous data security-related problems exist in the HTTP. HTTP uses plain text data
in messages over the communication link that is very easy for the hackers to intercept
and know about the data. There is no transport-level encryption of the communication
in HTTP.

If you use the HTTP on your website, then the data you receive and send is subject
to external threats such as man-in-the-middle (MITM) attacks, eavesdropping of the
communication, and credential theft. To prevent your data from hackers in the transit or
during transmission, you should use the HTTPS (Figure 10.3), which is almost similar
to the HTTP in terms of workflow except that the additional capability of data encryp-
tion is available during the exchange of messages.

So, HTTP is considered as unsafe protocol for any transaction that involves your
personal information, financial data, or any other valuable information. That infor-
mation can easily be compromised over the communication link. For secure online
shopping and Internet browsing, HTTPS-based websites should be used to prevent any
cybercriminal activities.

Initially, HTTPS was introduced for the financial and other critical transactions
over the Internet to secure the data while transferring from one place to another
one. But now, it is transitioning to become a full standard for online communication
over WWW.

Google search engine has started penalizing the HTTP-based websites and reward-
ing the HTTPS websites. Thus, the websites are transitioning to the HTTPS very fast.

HTTPS

FIGURE 10.3 HTTPS image (conceptual image).
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HTTPS uses a digital certificate signed by the certificate authority (CA). The web-
sites purchase those certificates from the CAs for their websites. Normally, two major
types of certificates are used in the HTTPS websites, which are listed below:

e Secure Socket Layer (SSL)
e Transport Layer Security (TLS)

The SSL is the most commonly used certificate for HTTPS website. The communica-
tion or transaction carried out on the websites using SSL certificates are known as
HTTPS over SSL. The advanced version of SSL technology for encryption is known as
TLS. TLS is more secure and advanced encryption method than the SSL technology.

Almost all new digital security certificates issued to the websites are TLS-based
technology. But in the network security field, the latest digital security certificate is also
referred to as SSL security certificate. The security certificate is a file of data with public
and private key installed on the website for which the security certificate is purchased.

The data file is installed on the website. The website creates a security socket for
the communication on the 443 port. The default port 80 used for the HTTP is not used
in HTTPS. In HTTPS, certificate installation port number 443 is used, which is secure
for the communication. A socket is created on the port number 443, which is fully
encrypted and secure for the communication over the Internet.

The website that uses HTTPS and is secure to surf and shop can be identified by
the following marks:

e The address bar shown HTTPS://
e Alock sign appears on the address bar before website URL

To know details about the website security, click either lock B iconin Google Chrome
or (0 symbol in Mozilla Firefox on the address bar. The details appear as shown in
Figure 10.4.

@ & https://www.google.com oo w

Site Information for www.google.com

& Connection

>
Secure Connection
© Content Blocking Standard %
Blockable content detected on this site.
& Cookies >

Permissions S
You have not granted this site any special permissions.

Clear Cookies and Site Data...

FIGURE 10.4 Secure connection.
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10.2.2 Installing Security Certificate
on Windows IIS Server

The latest version of Windows Internet Information Service (IIS) web server is v10. You
need to purchase a digital security certificate commonly known as SSL certificate from

the CA and then install on your web server.
To install an SSL server on your website, take the following steps:

Click Start menu, type IIS Manager in search bar, and open IIS manager.
IIS Manager page appears.

In the left-pane connection tree, locate and click the domain name of the web
server. The Server Home window appears as shown in Figure 10.5.

Double click the Server Certificates icon. The server certificate page with
existing list of certificates appears.

On the right pane, click the Create Certificate Request... link. The Request
Certificate wizard with the distinguished name properties appears.

Provide the detailed information about your website, company, or organiza-
tion’s detailed physical address and other information required as shown in
Figure 10.6.

Click the Next button when the required fields are filled with the valid infor-
mation. The Cryptographic Service Provider Properties page appears.

Fill up the name of the cryptographic service provider and the required SSL
security bit length in the respective fields as in Figure 10.7.

Click the Next button. The File Name page appears.

Choose the file name and location where you want to save that CSR file.
Click the Finish button. The CSR file will be created at the desired location.

5 Internet Information Services (IIS) Manager - o
€ 5 S5 SERVER » & B
File View Help
Connections |
- EIZ18 € SERVER Home
G5 Start Page = = =
3 5 SERVER (DOMAI — Filter: v W Go - (FShowAll | Groupby: Area - -
ASP.NET ~ A

= & — p n E = ¢

2 ¢ @ e 9 B 6 & B R

NET NET  NETEmor  NET  NETTrust Application Connection MachineKey Pagesand Providers

HTTP HTTP  ISAPland ISAPIFilters Llogging MIMETypes Modules  Output  Request | Server

Redirect  Respon..  CGlRestri.. Caching  Filtering | Certificat

@&y

Worker

Processes v
q 5| [E] Features View | 2% Content View

Ready

Authorizat.. Compilation ~ Pages  Globalization  Levels  Settings  Strings Controls

&

Session State SMTP E-mail

1is. a

) P y e i B o
£ S‘E cor @ o & B €& 2
AP Authentic..  CGl  Compression Defoult  Directory ErorPages  Failed  FastCGl  Handler

Document  Browsing RequestTra.. Settings  Mappings

2 8 § 0 AP 80

FIGURE 10.5 IS Manager.



10 e Secure Online Shopping and Internet Browsing 227

Request Certificate ? X

=1 Distinguished Name Properties

Specify the required information for the certificate. State/province and City/locality must be specified as
official names and they cannot contain abbreviations.

Common name: Iwww.yourdomain.com l
Organization: |Your Company, Inc. l
Organizational unit:

City/locality [Leni |

State/province: I ut ]

Country/region: | us v

Previous Finish Cancel

FIGURE 10.6 Distinguished name properties.

Request Certificate ? X

— Cryptographic Service Provider Properties

Select a cryptographic service provider and a bit length. The bit length of the encryption key determines the
certificate's encryption strength. The greater the bit length, the stronger the security. However, a greater bit
length may decrease performance.

I Cryptographic service provider: I

IMi:rosoft RSA SChannel Cryptographic Provider 7
Bit length:
2048 v

l Previous | | Next I Finish

FIGURE 10.7 Cryptographic service provide properties.
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* Open the CSR file and copy the entire text file, and use the copied text to
place order to the CA website.

e After some verifications, the CA will send you SSL security certificate
through email.

e Save the SSL security certificate on your computer.

* Go to the Server Certificates page again (Figure 10.8).

e Click the Complete Certificate Request... link in the right page (Action),
as shown in Figure 10.8. The Specify Certificate Authority Response page
appears (Figure 10.9).

* Enter the domain name of your website, select the hosting provider’s name,
and locate the certificate file response received from the CA.

e Click the OK button once you are done with entering the required informa-
tion. The SSL certificate is installed on your server successfully.

€ Intemet Information Senvices (i) Manages - 0 X
e 5 9 R

Fle View Hep

q Server Certificates

G Stpage
S e o oest 5 e Web servercan use s
O Application Pocks Fiter. * ¥ Go - (FyShow Al | Groupby: No Grouping
! sa
ra—— Name Issoed— lssued By Bpatoalute  Cemfate.. Centficate Store
WMSVC-SHA2 WMS.  WMSwc-SHAZ-WIN-10USTSM.. 926200682845 .  EF2CCAA.  Personal

FIGURE 10.8 Server certificates.

Complete Certificate Request ? X

— Specify Certificate Authority Response

Complete a previously created certificate request by retrieving the file that contains the certificate authority's
response.

File name containing the certification authority's response:

IC:\U ers\Admini Desktop\ your_domain_name.cer [ D

Friendly name:

lyourdomain.com I

Select a certificate store for the new certificate:

IWeb Hosting VI

| OK | l Cancel

FIGURE 10.9 Specifying certificate authority response.
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Now, you need to assign the newly installed SSL to the desired website.

On the Internet Information Service IIS Manager page, expand the Server
(Domain) Administration page to locate the Sites option.

Click the Sites link in the left page. The list of the existing websites appears.
Click the desired website. In our example, it is Default Web Site option. The
home page of the desired website appears as shown in Figure 10.10.

Click the Bindings... under Edit Site option in the right pane (Actions). The
Site Bindings window appears.

Click the Add... button. The Add Site Binding window appears as shown in
Figure 10.11.

Choose HTTPS in the type field, the All Assigned option in the IP address
field, and 443 in the port field.
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> [ Default Web Site] =] & @ Q EL‘ \’> é’@ *E$ = lab]
NET NET  NETEmor  NET  NETProfile NETRoles NETTrust .NETUsers Application Connection catio
Authorizat... Compilation  Pages  Globalization evels i Strings i o
) R & = T
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Management ~
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Ready. B
FIGURE 10.10 Default websites.
Add Site Binding ? X
Type: IP address: Port:
Ihttps VI IAII Unassigned vl |443 I
Host name:
[J Require Server Name Indication
SSL certificate:
Iyourdomain.com VI 1 Select... ] | View... ]
—
I OK I [ Cancel |

FIGURE 10.11 Add site binding.
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e Select the domain name for which you want to bind the SSL certificate in
SSL Certificate field.

e Click the OK button, when done with the data entry. Your website has been
bound with the SSL certificate and you are ready to go.

You can also install multiple SSL certificates on your server and bind them with the
multiple domain names of the websites by repeating the same step-by-step process as
mentioned above.

10.2.3 How SSL Encryption Works

The domain name bound with the desired certificate will create a socket layer of com-
munication between the supported browsers and the website communication port num-
ber 443. The secure communication between a web browser and website through SSL
communication socket takes place in the following steps:

e Browser sends the HTTP request to prove the SSL/TLS certificate targeting
443 port on the web server.

e The website server sends response with the certificate chain, which
includes the primary, intermediate, and root certificates of the CA.

* All browsers have public keys and related information of all CAs.

* Compares the information with the local SSL information to verify the
certificate.

*  When the public key of the server is verified in terms of validity and author-
ity, it sends its own public key to the server.

* On the basis of the public key received from the browser and the private
key of the server, an encrypted message will be created and sent out
through port 443 to the browser.

e The browser decrypts the message with the help of public key.

¢ Thus, the communication over SSL link starts.

It is important to note that encrypted transmission of data over the Internet is becoming
the fundamental requirement for safe browsing of the Internet. Any website without
encryption is considered as risky for the security of your data and system.

So, always visit the websites that are secure with the SSL/TLS encryption. This
will save your communication from being compromised during the course of transition
on the Internet links.

10.3 SECURE ELECTRONIC
TRANSACTIONS (SET)

Secure Electronic Transactions (conceptual image is in Figure 10.12) precisely SET is a
comprehensive communication protocol for maintaining the full security of the online
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FIGURE 10.12 Secure Electronic Transactions (SET) — conceptual image.

payments and financial transactions. As we discussed in the previous topic, the websites
that support the encrypted communication over the Internet are very important for the
secure browsing of the Internet. Similarly, SET protocol is very critical for the secure
and reliable transactions of financial payments.

This protocol was initially adopted by MasterCard and VISA card in 1996. The
development of this protocol was accomplished under a consortium named as Secure
Electronic Transaction Consortium or SET Consortium. The other companies that
joined this project at that time were Netscape, IBM, GTE, Microsoft, and a few others.

The main purpose of developing a new technology for the secure payment was to
make sure that the valuable information is not shared with the undesired stakeholders
of the transactions and smooth tracing of the transaction can also be done easily. This
protocol helps all parties including the buyer, merchant, bank merchant, payment gate-
way, and any other authority that is involved in the payment process.

The secure, reliable, and stress-free online transactions of your e-commerce orders
or any other electronic payment for any other purpose should be performed through this
protocol. If you choose your transactions with the company that uses this protocol, you
must feel secure and relaxed in terms of your online transaction security.

10.3.1 What Is SET Transaction Flow?

SET is a consolidated online financial transaction protocol to carry out the secure online
transactions such as online shopping, online bill payment, money transfer, and others.
As we know, there is always a risk of hackers to exploit your online activities and inflict
you with substantial financial losses. This secure technology for online transaction will
help you make your online experience so good.

The technical flow of SET transactions is shown in Figure 10.13.
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FIGURE 10.13 SET transaction flow.

This protocol requires a digital signature for even the online buyer or cardholder. It
uses the dual-signature technology to make your online transactions fully secure, trace-
able, and reliable. There are nine basic steps that accomplish a secure transaction over
the Internet. The steps of activities that take place during the course of an electronic
transition are mentioned below:

e The customer browses the Internet and chooses the desired product to
purchase.

e The customer places the order to merchant. That order consists of two parts
of information: (1) purchase order (PO) information, which is meant for the
merchant, and (2) payment information (PI) or card information (CI), which
is meant for the merchant’s bank only.

* When the second part of the PO is received by the merchant’s bank, it for-
wards that information to the payment authorization issuing authority.

e The card issuer sends the authorization information to the merchant’s bank.

¢ Now, the merchant bank sends the authorized PI to the merchant.

e The merchant completes the order after receiving the confirmed information
from the bank and sends the confirmation note to the customer for his/her
purchase.

e The merchant takes the payment transaction information from his/her bank.

e The card issuer sends the invoice for the purchase to the cardholder or
customer.

Thus, the secure and safe transaction of online shopping completes in the abovemen-
tioned nine steps. You can also do the other online transactions by using this protocol.
This protocol does not allow the merchant to know details about the customer credit
card and other private information. It is directly sent to the bank. The PO details are not
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sent to the bank because the bank is not supposed to know about the purchased products
of the company. Still, the traceable binding codes are maintained so that transactions
can be traced and settled in case of any dispute or litigation.

10.3.2 Main Features of SET Technology

SET technology was developed to offer the full security to the valuable data, personal
information, and bank authorization. The main features of SET protocol are listed
below:

e Maintains high level of personal information confidentiality

¢ Maintains high-level data integrity

e Incorporates merchant authorization

e Incorporates the authentication of cardholder’s account

e Uses dual-signature mechanism for authentication and authorization

e Uses separate message digest (MD) algorithms for order information and PI
¢ Powered by a large number of financial organizations

For maintaining your online transactions secure, always use the services of those

merchants and other stakeholders that implement the SET technology in their backend
payment systems. This will make your online transactions more secure and safe.

10.3.3 Key Stakeholders of SET Protocol

The SET technology involves the following stakeholders during the course of online
order processing and digital financial transactions (Figure 10.14).

R
ﬁ< , &%

Customer Merchant

gados o Merchant financial institute
Customer financial institute

FIGURE 10.14 Key stakeholders of SET protocol.
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e Customer or cardholder

e Seller or merchant

e Card issuing authority

e Merchant bank or acquirer

e Electronic payment gateways
¢ Certification authorities (CAs)

The SET technology uses Microsoft’s Secure Transaction Technology (STT) in com-
bination with the Netscape’s SSL, which makes your online transactions so secure and
you enjoy full freedom of doing your online purchases without any worry.

So, make sure you take note of SET technologies when you do any kind of online
financial transactions including online shopping.

10.4 WEB FRAUD DETECTION SYSTEMS

The market size of global e-commerce business is continuously increasing world-
wide. According to the latest forecasts, the total revenue of retail e-commerce sales is
expected to cross US$4.5 trillion by 2021. The risk of lost revenue on e-commerce is
also increasing consistently due to the sophisticated approaches applied by the hackers
to walk away with the online transactions.

The latest statistics suggest that the average lost e-commerce revenue in the
United States is just below 1% of the total e-commerce market value. Can you imag-
ine how much web frauds account for in the US for market only? The total volume of
e-commerce was about US $504.6 billion, according to the Statista information. If we
calculate 1% of this amount, it will be around US$5 that is lost due to the web frauds
(Figure 10.15) and other cybercrimes.

Numerous security measures have been taken to prevent and reduce these web
losses. Among such online security measures, web fraud detection system (WFDS)
is very important to note. WFDS is required for all companies that accept the credit
card and bank cards for the online transactions. This system is designed to avert the
fraudulent transactions commonly referred to as Card Not Present (CNP) transactions.

FIGURE 10.15 Web fraud detection systems (concept).
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10.4.1 What Is a Card Not Present Transaction?

“Card Not Present” is a fraudulent transaction, which is performed by the cybercrimi-
nals who have got the access to the information of the compromised credit card, such
as card number, security code (three digits), and personal information of the cardholder.
By using that information, a cybercriminal initiates an unauthorized transaction to pur-
chase some goods.

In this transaction, the genuine owner of the credit card is completely unaware
about that fraudulent transaction until the transaction is completed successfully. To
avert these kinds of web frauds, web fraud detections and web fraud prevention systems
are normally used. The CNP frauds are committed through multiple ways of known
cyber methods as listed below:

e Skimming of the credit card
e Phishing technique of transaction
e Carding activity

10.4.2 Workflow of Web Fraud Detection System

WEFDS is a software-based system, which uses the latest technologies such as artifi-
cial intelligence and the latest scoring methodologies to find out the authenticity of the
transaction. The workflow of this system is shown in Figure 10.16.

The main focus of this system remains of the origination of the account, payment
frauds, and takeover of the account. The systems dealing with the account takeover and
the origination of the account mainly try to root out the transactions that initiate from
the suspicious users, who pose themselves as the genuine users. The fraud detection
module of the system mainly focuses on checking whether the transactions are being
performed with the stolen card or information.

The workflow of the WFDS is based on three major stages. First, the WFDS soft-
ware collects the data of the web transaction. This information includes the user ID,
location of the user, user authentication, user behavior, and other information. This
information is later compared with the data attributes with the help of certain algo-
rithms that use artificial intelligence and other technologies.

Automatic

| 1 5| | screening
.
/ Targ?\ Log event

E management “”—’

A 4

I I Accept/Reject | |<—| l Manual review I:

FIGURE 10.16 Workflow of WFDS.
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In the third stage, if the transaction is found valid based on the predefined algorithmic
results, it is allowed to go ahead; otherwise, the transaction is suspected by the system and
an alert is generated to reverse or stop the transaction as malicious or faulty transaction.

10.4.3 What Algorithms Are Used in WFDS?

WEDS is a software system, which uses the latest software technologies for detecting
the fraudulent transaction. It uses the scoring system, which scores the transactions
with the help of some algorithms known as the scoring algorithms. The main scoring
algorithms used by the WFDSs are listed below:

» Predictive Behavioral Scoring Model
* Rule-Based Scoring Model
* Hybrid Scoring Model

These scoring methods use the user behavior, use patterns, or both pattern and behavior
collectively to assess the web transactions.

This system is very important from the online merchants’ perspective to increase
their credibility and customer satisfaction. All kinds of online businesses including
small, medium and large businesses should strictly follow these services to avoid any
cyber frauds inflicted on the online buyers.

There are many SaaS (Software as a Service) companies that offer the services of
WEDS to the small and medium-sized businesses that cannot afford to develop their
own platform. The large organizations can have one developed on premises or they can
use the web-based services of WFDS service providers available in the marketplace.

As far as the user perspective is concerned, they should choose the companies for
their online purchases, which use the latest web transaction detection systems to pro-
vide great user experience to their online customers.

10.5 BROWSER CACHE CLEARING

Normally, all types of browsers cache the information about the browsing history,
browsing information like forms, data, and other information that you browse through.
This is done to save the repetitive downloading time, but this is also associated with
some online security risks related to the breach of privacy.

So, it is good idea to clear browsing cache (Figure 10.17) before performing any
online financial transactions. The clearing of browser cache helps you improve your
privacy and find the fresh data online. The history of the browsing data on a shared
computer exposes your privacy and browsing habits, if not cleared.

Similarly, the browsers save certain forms and data retrieved from the online sources.
Those forms and offline data are saved in the browser’s cache memory load when you visit
the related URLSs. You can also load those resources offline, if saved for that purpose.
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FIGURE 10.17 Browser cache clearing (conceptual image).

The step-by-step procedures for clearing the browser cache of a few popular web
browsers are described in the following sections.

10.5.1 Google Chrome

To clear the cache of Google Chrome browser, take the following steps:

e Run the Google Chrome browser.

* Click the [] symbol located at the right corner of the screen. The list of the
options appears as in Figure 10.18.

e Click the Settings option from the list. The Setting page appears.

e Scroll down to the Advanced option and click it.

e Privacy and Security category appears as shown in Figure 10.19.
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i New tab Ctrl+T
| New window Ctrl+N
| g s 5 N
New incognito window  Ctrl+Shift«N
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Downloads Ctrl+)
} Bookmarks >
\ Zoom - 100% - <3
Print... Ctrl+P
Cast...
Find... Ctrl+F
More tools >
Edit Cut Copy Paste
Settings
Help >
|
| Exit
T

FIGURE 10.18 Google Chrome browser options.
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Privacy and security

Google Chrome may use web services to improve your browsing experience. You may
optionally disable these services. Learn more

Sends some system information and page content to Google
Automatically send usage statistics and crash reports to Google »

Use a web service to help resolve spelling errors

Smarter spell-checking by sending what you type in the browser to Google »
Send a "Do Not Track" request with your browsing traffic 9
Allow sites to check if you have payment methods saved »
Manage certificates &

Manage HTTPS/SSL certificates and settings

Content settings
Control what information websites can use and what content they can show you

Clear browsing data
Clear history, cookies, cache, and more

FIGURE 10.19 Privacy and security options.

e Scroll down and click to the Clear browsing data option. The Clear Browsing
Data window (Figures 10.20 and 10.21) with different options such as brows-
ing history, cookies and other site data, and cached images and files appears.

Clear browsing data

Basic Advanced

»

Time range All time -

Browsing history

Clears history from all signed-in devices. Your Google
Account may have other forms of browsing history at
myactivity.google.com.

Cookies and other site data
Signs you out of most sites. You'll stay signed in to your
Google Account so your synced data can be cleared.

Cached images and files
Frees up 319 MB. Some sites may load more slowly on

Cancel Clear data

FIGURE 10.20 Clear browsing data options.
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Clear browsing data

Basic Advanced
Time range | All time .
Last hour
Browsin Last 24 hours
Clears H Last 7 days ices. Your Google

Last 4 weeks

Accoun owsing history at

myactiv

FIGURE 10.21 Time range.

¢ Select the checkbox against the Cached images and files option.

e Click the All Time dropdown arrow to display time range options. The drop-
down time options appear as shown in Figure 10.21.

e Choose the desired time range from the dropdown options.

e Click the Advanced tab to display more options regarding the browsing
history of the synch devices, such as mobile and tablets or any other device.

¢ Click the Clear Data button at the bottom of the window. The cached images
and files are cleared successfully on Google Chrome browser.

10.5.2 Mozilla Firefox

To clear cached content on the Mozilla Firefox, take the following steps:

* Run Mozilla Firefox browser.

+ Click the = menu option. The list of available options appears (Figure 10.22).

e Click 3* symbol from the list. The Preference page of Mozilla Firefox
appears as shown in Figure 10.23.

e Click the Privacy & Security link in the left pane. The Privacy & Security
page appears.

In DO ® ®©

& Signinto Sync

I\ Library >
2 Add-ons Ctrl+ Shift+A
'ﬁ' Options

,/ Customize...

FIGURE 10.22 Available options.
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€)> C 60 @ Firefox  aboutipreferences
T General General
Q Home Startup
Restore previous session

Q Search

Warn you when quitting the browser
& Privacy & Security /| Always check if Firefox is your default browser
& Firefox Account @ Firefox is not your default browser

| | Q search

Make Default...

FIGURE 10.23 Preferences in Mozilla Firefox browser.

e Scroll down to the Cookies & Site Data section. Different options regard-
ing the cached content, cookies, and browsing history appear as shown in

Figure 10.24.

e Click the Manage Data... option. The Clear Data window (Figure 10.25)

will appear.
¢ Select the Cached Web Content checkbox.

Q Search

& Privacy & security

/| Delete cookies and site data when Firefox is closed

& Firefox Account Logins & Passwords

Ask to save logins and passwords for websites

Use a master password

L¥ General Cookies and Site Data
Your stored cookies, site data and cache are currently using 41.9 MB of Clear Data...
@ Home disk space. Learn more
Manage Data...

Manage Permissions...

Exceptions.
Saved Logins...

Change Master Password..

History
B | Baensions & Themes Firefox will  Never remember history Y
@ Firefox Support Firefox will use the same settings as private browsing, and will not Clear History...
remember any history as you browse the Web.
FIGURE 10.24 Cookies and site data option.
Clear Data X

[:I Cookies and Site Data (0 bytes)
You may get signed out of websites if cleared

/| Cached Web Content (41.9 MB)
Will require websites to reload images and data

Cancel

Clearing all cookies and site data stored by Firefox may sign you out of websites and

remove offline web content. Clearing cache data will not affect your logins.

Clear

FIGURE 10.25 Clear data option.
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Unselect the Cookies and Site Data checkbox.
Click the Clear button, once done with the selection. The cached data will
be cleared successfully.

10.5.3 Internet Explorer

To clear the cached content in the Internet Explorer, take the following steps:

Run the Internet Explorer browser.

Click the Tools dropdown arrow. The list of the options appears.

Select the Internet Options from the list. The Internet Options window
with multiple tabs of options appears as shown in Figure 10.26.

Click the General tab.

Click the Delete... button. The Delete Browsing History page (Figure 10.27)
with multiple options for clearing data on the Internet Explorer browser appears.
Select the Temporary Internet Files checkbox.

Unselect the Preserve Favorite Website Data checkbox.

Click the Delete button, once done with your desired selection. The cashed
data will be deleted from the Internet Explorer successfully.

Internet Options

(General kecurity | Privacy | Content | Connections I Programs I Advancedl

Home page
@ To create home page tabs, type each address on its own line.
-

-~

v

[ usecurrent | [ usedefeut |[ useblank |

Browsing history

) /L Delete temporary files, history, cookies, saved passwords,
V) and web form information.

Delete browsing history on exit

Delete... Settings

Search
p Change search defaults.

Tabs

[=] Change how webpages are displayed in
E tabs.

Appearance
[ Colors ][ Languages ][ Fonts ][ Accessibility ]

(oc J[ comcel J[ semv ]

FIGURE 10.26 Internet options for Internet Explorer browser.
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- -
Delete Browsing History u

reserve Favorites website data

ep cookies and temporary Internet files that enable your favorite
websites to retain preferences and display faster.

Temporary Internet files
Copies of webpages, images, and media that are saved for faster
viewing.

Cookies
Files stored on your computer by websites to save preferences
such as login information.

History
List of websites you have visited.

[C] Download History
List of files you have downloaded.

[F] Form data
Saved information that you have typed into forms.

Passwords
Saved passwords that are automatically filled in when you sign in
to a website you've previously visited.

ActiveX Filtering and Tracking Protection data
A list of websites exduded from filtering, and data used by Tracking
Protection to detect where websites might be automatically sharing
details about your visit.

About deleting browsing history [ Delete ] l Cancel J

FIGURE 10.27 Delete browsing history.

10.6 FREQUENT PASSWORD CHANGES

The effective password management is very fundamental in maintaining high level of
security for online browsing and shopping. The frequent change of the passwords is
one of the important components of effective password management (Figure 10.28 for
conceptual image).

We know that our passwords are always under threat from the cybercriminals and
hackers. They use computer processing power to break our passwords. In such situa-
tions, to keep the hackers at bay, frequent change of the passwords helps improve the
security of your online accounts related to shopping, banking, and others.

The standard recommendations regarding the password changes are 1-3 months.
Normally, password change after 2 months is good for online shopping security. If you
change your password after every 2 or 3 months, it is more convenient for you to manage
the password easily.

According to the Better Business Bureau (BBB) recommendations, the account
passwords must be changed after every month (30 days) for maintaining better security
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9
&

'

FIGURE 10.28 Frequent password changes (conceptual image).

of the online accounts and secure shopping. Some experts recommend 2- month or
60-day time period after that the passwords should be changed. But frequent change of
passwords is considered as a good thing in maintain good security for online shopping
as well as for the Internet browsing purposes.

You can use manual as well as automatic password management options. In man-
ual password management, you change the password and write down in your personal
diary. The personal diary should be kept at very secure and locked place to avoid any
leakage of the password.

In the present-day online web environment, there are many password management
tools (we discussed password manager in Chapter 7 before) that can be used for the
efficient management of your password. By using those password management tools,
you can create strong passwords and manage all passwords through one single mas-
ter password. But it has its own drawbacks too. In the scenario of using the password
management tools, you need to memorize the master password. If you forget the master
password, then you will go out of control of your other passwords that you save in the
password management tools.

If you change your passwords even more frequently, for instance, within a few days,
it can adversely affect your online security due to the following reasons:

*  More chances of forgetting your passwords

*  You many go out of the memorable combinations of the passwords
* Difficult to manage the wide range of passwords

e Chances of repetitive combinations, which are more guessable

*  Your password pattern may be exposed

Only changing your passwords will not produce the desired results pertaining to your
online shopping or Internet browsing, if those passwords are not as per password stan-
dards. Any weak password changed frequently will impact you adversely.

You should always choose the strongest password that has at least 14 characters that
should also include the following:

* Capital and lowercase alphabetic letters
e Numeric characters
e Special symbols
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So, always make a habit of changing your account passwords in between 30 and 60 days.
This will offer you good security for online shopping as well as Internet browsing.

Other than the regular password changes as per company security policy or as rec-
ommended by the authorities dealing with the cybersecurity, you should also make sure
to change the passwords in the following conditions:

* In case of any suspected activities on your account

e Sudden increase in the spam emails in your accounts

e If concerned company discloses that some security breaches have occurred

e If you find any malware, virus, or any other malicious activity on your com-
puter, mobile, or any other device

e If you shared account password with someone else for a certain period, you
should change the password after that period of time

* After you logged into any public insecure network such as public hotspots at
airports, railway stations, or any other public place

In a nutshell, change your passwords frequently as recommended by the industry
experts and standard authorities. And always, be smart and creative while creating
stronger passwords.

10.7 UPDATING OS

Cybercriminals and hackers are always in search for the vulnerabilities in the operating
systems (Figure 10.29) and other software applications. The first thing the hackers try to
find vulnerabilities in is operating system, because a particular operating system is used
by a huge number of devices across the globe. This huge user base makes the operating
systems the first target of attack from the hackers.

Operating systems are normally developed with the help of a huge team of experts,
developers, programmers, managers, and quality assurance engineers. All operating sys-
tems go through vigorous testing and quality checks, but despite all that, vulnerabilities
emerge on a regular basis when the operating system is released in the real world for use.

The hackers continuously strive to break the operating system security by exploit-
ing the vulnerabilities. Meanwhile, the security experts related to the OS development
team continuously monitor the performance and security of the operating system and
also get feedback from the customers on a regular basis.

If they find any kinds of bug or vulnerability, they immediately develop the patch
to heal that vulnerability. Those new software patches are known as the OS updates. It
is highly recommended to download those updates and install on the operating system
so that known vulnerabilities can be patched and healed.

For making your online shopping and Internet browsing experience safe, secure,
and free of worries, always keep your operating system up to date by downloading and
installing the latest updates released by the concerned teams of operating systems.

Let us now talk about the procedure to update the most commonly used operating
systems.



10 e Secure Online Shopping and Internet Browsing 245
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FIGURE 10.29 Various OSs.

10.7.1 Updating Windows 10

Windows 10 is the latest version of the Microsoft operating system (at the time of
writing this book), which was released in July 2015. Many updates have already been
released for this operating system, and numerous new releases are released time to time.

You can set automated updates for Windows 10, if you like. To download and
install the manual update of the Windows 10 operating system, take the following steps:

e Open the Settings by pressing “Windows + 1" shortcut key. Windows set-
tings page appears.

e Choose the Update & Security option. More options appear.

e Choose Windows Update option. The Windows Update page appears as
shown in Figure 10.30.

< Settings - m] X

@ Windows Update

You're up to date
Last checked: Today, 9:52 PM
Check for updates

Change active hours
View update history

Advanced options

FIGURE 10.30 Windows update.
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Windows 10 Insider Preview 17127.1 (rs4_release)
Status: Preparing to install - 80%

Change active hours
View update history

Advanced options

Update at your convenience

To select a convenient time to receive updates, select Change active hours and specify which
hours you use your device. Windows won’t update during that time.

Get help with your updates

See what's new in this update

Launch Tips app

FIGURE 10.31 Update download.

¢ Click the Check for updates button to check for new updates. The new
updates are checked and found, if the updates are available online.

e The Important Updates Are Available message appears.

e Click the message to download the updates (Figure 10.31).

e The available updates start downloading and installing on your computer, as
shown in the above snapshot.

* You will be prompted to restart your computer once the installations have
been downloaded.

e Click the Restart button and wait for the updates to take effect. It may take
many minutes to install the updates depending on the total size of the update.

* Have patience till all the updates are installed and computer restarts after
many minutes.

* Windows 10 operating system is updated successfully.

Note: Like other versions of the Windows operating system, Windows 10 also takes
many minutes to update the operating system.

10.7.2 Updating Windows 7

Windows 7 has been one of the most popular operating systems in recent years. Still
this operating system is used by many people worldwide.
To update Windows 7 operating system, take the following steps:

e Click the 3 Start menu.
¢ Choose the Control Panel option. The list of control panel options appears
(Figure 10.32).
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(JE) =@ conelpune » a1 Contlpaeitens »
Adjust your computer’s settings
W Action Center & Administrative Tools 53 AutoPlay W Backup 2nd Restore KX Color Management
@ Credentiol Manager 9 Dateand Time © 0cfoutt Programs @ Desitop Gadgets 2 Device Manager
& Devices and Printers B Display © Ease of Access Center Flash Player (32-bit) J? Folder Options
JA Fonts & Getting Started o HomeGroup I} HP Wireless Assistant & Indesing Options
IR Intel(R) Graphics and Media €1 Intemet Options (&) Java B2-bit) @ Keyboard 12 Location and Other Sensors
QD Mail G2-bit) & Mouse 5% Network 2nd Sharing Center 8 Notification Area kons & Parental Controls
[ ] Informationand Tocls I P, ] Phone 2nd Modem § Power Options {8 Programs and Festures
© Recovery & Region and Language 5 Rem: and Desktop Connections & Sound @ Speech Recognition
@ $RS Premium Sound Synaptics TouchPad V1.5 @ sync 18 System oL Taskbar and Start Menu
[ Troubleshooting 8 User Accounts & vin ime Upgrade B Windows CardSpace B Windows Defender
W@ Windows Firewall R Windows Mobility Center & Windows Update

FIGURE 10.32 Control panel list.

e Click the Windows Update link as shown in Figure 10.32.

¢ The Windows Update page appears.

¢ Click the Check for Updates button as shown in Figure 10.33. The windows
starts checking for the available updates.

* Windows starts checking for the available windows updates. A list of all
available Windows updates will be displayed as shown in Figure 10.33.

e The available updates are divided into two parts — important updates and
optional updates. Important updates very critical for the security of the com-
puter, while the optional updates are less critical (Figure 10.34).

¢ Click the Install Updates button. The Windows updates start installing.

* Once the updates are installed, the system prompts for Restart to take the
updates effect.

e Click the Restart button, if you want the newly updates take effect
immediately.

e It will take many minutes to restart. Be patient until the system restarts.

*  Your Windows updates are installed successfully.

’F& » Control Panel » All Control Panel ltems » Windows Update

Control Panel Home "
Windows Update

Check for updates
Change settings P P
Vi andate bistory f Check for updates for your computer .
3 Always install the latest updates to enhance your computer's security and
Restore hidden updates performance.
D vy i (Giapiie )
questions Check for updates
Most recent check for updates:  7/12/2016 at 9:13 AM
Updates were installed: 11/4/2016 at 5:01 PM. View update history
You receive updates: For Windows and other products from Microsoft Update

Find out more about free software from Microsoft Update. Click here for details.

FIGURE 10.33 Checking for updates.
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Control Panel Home

Windows Update
Check for updates
Change settings _ I . " p
View update history Download and install updates for your computer
Restore hidden updates - 51 important updates are availabl 51 impor updates selected, 349.3
Updates: frequently asked 13 optional updates are available M8
questions .
(B
Most recent check for updates: Today at 10:22 AM
Updates were installed: Today at 4:57 AM. View update history

You receive updates: For Windows only.

Get updates for other Microsoft products. Find out more

FIGURE 10.34 Different types of Windows updates.

10.8 UPDATING APPS

We live in the world of software nowadays. Every computer as well as mobile device
runs numerous applications to perform different functions and activities on your device.
All those applications work on the foundation of firm ware and operating system. Any
vulnerability in the software applications can also help the hackers to unleash the cyber-
attack on the devices.

Many applications are available for computers and mobile devices. Those applica-
tions are based on the operating systems, for example, windows applications, computer
applications, mobile applications, and many others.

In this section, we will focus on the updating of the computer applications
(Figure 10.35). The mobile application updates will be dealt in Chapter 11. Examples of
computer applications include the following:

e Microsoft Skype

e Email Application
e Adobe Acrobat

e Java Applications
e Adobe Flash

Many applications are designed to search for the updates automatically and prompt the
user about that update to download. But in many cases, the third-party applications do
not update automatically on the computers. Updating those applications is cumbersome
activity. You need to go to the products or their websites individually and search for the
updates and download to install on your computer.

In many cases, some applications are not used for longer periods. Those applica-
tions lie without any updates; such applications can be the suitable target for the hackers
to exploit the vulnerabilities and stage a cyberattack on the systems.
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SYSTEM UPDATE

FIGURE 10.35 Updating apps — conceptual image.
10.8.1 Updating Google Chrome Application
To update Google Chrome, take the following steps:

* Open the Google Chrome application.

e Click the ¢ symbol to customize and control Chrome. The list of available
options appears (Figure 10.36).

* GO OO :

New tab Ctrl+T
New window Ctrl+N
New incognito window Ctrl+Shift+N
History »
Downloads Ctrl+)
Bookmarks >
Zoom - 100% + I3
Print... Ctrl+P
Cast...

Find... Ctrl+F
More tools >
Edit Cut Copy Paste
Settings

Help >
Exit

B Managed by your organization

FIGURE 10.36 Available options in Chrome.



250 Cybersecurity Fundamentals

About Chrome

€@ Google Chrome

C Checking for updates
Version 72.0.3626.119 (Official Build) (64-bit)

Get help with Chrome (4]

Report an issue >

FIGURE 10.37 About Chrome.

e Click the Help option. More options appear.

e Choose the About Google Chrome option. The About Chrome page
appears, as shown in Figure 10.37.

* Google Chrome automatically starts checking for updates as shown in
Figure 10.37.

e Click the Install option, if new updates are found. Your browser is up to
date now.

Similarly, applications such as Adobe Flash, Acrobat, or any other application can be
updated through the About or the Help options on the settings of the applications. If
you want to make your life easy, you can choose any good application updater software
available in the market.

10.8.2 Important Computer
Application Updaters

A few very important computer application updater software tools are listed below:

e Patch My PC Updater Tool

* Update Notifier Tool

» FileHippo Update Checker Tool

e AppFresh Update Checker Tool

e OutDateFighter Update Checker Tool

You can get some of those applications for free and some charge a little fee for using
the services. These applications scan your entire computer and check if any application
is outdated. If it finds any update for any applications, it alerts for the same. You can
configure them to automatically search and download the updates of the applications,
if available online.
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10.9 USEFUL TIPS ON SAFE BROWSING
AND ONLINE SHOPPING

There are certain useful tips and guidelines for safe browsing and online shopping,
which are listed below (Figure 10.38):

e Always use your personal data carefully and professionally.

e Avoid to click unsolicited links and promotions.

e Never use public networks for shopping purposes.

e Always use secure connection with firewall enabled.

* Always keep your privacy settings open/active.

e Think twice before you download any software.

e Avoid freebies and tempting offers.

e Always use strong passwords.

e Change your passwords within 60 or 90 days.

e Always visit the secure websites that use HTTPS.

e Always shop from the trusted websites.

e Keep your OS and applications up to date.

e Clear your browser cache and browsing history regularly.

e Keep antivirus and anti-spyware up to date.

e Check you online shopping and bank statements regularly.

e Don’t follow the links in the phishing emails.

e Try to use blurring software tools that blur your personal information while
shopping.

e Mobile apps for trusted merchants are better for shopping as compared to the
online shopping through browser.

e Try to use digital wallets rather than credit or debit cards.

e Try to pay through gift vouchers and other such prepaid cards for shopping.

e Check the credibility of the merchant.

e Send complaints immediately, if you find any suspicious activity on your
account.

Helpful tips

FIGURE 10.38 Useful tips on safe browsing and online shopping (conceptual icon).
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* Read delivery and return policy of the merchant carefully.
* Read privacy statements carefully.

* Maintain a record of your online purchases.

e Last but not the least, use your common sense always!

You should be aware of the fact that the online shoppers fall victim to cyberattacks and
online web crimes due to careless use of credit cards, personal information, and using
the faulty websites and fraudulent links.

If you follow these guidelines carefully, you would be able to save you from online
frauds, and your financial information from being compromised online. Online research
would be very much helpful for anything that you are not sure about. You should use
search engines to know about any particular matter that you are not clear about.

SAMPLE QUESTIONS AND ANSWERS FOR
WHAT WE HAVE LEARNED IN CHAPTER 10

Q1. What are the main points that are normally exploited by the cybercriminals?

A1: The main points that are normally exploited by the cybercriminals include the
following:

e Introduction of poisonous links by using the black SEO
e Malicious links and emails for phishing purpose

* Text messages and popup notifications

o Identity theft techniques

¢ Social engineering methods

e Software vulnerabilities to send virus, Trojan horse, and worms
e QOperating system vulnerabilities

¢ Vulnerabilities in browsers

* Fake websites and offers

» Exploit your personal information that you provide

* Rogue and public access point vulnerabilities

e Use of weak passwords

* Bad password management

e And yes, your own carelessness

Q2. What is HTTP?

A2: Hypertext Transfer Protocol precisely HTTP is an application-layer commu-
nication protocol that is used for establishing the Internet communication between
client and server. A client is any software browser that is used to send the request
for accessing certain resources located on the web server. The web server has the
sever part of the HTTP that provides response to the requests originated from the
HTTP client.
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Q3. What is HTTPS?

A3: HTTPS is the secure version of HTTP. HTTPS uses a digital certificate signed by
the certificate authority (CA). The websites purchase those certificates from the CAs
for their websites. Normally, two major types of certificates are used in the HTTPS
websites, which are listed below:

e Secure Socket Layer (SSL)
e Transport Layer Security (TLS)

Q4. What is SET?

A4: Secure Electronic Transactions, precisely SET is a comprehensive communica-
tion protocol for maintaining the full security of the online payments and financial
transactions.

Q5. What are the main scoring algorithms used by Web Fraud Detection System
(WFDS)?

AS: The main scoring algorithms used by the WFDS are as follows:

e Predictive Behavioral Scoring Model
* Rule-Based Scoring Model
e Hybrid Scoring Model
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Mobile Device
Security

11.1 INTRODUCTION

According to the Statista information, more than 2.5 billion people will be using smart-
phones in the world. The online shopping through mobile phones has already overtaken
the online shopping done through the desktop computers about a year back. The online
transactions through mobile accounted for about 55% in Europe. The average website
visits through mobile accounted for about 63% in the United States in 2017.

These statistics clearly indicate the power of mobile phones. With the increased
popularity of the mobile phones, the security issues related to mobile phones have also
increased tremendously (conceptual images; Figures 11.1 and 11.2). According to the
McAfee Mobile Threat Report Q1 2018, a gigantic increase of 36% in ad clicks was
noticed in the first quarter of 2018 as compared to the same period in the previous year.

255
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FIGURE 11.1 Conceptual image of mobile security.

a slide to unlock

FIGURE 11.2 Mobile security concept.

The other threats also increased substantially, such as Botnet activities (22%),
spyware (23%), banking Trojans (12%), and others (2%—5%). The total market value of
ad click fraud was estimated to be about US$40 billion in 2018. Thus, you can image
the level of security issues on the arena of mobile market.

The major threats related to mobile security are listed below:

e Increasing menace of ad click frauds
e Increased Trojan attacks

e BotNet activities

¢ Crypto-mining malware attacks
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e Spyware attacks
¢ Root malicious attacks

More than 25 million new mobile malware were detected during the year 2017. The
number is increasing at an alarming level. This indicates a mobile security is going to
drive the future of cybersecurity in the years to come.

11.2 IMPORTANCE OF MOBILE SECURITY

Mobile is one of the most extensively used electronic devices in the world nowadays.
A huge ratio of the world population has one or more mobile phone. More than 2.5 billion
people own a smartphone. A smartphone is a multipurpose device. The security of
mobile device is very important because of the following things:

e It is used as your camera for recording your memorable movements with the
help of photos and videos.

e It is your communication partner through voice calls, SMS, chats, video
calls, emails, and other applications.

e Itis used as a computer device for Internet browsing and online shopping.

e Smartphone is your guide to new area through maps and GPS (Global
Positioning System).

e Mobile device is your entertainment partner.

e Mobile is used as the payment wallet for traditional shopping.

e Mobile device is used for physical access management and even for the digi-
tal access management tool.

¢ You store your valuable contacts and personal information.

* You use it as your temporary data storage.

If your deal with such a huge range of your day-to-day activities, then imagine how
important it is to keep this device secure from any physical as well as cyber threats.
You need to secure your mobile device to avoid any compromise on your privacy, data,
and other valuable things you do with smartphone. So, you have to make sure that your
smartphone is fully safe from any cybersecurity threats.

11.3 TYPES OF MOBILE PLATFORMS

The mobile operating platforms have evolved for over three decades now: from a very
basic analogue mobile to the latest high-tech digital mobiles referred to as smartphones.
Different manufacturers introduced different operating systems (OSs) for their own
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FIGURE 11.3 Mobile platforms.

products from early 1990s or even before. Those OSs can be classified in the following
categories (Figure 11.3):

e (1973-1993): Embedded OSs for function controls (1973-1993).

* (1993-1999): During this period, independent mobile OSs were introduced,
which included Newton OS, IBM Simon, Palm OS, Symbian OS, Nokia S40
and others.

* (2000-2010): This period was the starting of the smartphones. The main OSs,
which were launched during this period, include Windows CE, Blackberry,
Maemo OS, i0S, Android, webOS, Bada OS, and Windows OS.

* (2010 to Present): During this period of time, there were a very few new
launches of OS platforms. But during this period of time, the newer ver-
sions of Android, iOS, Windows, Blackberry, and others were launched.
During this period, a huge competition between iOS, Android, Windows, and
Blackberry started, which is still running. Nowadays, the main competition
exists between Android and iOS in terms of market of OSs.

According to the latest global statistics about mobile platforms, Google Android is the
market leader with a whopping ratio of 74.45% of all smartphones available in the mar-
ketplace, followed by the iOS phone with 22.85%. The market share of other major OSs
in January 2019 is listed below:

e KaiOS with 1.1% share

¢ Windows with 0.3% share
e Samsung OS 0.28% share
e Others 0.41% share

In the present marketplace, Android and iOS are the top OSs worth describing here in
this chapter.
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11.3.1 Android Operating System

Android (Figure 11.4) is the leading mobile OS in the world. It is developed by the
Google Corporation in alliance with many other companies under Open Handset
Alliance (OHA). This platform is based on the modified Linux kernel and released as
an open source code.

Android OS is developed with the help of Java, C, C++ and other languages.
The first version of Android OS was released in September 2008. The latest version
of Android is named as Android 9 (Pie). It was released on August 6, 2018. Google
Android is also associated with a few important proprietary services such as Google
Play, Chrome, Google Mobile Services (GMS), Gmail, and Google Search.

Android OS has more than 2 billion monthly active users and the number is count-
ing. There are more than 2.6 million Android applications on the Google Play store,
which is the leading Android application platform.

The major manufacturers of Android-based mobile phones are listed below:

e Samsung Corporation (45.4%)
e Huawei Technologies (10.4%)
e Xiaomi Corporation (6.7%)

*  Motorola Corporation (4.6%)
*  Oppo Mobiles (4.6%)

e LG Corporation (3.6%)

11.3.2 iOS Operating System

10S (Figure 11.5) is the second largest mobile OS after Android. The total market share
of the mobile devices running on iOS is about 22.85% globally. This OS is developed
by Apple Corporation. It is a proprietary system. This OS supports multiple devices of
Apple Inc., such as iPhone, iPod Touch, and iPad.

The entire OS is written with different programming languages such as Objective-C,
C++, C, and Swift. The first version of i0OS was released on June 29, 2007. The latest
stable version released by Apple Inc., is known as i0OS 12.1.4, which was released in
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the first week of February 2019. The beta version of iOS 12.2 has also been released on
February 19, 2019.
This OS is based on multiple layers. The main layers of this OS are listed below:

e Core operating system layer
» Core Services layer

* Media layer

* Cocoa Touch layer

Apple store has over 2 million mobile applications for iOS-based devices. This is the
second largest application marketplace after Android. Apple is big brand name popu-
lar in the market of high-income people. A large number of iOS applications are paid
applications as compared to other applications like Android applications or any other
framework.

11.4 LOCKED BRANDED PHONES

The branded phones are normally locked and branded with a particular wireless service
provider. The company that brands the mobile phone modifies the firmware to disable
general features that can allow using the services of other phone operators.

The branded phones are normally offered at the low initial price and locked for a
certain period with a particular operator. This way, the user is locked in with the opera-
tor. These phones normally have one SIM (Subscriber Identity Module) slot and do not
allow any other company’s services. The locked phones have also certain inbuilt appli-
cations of that particular service provider.

The major downside of the branded and locked phones is that the data of the user is
routed through one carrier and the remote access is also enabled in certain cases. Thus,
the security concerns increase while you use the branded and locked phones.

It is highly recommended to purchase the unbranded phones so that your data and
personal information is not locked and compromised. You are also free to use any secu-
rity applications to make your phone more secure.
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11.5 ANDROID PHONE
SECURITY GUIDELINES

Android OS is based on the Linux kernel, which is considered as one of the most power-
ful and secure platform. Owing to the power of Linux kernel, Android OS is considered
as very secure platform (Figure 11.6). Another important aspect of Android OS is its
open source nature, which allows a huge team of developers to keep the security of
Android improving continuously.

A large number of developers continuously contribute to the improvement in the
security and other features of the OS. New bugs are continuously identified and patched
with the suitable fixes. A large community powered by the Google development
teams is also very active in providing the quick patches to the vulnerabilities in the
Android OSs.

One of the main problems with the Android OS update is that the companies that
use the OS on their devices are not bound to the newly developed updates. So, the
updating of the Android OS normally gets delayed.

11.5.1 Guidelines for Security

Despite the robust security capabilities, the Android phones security can be compro-
mised by the sophisticated hackers. To make your Android phone from any security-
related breaches, take care of the following guidelines:

e Always purchase the phone that runs the latest version of the Android OS.

e Data files and important information should be stored in the encrypted form.
Android phones support encrypted data storage on the internal memories.
You can also make arrangements to encrypt the data on the external memory
like SD card.

e It is highly recommended to save your account credentials in Account
Manager tools, which are very highly reliable and protected. Thus, your cre-
dentials become less prone to the security threats.

e Always download trusted Android applications on your mobile phone.
Google Play store checks and verifies the secure applications before putting

FIGURE 11.6 Phone security.
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on the Google Store. So always download Android applications from Google
Play store.

e Always install an antivirus and anti-spyware software to safeguard your
mobile device from popular cyber threats. Using the paid version of the
trusted antivirus offers many other security features. So prefer to download
the paid version.

* Before installing any application, read the permissions that the application
needs to use your resources available on the mobile. If any applica-
tion asks for more permissions that look not reasonable, don’t use that
application.

* Read the privacy policy of the applications that you want to run on your
Android phone.

* Update all Android applications running on your mobile. Any vulnerabilities
in Android applications can lead to cyberattack on your mobile phone and
valuable data.

e Check and make sure that any application does not expose your informa-
tion or personal data to the third party, especially to the content and service
providers.

e Try to avoid using the public wireless networks or any other insecure net-
work; this will help you remain away from any hackers and malware avail-
able on the networks.

e Checkifyour applications don’t use the READ_LOGS permission. Normally,
at the time of installation, the applications may ask for this permission. Never
give this permission to the Android applications; this may lead to breach to
your data, privacy, and security.

e Try to use virtual private network (VPN) connections for your Internet
browsing and online shopping. This will save you from many security-related
issues.

* Quick release of Android OS updates is a big problem with the vendors of
the mobile phones. It is highly recommended to do some research about this
issue and check how long does the company that you are interested to pur-
chase a phone of takes to release the OS patches. Always buy Android phones
of those companies that release patches very fast.

e Always lock your phone with a strong password. You can also lock your
phone by using patterns, and others, but they are easier to break that strong
passwords. The biometric capability offers the most robust security, if you
have available this option on your phone.

* Android is the Google-powered OS system, which requires a Google account
to use different services related to Google. So, always use the two-factor
authentication for your mobile security. It will help you maintain your control
over the accounts that are linked to your Google account.

e Always try to use different numbers for two-factor authentication. If you use
the SIM that is inserted in the mobile that has also the Google account, then
your SMS will go to the same number. If your mobile is lost, some imme-
diately changes the passwords by using the two-way authentication; it will
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be very difficult for you to get control over a lot of accounts on your mobile
phone.

e Use the Android phone’s device encryption features. You can enable the
device encryption features by going to the Settings, then choosing the
Security option, and finally selecting the Encrypt Device option on your
Android phones.

e Always use the password management tools for better and consolidated secu-
rity of your multiple accounts on your phone.

e Always turn off the wireless connections on your mobile when you are not
using it. This will save the battery life and will increase the security of your
phone.

e Never install the applications that you don’t want to use for longer. If you
installed any application that is not in use nowadays, remove it. This will help
you increase the performance and security of your mobile phone.

e Never communicate important information through SMS text because they
are not encrypted anywhere on the mobile operator’s network. These mes-
sages can be accessed by the employers working with the mobile companies,
and other authorities easily.

* Your voice calls can also be intercepted easily. So, always try to use the
applications that transmit your communication over secure connection. For
example, WhatsApp is using encrypted communication nowadays.

e Never handover your Android mobile to any unknown person.

e Install an Ad Blocker to avoid any kind of malicious activities regarding the
online shopping scams.

* Always activate pop-up blocker on the browsers.

e It is recommended to disable JavaScript on your Android phone.

* Enable remote device locator so that you can easily locate your mobile phone
in case you lose your mobile.

* Automatic backup should be activated to back up mobile data into the cloud.
This will help you restore your data in case of any hacker attack.

e If you are willing to sale your mobile, you should have a factory reset before
you handover your mobile to your client.

If you follow all the abovementioned guidelines and use your common sense while
Internet browsing and online shopping through mobile, you would be able to secure
your data and privacy from being compromised and exploited. Let’s have a look at how
to enable the biometric-based mobile screen lock protection.

11.5.2 How to Enable Biometric Security
on Android Phone

Note: It is important to note that enabling biometric security on Android phones
may vary a little bit depending on the manufacturers and version of the Android OS.
Biometric is considered as the most reliable and robust mobile security nowadays.
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To enable biometric security lock on your Android phone, take the following
steps:

e Swipe your finger from top to bottom of the screen. The list of different
options appears.
e Tap the Q Settings icon with finger. The list of more options appears as

shown in Figure 11.7.

e Tap the Lock Screen and Security option on the list. The list of security
options appears.

* Scroll down to the screen lock type option.

e Tap the Screen Lock Type option. The list of screen lock types appears.

e Scroll down to the fingerprints option.

e Tap the Fingerprints option. The Set Up Fingerprint Security wizard
appears as shown in Figure 11.8.

e Before you enable the fingerprint, you will be prompted to add any one of the
three security lock options such as Password, Pin, or Pattern.

e Scroll down to the desired option. For instance, the Password option.

e Add password and confirm the same. Tap to go back to Lock Screen and
Security page (Figure 11.9).

e Tap the Fingerprint Scanner option as shown in Figure 11.9. The fingerprint
scanner page appears (Figure 11.10).
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FIGURE 11.7 Settings page.
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e Place your fingers on the home key as guided in the wizard till 100% scan-
ning is completed.

e The fingerprint-based screen lock and password is added successfully on
your Android phone.

11.6 IPHONE SECURITY GUIDELINES

Apple’s iPhone (Figure 11.11) is considered as one of the secure OSs available in the
marketplace. A dedicated team powered by the Apple Corporation supports this plat-
form with quick fixes and patch releases.

As we know, hackers are always several steps (sometimes told, at least two steps
ahead!) ahead of the security professionals in this very fast-paced environment of tech-
nology. So, it is always a good idea to take care of some of the basic guidelines for avert-
ing the data, privacy, and security breaches on iPhone mobiles.

11.6.1 Major Guidelines for iPhone Security
The major guidelines for iPhone security are listed below:
* Always take care of Siri security by not leaving your phone unattended.

e Implement iPhone Configuration Utility (iCU) in enterprise environments.
* Create stronger passwords for the accounts.

7™

U Available on the iPhone

AN

FIGURE 11.11 iPhone security.
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* Use password manager tools for better password security.

e Don’t use unauthorized iPhone applications.

* Disable the on-screen notifications.

* Enable the two-step authentication on your Apple account as well as iCloud.
* Disable auto-synch feature to iCloud.

* Disable the use of Siri on a locked screen.

e Always choose to use VPN connection.

¢ On browser, disable the auto-fill form feature.

e Don’t allow your applications to access your personal information.
e Cookies on your browser should be turned off.

* Disable auto-connection to available Wi-Fi networks.

e Use the secure networks and avoid public networks.

* Turn off application protocols that are not in use.

* Always encrypt the local files on the phone.

e Backup your data files to the iCloud.

* Use encrypted communication at maximum.

* Always update your iPhone mobile applications.

* Keep your mobile OS up to date with the latest software releases.
* Use your common sense when browsing and shopping online.

If you strictly follow these guidelines, your privacy and data on your phone will remain
safe and secure from the cybersecurity threats.

11.6.2 How to Enable Biometric
Security on Apple iPhone

Almost all iPhone versions released after iPhone 5S have the fingerprint scanning capa-
bility. The fingerprint scanning capabilities in iPhone and iPad devices are known as
touch ID. The touch ID works with the four-digit passcode, which you will have to enter
for just once when you start your mobile.

The biometric scanning is automatically activated during the process of iOS Setup
Assistant. If skipped at that time, you can configure it by taking the following men-
tioned step-by-step procedure to activate the biometric scanning security.

e Tap the Settings on the iPhone and choose Touch ID & Passcode option.
The list of available options appears (Figure 11.12).

e Turn on the Passcode button. Passcode field appears.

e Enter the four-digit passcode, which should be unique and hard to guess.
Passcode is saved automatically.

* Go back to Touch ID & Fingerprint screen as shown in the above figure.

e Tapthe Add a Fingerprint... option. The Place Your Figure screen appears.

* Place your finger in different positions on the Home key. The device contin-
ues scanning and recording the prints of the figure.

e The progress of the fingerprint scanning can be seen on the screen as the red
lines continue to increase as shown in Figure 11.13.
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FIGURE 11.12 Touch ID & passcode.

FIGURE 11.13 Fingerprint scanning.

*  When the scanning of your fingerprints with slight variation in its position is
completed, the Adjust Your Grip screen appears (Figure 11.14).

¢ Hold the mobile in the position you would use for fingerprint scanning.

* Repeat the mobile grip positioning for multiple times. The Success screen
appears, when the Adjust Your Grip scanning is completed.

* Your fingerprint security with the passcode has been successfully configured.
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FIGURE 11.14 Adjust your grip screen.

e Now press the lock screen button to lock/sleep the screen.

e Press lock screen again to activate the lock screen.

e Put your finger on the Home key. The mobile scans your fingerprints and
compares with the saved fingerprints.

e The screen unlocks automatically, if the fingerprint matches with the saved
fingerprints.

Note: You can save multiple fingerprints on your iPhone devices.

11.7 WINDOWS PHONE
SECURITY GUIDELINES

Windows phones (Figure 11.15) are powered by the Microsoft Windows OS for mobile
devices. This is very intuitive and easy-to-use OS. Windows OS is one of the most
popular OSs that are very well known to almost all people either at work or at home.
Many people are already aware of the security features of Windows OS as well as the
security guidelines.

The security guidelines for Windows mobile phone are mentioned below:

e Always purchase the Windows phone with the latest OS version.

e Always keep your OS up to date by installing any new update and releases.

e Always download the mobile applications from the trusted stores like
Microsoft Store.
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FIGURE 11.15 Windows phone security.

e Try to use the paid mobile apps that are free from apps and other pop-up
annoyance.

e Always keep your Windows apps updated.

¢ Install the best antivirus and anti-malware tool in the marketplace.

e Activate multi-step authentication security.

e Always use screen lock pin to keep the phone secure.

¢ Enable the “Find My Phone” feature so that you can locate your mobile easily
in case you lose your mobile.

e Use Internet Explorer browser with strong security settings.

e Don’t allow your browser to store cookies on your phone.

* Never use the insecure public networks.

e Always visit the secure websites.

e Use VPN connection for secure browsing and shopping.

e Always try to back up your precious data regularly.

e Use the latest mobiles that have security microchips or Trusted Platform
Modules (TPMs).

e Try to use facial recognition, fingerprints, or iris scanning for phone
unlocking.

¢ Use enlightened mobile applications, if you are using your Windows phone
in the corporate work environment.

¢ Use remote access feature only in very specific and compulsory conditions.

e Always shop from the trusted websites.

e Third-party application permissions should be given carefully.

If you follow these guidelines for your Windows mobile phone, you would be in com-
fortable position in terms of the security and safety of your mobile phone.
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11.8 MOBILE APPLICATION MANAGEMENT

Millions of mobile apps are already in the marketplace and hundreds of thousands new
apps are emerging in the I'T world annually. A large number of mobile apps are used by
every person on his or her mobile device. These applications are normally developed by
the third-party mobile development companies.

Those companies have their own commercial interests; they use those applications
for their business objectives in such a way that some security-related issues always
remain in using those applications, if proper guidelines are not followed strictly.

Those applications use ads, data access permissions, and other such things to gain
legitimate business objectives. The hackers normally exploit the vulnerabilities and
weak points in the code and operations of the mobile applications to compromise your
mobile security. It is the responsibility of the user whether personal or enterprise user
to make sure that those applications are used as per security guidelines and any vulner-
ability is not allowed to put your data on stake.

In our modern business ecosystem, the concept of bring your own device (BYOD)
is getting more and more popular. In this methodology of business system, the enter-
prises use the mobile devices of the employees at their work. The enterprises save a
huge cost on purchasing the laptops, tablets, and mobiles for the employees by adopting
BYOD concept. But this methodology also opens up the doors of cybersecurity.

The owner of the mobile device always configures and uses the applications as per
his/her choice, and any vulnerabilities in those applications can lead to the compromise
on the enterprise data security. Therefore, the enterprises use the Mobile Application
Management (MAM) software (Figure 11.16) platforms which control and manage the

FIGURE 11.16 Mobile application management.
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security of the applications and the enterprise data that those applications use. The
MAM normally covers the following aspects of mobile cybersecurity:

* Assessing the mobile applications’ security measures implemented by the
developers of the mobile applications

e Auditing the vulnerabilities of the mobile applications

» Establishing the controls over the mobile applications

* Managing those applications for any updates

e Checking for any violation of the security policy

* Integration of apps in a container so that inter-app data is guarded

e Addition, modification, and deletion of the applications

* Blacklisting and white-listing of the applications and activities

All of the abovementioned activities can be performed effectively with the help of
MAM software platforms.

As far as the management of the personal applications is concerned, you need to
follow the guidelines for managing the mobile applications effectively. The effective
management of mobile applications helps you improve the security of your mobile as
well as your personal information and privacy.

The most important guidelines for mobile apps management to maintain a high
level of security include the following:

e Always download mobile applications from the trusted stores such as Apple
Store and Google Play.

* Before downloading any mobile application, make sure you read all details
about the applications and the past user reviews.

» Take special care about the permissions that an app asks for at the time of
installation of the application.

* Read each and every component on the application wizard; don’t click next...
Blindly.

* Choose the custom installations that suit your needs.

e Be very much picky while choosing the mobile apps.

e If undue permissions are sought, don’t install that app.

e Always delete the applications that you don’t use.

e Always update all applications regularly.

* Set the mobile applications on auto-update so that they can update on a regu-
lar basis.

e Always install one powerful antivirus and anti-malware application from the
top-rated security service provider companies.

e Arrange the applications in good order so that you can easily track the desired
application.

e Arranging applications in terms of their frequency of use is a good idea.

e Try to use a containerization method for application communication so that
your valuable data is not compromised.

* Use encrypted connections for communication with the application servers.

* Manage an automatic key manager to manage the passwords of your application.
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Use strong passwords on the applications.

If you find abnormal behavior of any application, remove it immediately.
Share your experience to the other users on the review page so that other users
can also benefit from your experience with a particular mobile application.

If you follow these security guidelines, you will be able to maintain a good level of
mobile security on your mobile phone.

SAMPLE QUESTIONS AND ANSWERS FOR
WHAT WE HAVE LEARNED IN CHAPTER 11

Q1. State the major threats related to mobile security.

Al: The major threats related to mobile security are listed below:

Increasing menace of ad click frauds
Increased Trojan attacks

BotNet activities

Crypto-mining malware attacks
Spyware attacks

Root malicious attacks

Q2. Why is securing mobile device so important?

A2: The security of mobile device is very important because of the following things:

L]

It is used as your camera for recording your memorable movements with the
help of photos and videos.

It is your communication partner through voice calls, SMS, chats, video
calls, emails, and other applications.

It is used as a computer device for Internet browsing and online shopping.
Smartphone is your guide to new area through maps and GPS (Global
Positioning System).

Mobile device is your entertainment partner.

Mobile is used as the payment wallet for traditional shopping.

Mobile device is used for physical access management and even for the digi-
tal access management tool.

You store your valuable contacts and your personal information.

You use it as your temporary data storage.

Q3. What is Android?

A3: Android is the leading mobile operating system in the world. It is developed by
the Google Corporation in alliance with many other companies under Open Handset
Alliance (OHA). This platform is based on the modified Linux kernel and released as
an open source code.



274  Cybersecurity Fundamentals

Q4. What is the main downside of the branded and locked phones?

A4: The major downside of the branded and locked phones is that the data of the user is
routed through one carrier and the remote access is also enabled in certain cases. Thus,
the security concerns increase while the user uses the branded and locked phones.

QS. State a potential problem associated with the updating process of Android
operation system.
AS: One of the main problems with the Android operating system update is that the com-

panies that use the operating system on their devices are not bound to the newly devel-
oped updates. So, the updating of the Android operating system normally gets delayed.

SOURCES

https://www.statista.com/statistics/330695/number-of-smartphone-users-worldwide/
https://www.asymbo.com/55-of-online-transactions-in-europe-happen-on-mobile-devices-
criteo-2018/
https://www.stonetemple.com/mobile-vs-desktop-usage-study/
https://www.mcafee.com/enterprise/en-us/assets/reports/rp-mobile-threat-report-2018.pdf
http://gs.statcounter.com/os-market-share/mobile/worldwide
https://en.wikipedia.org/wiki/Mobile_operating_system
https://www.appbrain.com/stats/top-manufacturers
https://www.cs.colorado.edu/~kena/classes/5448/s11/lectures/13_introtoios.pdf
https://www.statista.com/statistics/276623/number-of-apps-available-in-leading-app-stores/
https://www.zdnet.com/article/the-ten-best-ways-to-secure-your-android-phone/
https://www.zdnet.com/article/googles-october-android-patches-have-landed-theres-a-big-fix-
for-dnsmasq-bug/
https://developer.box.com/docs/android-security-guidelines
https://heimdalsecurity.com/blog/smartphone-security-guide-keep-your-phone-data-safe/
https://www.stickypassword.com/help/fingerprint-authentication-on-android-1106
https://searchmobilecomputing.techtarget.com/tip/iPhone-security-FAQ-Risks-fixes-and-the-
future-of-iPhone-security
https://www.kaspersky.com/blog/iphone-maximum-security-tips/6132/
https://developer.box.com/docs/ios-security-guidelines
https://discussions.apple.com/thread/7813128
https://support.apple.com/en-jo/HT201371#use
https://docs.microsoft.com/en-us/windows/security/threat-protection/
windows-10-mobile-security-guide
https://www.thewindowsclub.com/7-tips-to-secure-your-windows-phone-7
https://www.upwork.com/hiring/mobile/mobile-application-security/
https://www.educba.com/mobile-apps-development-tools/



https://www.educba.com
https://www.upwork.com
https://www.thewindowsclub.com
https://docs.microsoft.com
https://docs.microsoft.com
https://support.apple.com
https://discussions.apple.com
https://developer.box.com
https://www.kaspersky.com
https://searchmobilecomputing.techtarget.com
https://searchmobilecomputing.techtarget.com
https://www.stickypassword.com
https://heimdalsecurity.com
https://developer.box.com
https://www.zdnet.com
https://www.zdnet.com
https://www.zdnet.com
https://www.statista.com
https://www.cs.colorado.edu
https://www.appbrain.com
https://en.wikipedia.org
http://gs.statcounter.com
https://www.mcafee.com
https://www.stonetemple.com
https://www.asymbo.com
https://www.asymbo.com
https://www.statista.com

Cybersecurity
Standards

SECURE
PAYMENT

COMPUTER
SECURITY

12.1 INTRODUCTION

Industrial standards play a very critical role in all types of industries. The standards are
the defined guidelines, best practices, and rules to achieve any certain objective in that
particular industry. In this chapter, we will talk about a few important standards that
deal with the cybersecurity in the field of information and communication technology
commonly referred to as ICT (Figure 12.1).

There are many standard organizations, industry alliances, and government
authorities that devise different types of standards for different activities related to
ICT. The standard organizations develop standards through deep research with the
help of the industry experts in the field of information technology. They develop cer-
tain formulas and criteria for different things, activities, and procedures such as:

e Security of the code of the web environment
e Criteria for the testing of the computer code

Cyber
Security
Standards

FIGURE 12.1 Cybersecurity standards.
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* Assessment of the vulnerabilities in the web environments

* Possible impact of the vulnerabilities on the industries and the end-users
e Ways to avert any kinds of security threat

e Assessment of level of risk

* Assessing and implementing secure communication

* How to deal with the potential threats

*  What preemptive measures can help avert any possible cyber threats

In a nutshell, the cybersecurity standards identify the most suitable ways and industry
best practices that are implemented to establish an effective cybersecurity. The detailed
documents of the guidelines are also created; those documents establish the relation-
ship between other security standards and guidelines. A detailed scope of work, roles,
implementation procedure, and audit process is created for smooth adoption of the stan-
dards in the organizations.

This is an international standard offered by ISO. It is also accepted all over the
world. The organizations from any part of the world can adopt this standard for estab-
lishing information security control.

Let us discuss a few very important cybersecurity standards that are commonly
adopted in the field of ICT.

12.2 ISO/IEC 27001 & 27002 STANDARDS

These two standards deal with the information technology control within the IT orga-
nizations. The standards are developed by the International Organization of Standards
commonly referred to as ISO. These standards are also written as ISO 2700X, which
denotes both the cybersecurity standards as mentioned above.

The objectives of this standard include the following:

o Establishing information security controls

* Reducing the security risk in the organization

e Streamlining the cybersecurity procedures

e Selection of the information security controls

* Management of information security controls

* Implementation and monitoring of the information security controls.

These standards allow the company to take the following steps:

e Choose the right controls over the information security processes for the
organizations that are defined in the recommendations.

e Implement the already accepted controls that have already been used and
proven in different industries for IT controls.

e Develop new information security controls that are in compliance with
the set criteria in the ISO standards and also suit the requirements of the
organization.
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These standards are constantly revised in the changed environment of the security threat
and security risk profiles. So, always have a look at the revised versions of the standards.

ISO also provides certificates to the organizations that fully adopt these standards
and implement them in accordance with the set criteria. The organization also audits the
implementation of the standards on a regular basis.

ISO certification requires charges even to access the detailed requirements. There
are four modules based on fixed prices, which will allow the IT organizations to achieve
the certification of the ISO information security control standards. ISO also has a
wide range of their consultant companies that work all over the world and deal with the
organizations that are interested in the implementation of information security control
standards.

Mostly the organizations undergo a security audit by the representatives of the
standard organizations annually to ascertain that the rules are being strictly followed as
per set procedures in the written documents or standard operational procedures (SOPs).

There are many other standards for establishing complete cybersecurity governance.
Those standards are in compliance with the information security control standard. So,
any organization can choose the set of standards offered by the ISO international.

12.3 INFORMATION SECURITY
FORUM (ISF) STANDARDS

Information Security Forum (ISF) is an IT governance organization that devises good
practices for the organizations to deal with the risks associated to the information tech-
nology security. The main focus of this organization is to provide the industry with the
risks of the existing as well as the emerging security threats.

The major areas that the ISF good practices cover include the following:

e Risk associated with the Agile software development methodology

e Privacy of information and intelligence about the emerging threats

* Security aspects of industrial control systems (ICSs)

e Assessing and establishing the co-relationship between the operational risk
and the information risk

This is also an international set of good practice acceptable worldwide. These standards
help the organizations in the following:

* Helping the leaders and teams exploit new areas for improving productivity and
efficiency while maintaining high level of security against information risks

e Preparing the organizations to preempt the potential threats to reduce the
risk through agility and preparedness

e Identifying the ways to implement the security standards in efficient and
effective manner
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This set of good practice improves the efficiency, agility, and effectiveness of the secu-
rity personnel and organization leaders by improving their alertness and innovative
thinking. This is a business-focused set of good practice.

12.4 PAYMENT CARD INDUSTRY DATA
SECURITY STANDARD (PCI/DSS)

The Payment Card Industry Data Security Standard (PCI/DSS) is focused to the
personal information of the online shopper. This standard is developed by the PCI
Security Standard Council. The standard was developed to safeguard the bank and card
information of the card users who use their cards for online shopping.

This standard directly impacts the millions of the people across the world. Security
Standard Council helps the financial institutes and merchants to implement the standard
guidelines devised by the council so that the card information of the people can be
safeguarded easily.

The council includes the following financial organizations:

* American Express
e MasterCard Inc.

e Visa Inc.

¢ JCB International
¢ Discover Inc.

The PCI council focuses on the following organizations to help them safeguard the
personal and financial information of the card users.

¢ Point-of-sales (POS) manufacturers
» Financial software developers

» Financial hardware developers

e Merchants of all sizes

¢ Financial institutes/banks

The main function of the council through its IT card security standards is to implement
the card information security by the following:

¢ Implementing security-related technology, policy, and best practices to the
existing and upcoming financial processes used at the merchant and financial
institute end

¢ Helping hardware and software venders to implement the security features
and capabilities in their products at the development level

At present, almost all financial institutes and merchants implement and follow the PCI/
DSS guidelines and standards.
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SAMPLE QUESTIONS AND ANSWERS FOR
WHAT WE HAVE LEARNED IN CHAPTER 12

Q1. Why are industrial standards important?

Al: Industrial standards play a very critical role in all types of industries. The
standards are the defined guidelines, best practices, and rules to achieve any certain
objective in that particular industry.

Q2. Name two industrial standards that deal with the information technology
control within an IT organization.
A2: ISO/IEC 27001 & 27002 Standards. These two standards deal with the informa-

tion technology control within the IT organizations. The standards are developed by
the International Organization of Standards commonly referred to as ISO.

SOURCES

https://leocybersecurity.com/wp-content/uploads/2017/11/14-List-of-Security-Standards-
20171103.pdf

https://www.iso.org/standard/54533.html

https://www.itgovernance.co.uk/cybersecurity-standards

https://www.securityforum.org/tool/the-isf-standard-good-practice-information-security-2018/

https://www.pcisecuritystandards.org/pci_security/
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Under Armor account hacking, 73
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prevention, 80

spreading of, 79

symptoms of, 79

virus propagation, 78
VLSI, see Very large-scale integration (VLSI)
VPN, see Virtual private network (VPN)
VPNFilter attacks, 61-62
VR, see Virtual reality (VR)
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WAN, see Wide area network (WAN)
WannaCry ransomware attack, 62—64, 74
Waterholing, 68
Web fraud detection systems (WFDS), 234
algorithms in, 236
Card Not Present transactions, 234, 235
workflow of, 235-236
WEP, see Wired Equivalent Privacy (WEP)
WEDS, see Web fraud detection systems (WFDS)
Wide area network (WAN), 14
Wi-Fi Protected Access v2 (WPA?2), 208, 209, 215,
218
vulnerabilities of, 209
Wi-Fi Protected Access (WPA), 208, 209, 218
Windows 7

firewall, 158-161
updates, 246248
Windows 10

firewall, 157-158
updates, 245-246
Windows IIS server
security certificate installation on, 226-230

Windows phone, 269-270
Wired Equivalent Privacy (WEP), 208
Wireless local area network (WLAN), 203-204
Wireless network security, 203
cyberattacks types on, 204
data encryption, 203
guidelines for, 216-217
Internet of Things vulnerabilities, 211-212
local area network vulnerabilities, 203-204
ad hoc networking, 209-210
default configuration of AP, 207-208
Denial of Service, 207
protocol vulnerabilities, 208—-209
reconnaissance vulnerability, 205
resource stealing and invasion, 205
rogue access points, 206-207
rogue insiders, 208
station and AP plain text transaction, 207
measures of
MAC address filtering, 215
modify default configuration, 213-214
stronger encryption algorithms, 215
update router software, 214
wireless router location, 214
overview of, 201-203
security breach in, 202, 217
security protocols, 203
wireless wide area network vulnerabilities,
210-211
Wireless routers, 205, 208, 213, 214
Wireless wide area network (WWAN), 210-211
WLAN, see Wireless local area network (WLAN)
World Wide Web (WWW), 27-29
Worms, 87-90
WPA, see Wi-Fi Protected Access (WPA)
WPA2, see Wi-Fi Protected Access v2 (WPA2)
WWAN, see Wireless wide area network (WWAN)
WWW, see World Wide Web (WWW)
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Zero-day exploitation, 50-51
ZOHO Vault, 138-139
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