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Abstract

This study aimed to investigate the impact of integrating Artificial Intelligence (Al) technologies
into Closed-Circuit Television (CCTV) systems on enhancing banking security efficiency in the
Kingdom of Saudi Arabia (KSA), considering the digital transformation the Kingdom is
undergoing as part of Vision 2030. To achieve this objective, the study adopted a descriptive
analytical approach, utilizing a questionnaire to collect data from a purposive sample of (100)
individuals working in security, monitoring, and technology departments in Saudi banks. The
study concluded that there is a strong statistically significant positive impact of integrating Al
technologies on banking security efficiency, with the Al adoption variable explaining (68.4%) of
the total variance in the level of security efficiency. Results also showed statistically significant
fundamental differences in the level of security and response speed between the pre-integration
and post-integration phases, favoring smart systems. The "Abnormal Behavioral Analysis"
technology was found to be the factor most strongly associated with increased speed of threat
response, relatively outperforming static recognition technologies. Conversely, the study
revealed that the main challenge to adopting these technologies is not purely technical, but rather
the urgent need for training human cadres, followed by high investment costs and data privacy
concerns. In light of these findings, the study recommended adopting "Hybrid Smart Security"
strategies that integrate Al algorithms with qualified human intervention, prioritizing investment
in "Behavioral Analysis" software due to its proactive capability, and emphasizing the necessity
of specialized training programs for operators, ensuring the application of "Privacy by Design"
standards to comply with regulatory controls.

Keywords: Artificial Intelligence (Al), Closed-Circuit Television (CCTV), Banking Security,
Behavioral Analysis, Security Efficiency, Kingdom of Saudi Arabia (KSA).
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Al ol Al ad! BN AW @]yl e 3 juall g ladll dalss a1 ugl il 2ed) clusd! (b 8
ol Jelmsy 481,11 8:LaSo 285 Balyd J¥1 @latlly (£lilaia¥l SN e datad 2,83 Adlye dalasl yglatl Axls
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(Zhou & Chen, 2021) Lizgu> day 2ilds ]I
:(s—200051990) 03,1 Jgzmid! — Ll A L
4ty Jsbol 2uia; Bl syauall abolie ¢35 7T Las «(DVR) Aued) Jimad dolas slazel § oudl iy ®
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logs 30 oo pud¥l e Lzwdll §lasinl § Sbsae Lagaudl clgidl oo %65 dalss :bibed! opids lyiss
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. (Kovacevicet al., 2024) & 9,41l clls Js15 dglgaall ol ol ol i lall ezl Jie coliall e elgludl
I 130! L gy Jud Aaizma calgmedly guall e allaidl 8508  plida a1 SN 2ugiall 46810 Adasl @eas O

2,1 Sl &) patl bty 2yl bobas]




:Federated Learning g XAl g3 (e 48laddly Ao guaid| e Blaxl!
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e B! Sbldl 7 sl Jo Sl @ladl z3les e el claga@l Jobis 4laill sda Jeds O
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Eolgzll $o8g day O madll dazlis o adas Sy olalad) 48|y Oeladdl pody o ydull aylal
Lalai¥l oia Byud canis ) 6ol Las cilymdl (re oSOl 3 A puadly 3o LaS Y ya1a5 ol dasylall sia 2]
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el Slazma Jie Al clogag (Slilad) (KU Aalasl darlss 2 paddld) Cilids Gedaly o guail! Ales
Differential ) 2 Lalatll dumgimsdl Jio b slerel cdlazy g o1 ccoputll cbile e iagadll o
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