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]
Literature Review Report: Detection

System for RPL Security

Introduction

The Intefft of Things (IoT) has grown rapidly, but its security remains a major
concern. The RPL protocol is widely used in loT networks, yet it is vulnerable to
Version Number Attacks (VNA) that disrupt routing and degrade performance. This
literature review summarizes, analyzes, and compares six research papers addressing
VNA detection in RPL-based IoT networks.

Summary of Research Papers
Paper 1: Distributed Monitoring Strategy

Mayzaud et al. (2017) proposed a distributed monitoring strategy to detect VNAs with
high detection rates (>90%) and low false positives. The approach used passive
monitoring nodes and Cooja simulations but required additional devices and was
specific to RPL.

Paper 2: Lightweight Scheme
Alsukayti & Singh (2022) developed CDRPL, a lightweight collaborative scheme

maintaining network stability and low overhead while detecting VNAs. It was tested
only on VNAs in simulations, lacking real-world validation.

Paper 3: Detection and Mitigation

Almusaylim et al. (2020) introduced SRPL-RP, which detects and mitigates rank and
VNAs with 98.17% accuracy in simulations. It lacked real-world testing and broader
comparisons.

Paper 4: ML-LGBM
Osman et al. (2021) applied a LightGBM-based machine learning model to detect
VNAs with 99.6% accuracy and low resource use, though it was not tested on actual

IoT devices and risked overfitting.

Paper 5: Parent Supervision




Rouissat et al. (n.d.) proposed a lightweight parent supervision method reducing
overhead and improving delivery, tested on a small 16-node simulated network
focused only on VNAs.

Paper 6: Claim Algorithm

Nandhini et al. (2021) used a collaborative Claim algorithm improving detection,
reducing latency by 87%, and increasing delivery by 86%. It was not tested on large-
scale networks or evaluated for energy consumption.

Critical Analysis

These studies address VNA detection through innovative, lightweight designs with
high accuracy and low overhead. However, they all rely heavily on simulations, lack
real-world validation, focus narrowly on VNAs, and often omit energy-resource trade-
off evaluations.

Connections

All studies focus on securing RPL in IoT networks, identifying VNAs as a significant
threat. They propose lightweight, resource-efficient solutions tested mainly via
simulation, assessing performance based on accuracy, overhead, and energy
consumption.

Conflicts

The studies differ in monitoring (distributed vs. centralized), detection (rule-based vs.
machine learning), scope (VNA only vs. multiple attacks), and level of application
(parent-based vs. network-wide). Methodologies also vary between active and passive
monitoring.




Synthesis Matrix

Study Authors | Year | Research Key Methodology Limitations
Design Findings/Results
Distributed | Mayzaud et | 2017 | Experimental | >90% detection, | Distributed Extra devices, RPL-
Monitoring | al. low false monitoring, specific
positives simulation
CDRPL Alsukayti & | 2022 | Experimental | Stable network, | Modified Only VNA, simulated
Scheme Singh low overhead RPL,
simulation
SRPL-RP | Almusaylim | 2020 | Experimental | 98.17% Status tables, | No real-world testing
et al. accuracy, high node
delivery isolation
ML-LGBM | Osman et 2021 | Experimental | 99.6% accuracy, | LightGBM Simulated only
al. low memory use | machine
learning
Parent Rouissatet | n.d. | Experimental | Lightweight, Parent-child | Small network
Supervision | al. effective monitoring
Claim Nandhini et | 2021 | Experimental | 87% latency Claim Limited scale, no energy
Algorithm | al. reduction, 86% algorithm, analysis
delivery simulation
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