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Understanding Cryptography.

LEARNING OUTCOMES

Recognize types of Encryption.
Recognize different algorithms of symmetric encryption.
Recognize different algorithms of asymmetric encryption.

Understanding the Hash function and Digital Signature.
Understanding Digital Certificates and PKI.

Recognize Authentication Protocols

Recognize Encryption Tools

Understanding Obfuscation.

Understanding Blockchain.
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What is Cryptography?

Cryptography 1s the practice of writing and solving codes in order to hide the true meaning

of the information.

Plain text Encryption Cipher text Decryption @ & Plain text

Readable format Non-readable format Readable format
Non-encrypted data Encrypted data Non-encrypted data
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What is Encrvption?

Encryption 1s the process of converting ordinary information, known as plaintext data,
into an unintelligible format known as ciphertext data. Encryption is used to protect data at

rest, data 1n transit, and data in use.

What is a Cipher?

A Cipher 1s an algorithm that perform encryption and decryption.

Whatis a Key?

A Key 1is an essential piece of information that determines the output of the cipher. The

longer the key, the more secure it's going to be.
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Algorithm Algorithm
° Confidentiality  Mona Ahmed

o Non-repudiation A single key that's used to encrypt and decrypt that data.

Q—m Ahmed Public Key

v
Plain text [SF cryption Ciphertext R Decryption
. Algorithm Algorithm
o Confidentiality Mona Ahmed
o Two keys one for encryption and the other for decryption
o Non-repudiation
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Symmetric

It only requires a single key for both encryption and
decryption.

The size of cipher text is the same or smaller than the
original plain text.

The encryption process is 100 to 1000 times faster.

It is used when a large amount of data is required to
transfer.

It only provides confidentiality.
The length of key used is 128 or 256 bits.

Key distribution by either symmetric or asymmetric
encryption.

MIDOCEAN

Asymmetric
It requires two keys, a public key and a private key,

one to encrypt and the other one to decrypt.

The size of cipher text is the same or larger than the
original plain text.

The encryption process is slow.
It is used to transfer small amounts of data.

It provides confidentiality, authenticity, and non-
repudiation.

The length of key used is 2048 or higher.

Key distribution by public announcement of public
key, public available directory, public key authority, or
public key certificate.
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Breaking the input into fixed length blocks of data before performing their
encryption functions. For example, a message that was one kilobyte in size,
we could break that up into 16 blocks of 64 bytes each. Each of these 16
blocks could then be processed by the cipher, and then output out the other

side of this algorithm

Performs their computations and encryptions a single byte at a time. This

Types of Cipher

makes i1t a bit-by-bit process, and they utilize a key stream generator by
mixing with the input plain text using an exclusive or (XOR) function.
They're very well-suited for securing real-time communication data streams

like IoT sensors, streaming audio or streaming video.
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Data Encryption Standard (DES)
e ——

» DES i1s a 64-bit block symmetric cipher (because the
Text
key works only on 64 bits of data at a time).

» The key is 56 bits, with 8 bits used for error checking Left Plain Initial Right Plain
i ' Text L s Permutation g 2 Text
(LPT) (IP) (RPT)

and 16 rounds.

» Making DES more secure: =—> <—ﬂ

» 3DES: each block of data is encrypted 3 times with | ::
3 different keys. {}
» DES encryption 1s obsolete today but 3DES will
continue to be a reliable encryption algorithm at least

through 2030.
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Symmetric Cryptography

International Data Encryption Algorithm (IDEA)
a
{ 64 Bit Plain Text | Key 128 Bits

T — e

P1(168it) P2(168it) P3(16Bi) P4 (16 Bit) K1 to K6

IDEA 1s a 64-bit block symmetric cipher. [ Round 1 ™=

!

The key is 128 bits. L ——
b

| Round 2

Total 8.5 rounds (52 sub-key). 1

P1(16Bit) P2{168Bit) P3I(16Bit) P4 (16 BiY) K13 to K18

-
Round 3 |
I
vulnerable to brute-force attacks. '

P1(16Bit) P2(16Bit) PI(16Bit) P4(168BR) K43 to K48

-
Round 8

!

Output Transformation ] K49 to K52
-
Ci(16Bit) C2(16Bit) C3I(16Bi) Ca(16BN)

, ' :
‘ sagitcipher et | IDEA Encryption

» Although IDEA encryption 1s considered secure, i is still [

Key Generator
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Advanced encryption standard (AES)
ﬁ

Plain Text

» AES 1s a 128-bit block symmetric cipher (because the key works
]
only on 128 bits of data at a tume). e
» The key size can be 128/192/256 bits. IS
» The number of rounds depends on the key length as follows : (Add Round Key REWSIEIS] ~ Cipher Key
= 128 bit key — 10 rounds ,
= 192 bit key — 12 rounds S

= 256 bit key — 14 rounds Last Round
_ Mix Columns

Lo Round key
» Both AES and 3DES are unbreakable with current technology.

» AES 1s the most widely used encryption algorithm.
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Blowfish and Two fish
e e gty

Blowfish 1s a 64-bit block symmetric cipher (because the key works
only on 128 bits of data at a tume).

> The key size can be 32-bits to 448-bits variable size.

» The number of rounds 16 rounds.

Two fish 1s 1s a 128-bit block symmetric cipher, and The key size
can be 128-, 192-, or 256-bits.

» Both Blowfish and Two fish were released as open-source products

that people could use.

1
MIDOCEA[TI'




Lecture

|
02 Symmetric Cryptography M DOCEAIT!

RC4, RCS, and RC6 Cipher

m

» RC4 1s a stream symmetric cipher, which used a shared key length varies
Shared key
from 40 to 2048 bits. It 1s the basis for a number of protocols such as Wired lr

Equvalent Privacy (WEP), Wi-F1 Protected Access (WPA) used 1n wireless  Figii | lgorithm

communications, and Secure Socket Layer (SSL). l
Keystream
» RC5 & RC6 are a 32-, 64- and 128-bit variable block l
.. : ) Plain text —>¢’—F Encrypted text
symmetric cipher, which used a variable key length up to 2048 ! S

XOR
bits. Number of rounds vary between 0 to 255 rounds.
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Asymmetric Cryptography

Diffie-Hellman
ﬁ

» Diffie-Hellman 1s a key-exchange and secure key distribution protocol that enables two parties
communicating over public channel to establish a mutual secret without it being transmitted over the

Internet.

» Diffie-Hellman 1s widely used whenever you're setting up a VPN tunnel or other encryption tunnels that
require a symmetric algornithms shared secret key, which 1s a private key, to be exchanged first before setting
up that symmetric tunnel. And then using asymmetric algorithms like Diffie-Hellman, we can do that in a

secure and scalable manner.
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Asymmetric Cryptography

Rivest, Shamir, and Adleman (RSA)
» RSA 1s asymmetric variable-length block sizes cipher can support key sizes between 1024 bits and 4,096 bits.
» Message: just a bit pattern which can be represented by an integer number e.g., m= 10010001 . This message 1s
represented by the decimal number 745.
Thus, encrypting a message 1s equivalent to encrypting a number. which gives a new number (the ciphertext).
" Choose two large prime numbers p, ¢. (e.g., 1024 bits each).
Compute n = p *q, z=(p-1)*(q-I).
Choose e (with e<n) that has no common factors with z (e, = are “relatively prime”).
Choose d such that ed mod =z = 1.

Public key is (n.e). private key is (n,d). [ C= M*mod n, M= C¢mod n]
+
Ka Kg
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Chooses p=5, g=7. Then n=35, z=24.
e=5 (so e, z relatively prime).
=29 (so ed mod z = 1).

Encrypting 8-bit messages.

RSA Example bit patt - e

— it pattern m
Encrypt: ’ o T

00001100 12 24832

Decrypt: -
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Asymmetric Cryptography
Elliptic Curve Cryptography (ECC)

» ECC 1s heavily used in mobile devices, and it's based on the
algebraic structure of elliptical curves (y* = x°> + ax + b) to

define 1ts keys.

» ECC's algorithm 1s about six times more efficient than an RSA

algorithm (a 256-bit key with ECC, actually have t a 2,048-bit
Prime Number

ey with RSA to be just as secure). For this reason, ECC 1s used ‘-\

in a lot of things like tablets and smartphones and other mobile- y2mod P = (x3+ax + b) mod P

based implementations (low-power computing devices). E,(a,b) where 4a3 + 27h% = 0
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Elliptic Curve Cryptography (ECC)
“

» There are a few variations of ECC including:

* ECDH, or the Elliptic Curve Diffie-Hellman.
ECDHE, or the Elliptic Curve Diffie-Hellman Ephemeral, which uses a different key for each portion of
the key establishment process inside of the Diffie-Hellman key exchange.

ECDSA, or the Elliptic Curve Digital Signature Algorithm for all of digital signature needs.
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Asymmetric Cryptography
Pretty Good Privacy (PGP)
e — et

» End-to-end encryption (E2EE) 1s a type of asymmetric encryption and used to secure communication that

prevents third parties from accessing data while 1t's transferred from one end system to another.

Public Key of B ? Sender ReceiverT Private Key of B

Private Key of A e — Sender ? Public Key of A
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> Hash function takes a string of variable length and encodes as a fixed-length hash value called

message digest. It does that via complex mathematical operations and it 1s ene-way function property.
Collision Resistant property; impossible to find two different inputs that produce the same output.
» A hash value 1s a like a fingerprint used to ensure the message's integrity.

There are several different classes of hash functions. The most used are:

* Message Digest Algorithm (MDS5); 1t produces a 128-bit hash value. 1t can only create a limited

number of unique values, and this can lead to two files having the exact same resulting hash digest,

which we call a collision.
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* Secure Hash Algorithm (SHA); comprise of four SHA algorithms; SHA-1, SHA-2, and SHA-3.
SHA-1 creates 160-bit hash digest.
SHA-2 1s a family of hash functions that create 224 bits up to 512 bits hash digest

SHA-1 and SHA-2 are going to perform a different number of rounds of mathematical

computations to create thewr hash digest, anywhere from 64 fo 80 rounds.
SHA-3 just like SHA-2 can go between 224 bits and 512 bits hash digest. 1s that 1t has a major
increase 1n security because it uses 7120 rounds of computations to create its message digest for
each unique file.
RACE Integrity Primitives Evaluation Message Digest (RIPEMD); provides 160-bit, 256-bit and
320-bit hash value .
Hash-based Message Authentication Code (HMAC); will be paired with other algorithms to
check the integrity of a message ike HMAC-MDS5 or HMAC-SHA1, or HMAC-SHA256.
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Digital signatures provide more security than other electronic signatures. It 1s analogous to hand-written signatures.

Apply hash function Ahmed’s Private rm i Message
key Encryption ﬁ_l-’
N,
Ahmed’s %ﬁ%

Digital Signatures l

Apply hash function to
message Message

Both digests should be equal

Ahmed’s public key decryption
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» A digital certificate 1s a digitally signed electronic document that binds a public key with a user's identity,
these certificates are commonly going to use the X 509 protocol standard. Each certificate contains the
public key of a user and 1s signed with the private key of a trusted certification authority.

» A certificate authority (CA) 1s the one responsible for 1ssuing digital certificate, the CA may be a third-

party organization such as VeriSign or internal to organization.

» Revocation of digital certificates happens when:

» (Certification 1s not used any more.

» Details of certifications are changed.

CERTIFICATE - CERTIFICATE

» The certificate owner’s private key 1s compromised —
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» A Wildcard Certificates are going to allow all the sub-domains to use the same public key certificate and have

it displayed as valid. When using multiple domain names with the same certificate, the Subject Alternative

Name (SAN) field should be modified instead of using the wild card.

» Single-Sided certificates are creating a secure session that can be established between the server who's going

to 1dentify 1tself to the client’s web browser wusing the server's digital certificate (single sided).

» Dual-Sided certificates are creating a secure session that can be established between the server and the client’s

web browser using the digital certificate of both server and client to authenticate connection (dual sided).

» Self-Signed certificates are digital certificates that are signed by the same entify whose 1dentity it's certifying,

rather than by a trusted certificate authority or third party.
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» Third-party Certificates are digital certificates issued and

signed by a trusted certificate Authority, which we call a

CA. Now, these certificate authorities will have their root
certificates embedded into major web browsers and

operating systems, which means that any certificate they

issue 1s inherently going to be trusted by that system or
browser.

» The Root of Trust is a root certificate that can be used to issue
other certificates in the TLS/SSL system. These certificates are

issued by a verified certificate authority (CA).
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Certificate Authority 1s the frusted third party who's going to issue these digital certificates and therefore the
certificate 1s also going to contain their name, their digital signature, the serial number for that certificate, the

issue and expiration date, and the version of that certificate.

» Registration Authority 1s responsible for receiving certificate signing requests from applicants and forwards

these requests to a Certificate Authority (CA).

Certificate Signing Request (CSR) 1s a block of encoded text that contains information about the entity that's

requesting the certificate, including the organization's name, domain name, locality, and country.

Certificate Revocation List (CRL) i1s an online list of digital certificates that the certificate authority has

already revoked.
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Online Certificate Status Protocol (OCSP) 1s determining the revocation status of any single digital

certificate using its serial number and 1t operates as an alternative to the certificate revocation list.

OCSP stapling 1s an alternative to OCSP that will allow the certificate holder to get the OCSP record from

the server at regular intervals and 1nclude 1t as part of the SSL/TLS handshake.

Public key pinning allows an HTTPS website to resist impersonation attacks from those who are trying to
present fraudulent certificates by presenting a set of trusted public keys to the user's web browser as part of its
HTTP header. Now, if the web browser doesn't get the matching public key from the certificate authority, then

it knows that that website was compromised.

Key recovery agents allows the restoration of a lost or corrupted key to be performed.
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02 (PKI)

PKI 1s an entire system of hardware, software, policies, procedures and people that 1s based on asymmetric

encryption used to protect communications between the webserver and the clients.

» PKI has a common elements such as;

= Digital Certificates: 1t’s a form of electronic identification for websites and organizations.
Certificate Authority (CA); are going to 1ssue digital certificates and these certificate authorities are also
going to keep the level of trust between all the certificate authorities around the world intact. e.g.,
VeriSign /Symantec, Kaspersky, Comodo, and DigiCert.
Key escrow; refers to the process where cryptographic keys are going to be stored in a secure, third-
party location, which 1s effectively called an escrow. In case of an organization loses access to their

encryption keys, these keys can be retrieved from that escrow account.
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(PKI)
Transport Layer Security & Secure Socket Layer (TLS/SSL)

' S icati Application
» Secure Sockets Layer (SSL) is a communication protocol that creates a | Application PP

ssL
secure connection between two devices or applications on a network. Tep TCP

. . . IP P
» Transport Layer Security (TLS) 1s the upgraded version of SSL that |
Normal application  Application with SSL
f.].X. ea ex_latu’lg S S L V]_lhlerﬂbllltle& . [ & Send Money, Pay Online or Set Up a Merchant Account with PayPal - PayPal - Windows Internet Explorer
@U - |P hittps:/ ‘v paypal.com/ = “f PayPal Inc. [US] | +:] # I Ib Bing

» Used with HTTPS protocol (Secured version of HTTP). D —r—r

@ Send Money, Pay Online or Set Up a Merchant Account with PayPal - PayPal - Mozilla Firefox

Fa

Ele Edit View Higtory Bookmarks Toels Help

» The TLS/SSL encryption 1s created with a SSL certificate. | P& - ¢ = o CIEIEEE] rwos/ompmpicon v - 8-

. e . ] . P Send Money, Pay Online or You are connected to
Certificates are 1ssued by a certification company and @ paypal.com

which is run by
PayPal, t.-.:_jr
contaimns information and instructions to transmit i . oo aose

Calfarm 18, us

Verified by: VeriSign, Inc.

information between a web server and a user using a

Your connection to this web site is encrypted to
prevent eavesdropping.

- . Account login (& More Information... |
public key and a private key. | ‘ :

| How PayPal Works Fay Onling
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(PKI)
Transport Layer Security & Secure Socket Layer (TLS/SSL)

[ Certificate Information

This certificate i intended for the following purpose(s):
u SSL ‘VEI' Slﬂ[l - # Eregures Bhe identity of & remate compuber

= Cryptographic algorithms.
= Data compression method

LI L
111 e

Isswed by: Kaspersoy Anti-Virus Personal oot Certficate

Wa ' ; ;
[ nt to connect m_f(r{'(*ﬁuﬂk..:'rmr webserver

Valid from T-77/-7/-T to 7171 i1

the certificate from CA |

Client verify facebook.com webserver send its certificate

i

CA reply fo client and verified the certificate| ~ Client generates symmetric key and Cryptographic algorithm agreement.
—1— use the public key of the webserver fo Session ID.

encrypt it. Digital certificate.

Public key.

Send
bend the encrypted key to facebook.com webserver

Use the encrypted key to start exchanging data




Lecture

|
02 Authentication Protocols MI DOCE-AIT!

» An authentication protocol 1s defined as a computer system communication protocol which designed

specifically to securely transfer authenticated data between two parties:

* Password Authentication Protocol (PAP) 1s an authentication protocol that transmits data (passwords) in
plain readable text as a single readable file.

» Shiva Password Authentication Protocol (SPAP) 1s a proprietary form of PAP that offers more security
than PAP. With SPAP, passwords are processed through a reversible encryption system.

" Challenge Handshake Authentication Protocol (CHAP) 1s an industry standard communication protocol
that uses the MD5 Hashing scheme for authentication.

» Time-Based One-Time Password (TOTP) 1s an authentication protocol that uses an algorithm to generate
what 1s called a temporary passcode used for authenticating access to any system. This passcode 1s

changed every 40 to 60 seconds.
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User login and requests for ticket-granting
service, the request is encrypted using the
user password.

Mmoo
Larwer

;’ Database

Authentication Server decrypts the user
request using the saved user password and
verifies user’s access right using database
Authentication Server and then gives the user ticket-granting-
ticket (TGT) encrypted with a secret key.

User send (TGT) to Ticket Granting Server

icket Granting Server (TGS) =4 which decrypts TGT using the secret key
from AS.

TGS sends the user a token encrypted with
another secret key shared with (0S).

The user sends the token to the (0OS) which
decrypt it with the secret key that shard with TGS.

! Organization servers (0S) OS grants access to the user.
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Internet Protocol Security (IPSec) encryption is one part of the protocol suite that allows the information to
be securely transmitted and received across a network often used in setting up virfual private networks
(VPNs). IPSec uses authentication (venfication of identity and/or origin) and encryption (scrambling a

message so that 1t has to be decoded to be understood) to send data across a network via:

* Authentication headers (AH); which ensure the integrity and verify the origin (source) of the data
(verifying user identity).

* Encapsulating Security Payload (ESP); which works to ensure data confidentiality (protecting the data).




Lecture

|
02 Authentication Protocols MI DOCE-AIT!

» FExtensible Authentication Protocol (EAP) 1s a protocol for wireless networks that expands the
authentication methods between the supplicant (the Wi-F1 workstation) and the authentication server

(Microsoft IAS or other). There are several authentication types of EAP include EAP-MDS5, EAP-TLS,
EAP-PEAP, EAP-TTLS, and EAP-FAST.

@

A user requests connection

AP requests identification data

Identification data

A | AP transmits that data to

an authentication server.
Additional requests and response | Additional requests and response

Success or failure ) Access grant or deny

-

-
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Some various encryption tools that are employed to protect our enterprise networks and systems. These

encryption tools include:

» Trusted Platform Module (TPM) 1s a dedicated microcontroller that's designed
to secure hardware through mtegrated cryptographic keys. One of the common
uses of the trusted platform module 1s with the BitLocker drive encryption feature

found inside of your Windows operating system.

» Hardware Security Module (HSM) 1s a physical device that safeguards and
generating, protecting, and managing keys used for encrypting and decrypting

data and creating digital signatures and certificates, and 1s primarily used for

mission critical situations like financial transactions.
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» Key Management System (KMS) 1s an mtegrated approach for ;
generating, distributing, and managing cryptographic keys for I | \
devices and applications. The key management system 1s a -w
centralized mechanism that controls the entire lifecycle of these

cryptographic keys, from creation to destruction. 05 04

» Secure Enclaves 1s a co-processor that's integrated info the main processor of some devices, and it's

designed with the sole purpose of ensuring data protection.
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» Steganography 1s the technique of hiding data within an ordinary, non secret file or message to avoid
detection; the hidden data 1s then extracted at its destination. It 1s frequently used alongside encryption for

an extra layer of security (try this site “https:/stylesuxx. github.io/steganography/”.

Tokenization 1s the process of replacing sensitive data with nonsensitive equivalents called tokens (unique
identification symbols) that retain all the essential information about the data without compromising its
security. Tokenization 1s often used to protect credit card data, bank account information and other sensitive

data handled by payment processors.

» Data Masking 1s used to protect our data by ensuring that it remains recognizable but does not actually

mmclude sensitive information.
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General Ledger

Description Post
Ref:

Ledger Book

Any deposit, withdrawal, or transfer of money

- 1n the bank 1s recorded in a digital Ledger.
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A blockchain is a constantly growing ledger that keeps a permanent

record of all the transactions that have taken place in a secure,

chronological and immutable way.
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Constantly growing ledger

Total Number of Transactions Blockchain Size
836,265,458 ' 479.9 GB '




Blockchain

Permanent record of all the transactions

Advanced Details

Hash
Age

Input Value

Fee

Fee/VB
Weight
Coinbase
RBF

Version

Time

Inputs
Outputs
Output Value

Fee/B

Size

Weight Unit
Witness
Locktime
BTC Price

MIDOCEAH!

Eat Out from £5

'-‘1 rl Mmul

srael prepares 1o send tanks and troops into Gaz

Chancellor on brink of
second bailout for banks

99p '
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Secure

REACHABLE BITCOIN NODES

Updated: Thu May 25 19:47:55 2023 EEST

17258 NODES Eag

IPvd: -2 s F IPvb: { .omon: =4.8

Top 10 countries with their respective number of

reachable nodes are as follows.

RANK COUNTRY NODES
1 n'a 10617 (61.52%)
2 United States 1653 (9.58%)
Germany 1369 ({7.93%)
476 (2.76%)

France
Netherlands (1.98%)
Canada

Finland

United Kingdom
Russian Federation

Switzerland 160 (0.5

Map shows concentration of reachable Bitcoin nodes found in countnes around the world. m
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Q.eN1MM&FBBTC

Chronological

11336931 BTC

DO03ISTSZ BTC

|

I | 1l

I| M -Iu | |'|/| '\I
fi |

|Ifr \ 099359741 BTC

121830241 BTC

2.00315612 BTC

sactlons

0.00264934 BTC

Tran

00R0ZEYT BTC

QL.O1BTERIIBTC

QODREZe2 BTC

0.00002846% BTC
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Immutable

f
I8

\, Previous
Hash

Block 22 Block 25 Block 24
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