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Abstract:

This study examines the impact of shadow Al use in the workplace on operational
efficiency and data security risks, while testing the moderating role of digital governance
policies. Shadow Al refers to employees’ use of artificial intelligence tools without formal
approval or direct organizational oversight, including public Al applications, personal

accounts, or unsanctioned platforms for work-related tasks.

The study adopts a descriptive analytical design and proposes a structured
questionnaire covering shadow Al use, operational efficiency, data security risks, and
digital governance policies. The applied statistical model demonstrates how direct and
interaction effects can be tested through correlation, linear regression, and hierarchical
regression. The proposed results indicate that shadow Al may improve operational

efficiency, butitalso increases data security risks when governance controls are weak.

The study concludes that organizations should not rely on complete prohibition
or unrestricted use. Instead, they should develop balanced Al governance policies that
classify data, approve safe tools, define user responsibilities, train employees, monitor
usage, and integrate Al governance with data protection and information security

management systems.

Keywords: Shadow Al, operational efficiency, data security risks, digital

governance, Al governance, data protection.
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