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Historical Background

in 1972, the US National Bureau of Standards (NBS) called for proposals for a
standardized cipher in the USA.

dThe most promising proposal was submitted in 1974 by a team of .
cryptographers working at IBM organization. ,. o oo TN

The algorithm IBM submitted was based on the cipher Lucifer.

W Lucifer is a Feistel cipher which encrypts blocks of 64 bits using a key size of
128 bits.
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Historical Background

dThe National Security Agency (NSA) convinced IBM to reduce the Lucifer key
length of 128 bit to 56 bit, which made the cipher much more vulnerable to
brute-force attacks.

wouleill gaixall 130 (sitiy 3l JoWI gUSIlGeatl (sl

(in 1977 the NBS finally released all specifications of the modified IBM cipher o sl ol i L) i il
as the Data Encryption Standard. : s

Finally, in 1999, DES was replaced by the Advanced Encryption Standard
(AES).
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0o High-level
Description
64 bits 64 bits
X > DES > Y

" ailoninall clig dyaiil Joell Jildo plell padig igleill

LDES is symmetric cryptosystem that uses a single key, which should be [

shared between both parties in the communication channel.
LDES encrypts a block of 64 bits at a time

LKey size = 56 bits
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Building a Block

JGenerally, building a cipher is considered an art more than a science

JAccording to Shannon (the developer of information theory), there are
two primitive automatic operations that should be considered to build

secure cipher:

1. Confusion is an encryption operation where the relationship
between key and ciphertext is obscured. Example: the substitution

table 0110..

0100..
Input Output

7

g‘ Confusion Element
(G
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02 Cipher

Building a Block

2. Diffusion is an encryption operation where the influence of one

plaintext symbol is spread over many ciphertext symbols with the goal of

hiding statistical properties of the plaintext.

wouleill gaixall 130 (sitiy 3l JoWI gUSIlGeatl (sl

A simple diffusion element is the bit permutation, which is used frequently i o, ST I ¢
within DES. | o

DES combines confusion and diffusion many times to build a
strong block cipher
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Building a Block

Cipher

1 Diffusion: The influence of one plaintext symbol is spread over many
ciphertext symboils.....

\aulelll pliaill  duulall pguagl  Joudll e ddai  duusiyll :

geudll  agulpll goludl  guyaill A elicl

Example:

x; =0010 1011 vi = 1011 1001
— Block Ciphﬁﬁl‘ ™ ealsill gaixoll 130 sitis s3Il JoUI Ul Ggatl souni

.I.'z = 0{}00 101 l }.12 — 01 10 l 100 | "aleainoll clig cumudmﬂl Lphm plell padig @ngm

Single bit flips only Many bits changed

Note that although both plaintexts are approximately identical except for one bit.

The resulting cipher text is completely different
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Building a Block

Cipher

_ gtart with a plaintext
2. Perform a confusion operation (this could be done using a substitution
table)

Gl dgulyall golll  guyaill A cliel  gautalll pliaill dnuljall pguul  Joudll  lie 83y duasill :

3. Do a diffusion (bit permutation) operation
4. Do not stop!! Perform the above processes (2,and 3) several time
X Plaintext .
wouleill gaixall 130 (sitiy 3l JoWI gUSIlGeatl (sl
" aleaiaall cligldieiil Joell Jildo plollipadig @Jilmll
Confusion
This is called a
Diffusion ~ product cipher
Confusion
\4
Confusion 8
Diffusion

) ] Y v Ciphertext ARMBMBNFICTE b
Diffusion — ‘‘‘‘‘ — -
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DES

Key
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56 bits

64 bits l
Y
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Overview of DES

Algorithm

X
v
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Permutation

Encryption
Round 1

PSP

Encryption
Round 16

l

Final
Permutation

l

Y
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Overview of DES Algorith

DES encrypts blocks of length of 64 bits with a key of size of 56

Il golyll  guaill 3s clisel  goulolll Uil dualyall pgusgl  Josall Ue B3yl duisl :

DES is an iterative algorithm, which means that for each block of

plaintext (64 bits), encryption is handled in 16 rounds which all

cauleill goinoll 1x0 ity 31 JgUI gUSIF gl (sini
" ailoninall clig dyaiil Joell Jildo plell padig igleill

perform the identical operation.
in every (encryption/decryption) round a different sub-key is
used

 All sub-keys ki are derived from the main key k

<]
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Module Overview of DES Algorith

0

(DES and many modern ciphers use a Feistel network el e

(Cryptographic Structure)

In addition to its potential cryptographic strength, the Feistel &Mwmwdm@w '

" ailoninall clig dyaiil Joell Jildo plell padig igleill

network uses almost the same operation for encryption and
decryption processes.
The only difference between encryption and decryption

processes is that decryption requires a reversed key schedule,

comg‘ the sub-keys used in the encryption process
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0

Plaintext x Key &k |
A 4 A" 64
h J h
Initial Permutation | PC—17 |
IP(x
) Jouitl  apaliall golull  guyalll 3ud elinel  gouletll plaUl  duuljall powll  Joudll licdy  duuiyll :
A 56
Y
f/ | Lo Rao Y
II 32 2T 48 :
| s Transform 1 o ° OOA >
| ] g dso
/ \-/ I—I E e —
Round 1 < A7 32 56 TS o0 ° (]
I € - -
l wauleill goizall 130 ity Al JgWI S Geail (soiui
| v " ileoiaall clig dsaiil Joell Jildo ploll padig igleill
1 -
\_ L, [ R, | FiE ‘

| | Jantill go sijo

‘o A B '
II 32 32 48
| . Transform 16
/ - ' Ko
Round 16 < 7 32
|| ><
IlI h 4
\_ Lo | R |

><¢ The presented figure is taken from the book: C.
¥ Paar and J. Pelzl. Understanding Cryptography

Final Permutation
WP )
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h J
Ciphertext
y = DESip(x)




Module Overview of DES Algorit

0

Gl gl golyll  gaupalll s cliel  oasleill plUI  dualiall pgusyll - Judll  Us 334 dvigll :

Notes:

»The Fiestel structure consists of 16 rounds

»All sub-keys are derived from the main key k i .

=Each block of plaintext (input) and ciphertext (output) consists of 64 bits : i an |
»XOR is an essential operation in DES algorithm

»The actual encryption key is 56 bits length

=The final permutation IP~1 is the inverse of the initial permutation IP.

<]
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The presented figure is taken from the book: C.
Paar and J. Pelzl. Understanding Cryptography



Module Fiestel Structure of DES

02 Algorithm

The plaintext is encrypted through several stages as following:

1. Initial bitwise permutation (/IP) of a 64-bit plaintext x,

2. The plaintext is then split into two halves LO and RO, which are the inputs to the
Fiestel structure, each halve includes 32 bits.

The right half Ri and the sub key ki are fed into the function F it sl 1| PPN ...
The output of the F function is XORed with the left 32-bit half Li i i T PN
5. The right and left half are swapped u it

e

Gl gl golyll  gaupalll s cliel  oasleill plUI  dualiall pgusyll - Judll  Us 334 iyl

W

The steps 3 — 5 repeat in the next round and can be expressed as:
Li = Ri-1,
Ri=Li-160f (Ri-1,ki) , wherei=1,...,16

6. After round 16, the 32-bit halves L16 and R16 are swapped again
7. The final permutation IP~1 is the last operation of DES

' -
- . - - ~
- - ~ - - D & - ~ .

The presented figure is taken from the book: C.
Paar and J. Pelzl. Understanding Cryptography



Module Fiestel Structure of DES

02 Algorithm

UThe Felstel structure really only encrypts /decrypts half of the input bits per

each round.

UThe left half is encrypted. The right half is copied to the next round unchanged. ‘
The right half is not encrypted with the f function. %&“ﬂhﬁ“m‘;ﬂfimﬁ;ﬂﬁ
UIn order to better understand the role of the f-function, you can imagine it as a
pseudorandom generator with the two input parameters Ri-1 and ki. The output of
the pseudorandom generator is then used to encrypt the left half Li-1 with an

XOR operation.

UNow, if the output of the f function is not predictable for an attacker, this results

in a strong encryption method.




Module Internal Structure of DE

02 Algorithm

Gwitl slyall golyll  guaill 3 clicl  soulalll pliaill - asaliall pguiyll  Jodll e os - il ?

There are four building blocks in DES cipher

1. Initial and Final Permutations (IP and IP-1) d_|5_\_|| g.I.D.J“ d.ﬂ.Dh

soleill gainoll 130 ity Al JgUI glisIl §eail siui
" ailoninall clig dyaiil Joell Jildo plell padig igleill

2. Actual DES Encryption Rounds
3. The F-Function

4. Key Schedule




Module Internal Structure (Initial & Final

02 Permutation)

dThe initial permutation IP and the final permutation IP~1 are bitwise permutations

guall e 8dyd  dsuusiyll :

gewdll dgulpll olpll  guyaill Aid cliacl - gautaill plisill duulpall pguigl  J

They can be easily implemented in hardware but are not particularly fast in softwar
IP and IP-1 are random permutations.

bits positions 11 2 3 | 50 | ... 58 e 64 W
" aileninoll cliig diil Joell Jildo plell prdig iglel!
O O 1 1 O 1 : =t A
Initial =
permutation IP(X)
112 o a0 i, 64
01 0 0

LNote that bit No. 1 is copied to the bit position No. 40 (example)

where in software implementation loop statements are required to implement the

permutations




Module Internal Structure (Initial & Final

02 Permutation)

dThe final permutation IP~ performs the inverse operation of IP e

bits positions 1|2 s 40 64

cauleill goinoll 1x0 ity 31 JgUI gUSIF gl (sini
1 O o O " leniaoll clig diil Joell Jildo plell prdig igleill

Final permutation

IP-1 (X)
1023 i, 50 | 58 | ... |64
0lol1 0 1 1

the position No. 58




Module Internal Structure (Initial & Final

02 Permutation)

wauleill plisill  duulall pgusdl  Jouall e 33s dauiyll :

Jaanill sl golyll  pupyalll A eliael

IP P!

58 50 42 34 26 18 10 2 40 8 48 16 56 24 64 32

60 52 44 36 28 20 12 4 39 7 47 15 55 23 63 31 . N
62 54 46 38 30 22 14 6 38 6 46 14 54 22 62 30| [RCEETE e e
64 56 48 40 32 24 16 8 37545 135321 61 29| E e
574941 332517 9 1 36 444 12 52 20 60 28

59 5143352719113 35343 11 51 19 59 27

61 5345372921 135 34 242 10 50 18 58 26

63 5547 39 31 23 157 33141 9 49 17 57 25

Tablel: IP Transformation TableY: IP-1 Transformation

"Note that input bit No 58 is mapped to output position 1, and input bit No 50 is mapped
to the second output position. ARRREET £
=Note that IP~ performs the inverse operation of IP (for example: bit No. 1 is mapped
again to the bit position No. 58)
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02 Permutation)

Internal Structure (Initial & Final

Questionl: Can we relay on permutations to provide security for DES
algorithm since it is one of the encryption techniques?

UAnswer: NO !l Both permutations do not increase the security of DES
UThe permutations details are publicly known, and the tables in previous
slide are published

UThe attacker can easily break the cryptographic algorithm by simply

reversing the permutation operations

<]

541 rol ooty
EVERYONE'S SMART UNIVERSITY

pawill syl golll  guyalll G clisel  goulaill plll - duuliall pguiyll - Joudll  Uic 334 dunyll

soleill gainoll 130 ity Al JgUI glisIl §eail siui
" ailoninall clig dyaiil Joell Jildo plell padig igleill

Jantiill go Mijo

=




Module

02 Permutation)

Internal Structure (Initial & Final

=

pawill syl golll  guyalll G clisel  goulaill plll - duuliall pguiyll - Joudll  Uic 334 dunyll

WTherefore, the initial and final permutations have nothing to do with

cryptography and security

LIt has been mentioned in the literature, that the main purpos of IP and IP-

soleill gainoll 130 ity Al JgUI glisIl §eail siui
" ailoninall clig dyaiil Joell Jildo plell padig igleill

lis to address electrical engineering issues that were encountered when

Jantiill go Mijo

developing DES

Permutation is fast and simple in hardware, but relatively slow in

software implementations
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Module Internal Structure of DES

02 The f —Function

on plays a crucial role for the security of DES algorithm

The actual encryption of DES algorithm happens in the f-function

QThe f-function provides the two basic properties of ciphers, i.e., confusion and

diffusion

= ‘
R i-1 coylill gainall 130 (oigiy M JgUI gLl ggatl (saiui
\I/ 32 bits “aleaizoll clig dati) Jasil ilio plall paaig iglel

Outputs «——  f-function [— Key ki
32 bits 48 bits

dThe f-function should be designed carefully to ensure that it generates efficient

random numbers
ONote that f-function takes the right half Ri-1 of the output of the previous round and

the c d key ki as input.
dTh

@Sl aLonlldeoly

the left half'input bits Li-1.




Module Internal Structure of DES

02 The f —Function

UNote that there are four main components

wlyall golyll  guyall @i eliel  outalll plialll  duuljall pgull - Jgudll - lic 334 iyl

~ s Expansion
the f-function: ER, ) -
1. Expansion Box (E-box) i All g.I.D.JH G-Q-DL'J
A" 48
2. XOR operation I B D V. T .
b=
3. S-boxes N T et
48
4. The permutation within the f-function L
6 A6 [ A6 A6 6 A6
Y Y Y Y Y Y Y
s, S, S S, S Se S
A4 4 A4 4 A4 A4 4
Y Y Y Y Y Y Y
{ 32
Permutation
G P

The presented figure is taken from the book: C. Paar and J. Pelzl. Understanding Cryptography

=




Module Internal Structure of DES

02 The f —Function

The major operations of the f-function can be described as follows:

e

Gl dgalyll golyll  guyadll s cliel  gouloll Uil dualyall pguill  Josall Ue B duill

1. The 32-bit input is expanded to 48 bits, which can be done by partitioning the input intg
eight 4-bit blocks and by expanding each block to 6 bits

This happens in the E-box, which can be considered a special type of permutation. sl aisll 12 it ol Jol o8 0 Lo

" ailoninall clig dyaiil Joell Jildo plell padig igleill

It can be seen from the following figure, which presents an example for the bit swaps, that [

first block consists of the bits (1.2.3.4). the second one of (5.6.7.8). etc

bits positions 112134 |5/6]7[8]|9 32

o - .~
\\\\\
\\\\\\\\

olnfizfilia] 0 [47] |y SEEEY = b

ol
4
t_n
(=}
|
(7]
]

bits positions 1|2

The presented figure is taken from the book: C. Paar and J. Pelzl. Understanding Cryptography
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Internal Structure of DES

02 The f —Function

dThe following table shows that exactly 16 of the 32 input bits appear twice in
the output.

QAN input bit never appears twice in the same 6-bit output block.

i i i I i s yloill goizall IS0 '.’"gﬂldgﬂl'uﬂlasﬁﬂ. o1
Therefore, the expansion box increases the diffusion behavior of DES; certain input S Sfaninch o i gasl il pla g il

bits influence two different output locations.

dThen, the 48-bit result of the expansion process is XORed E
with the round key ki (48-bits). The result will be eight blocks 351 2 3 4
each one of them consists of 6 bits 45 6 7 8
ONext, the eight 6-bit blocks are fed into eight different § 9 10 11 12 13
substition boxes (also called S-boxes) 1213 14 1516 17
116 17 18 19 20 21|
o | 20 21 22 23 24 25wV
24 2526 27 28 29
The presented table is taken from the book: C. Paar and J. Pelzl. Understanding Cryptography 28 29 30 31 32 1




Module Internal Structure of DES

02 The f —Function

It is worth mentioning here that E-box provides the diffusion property

Gl gl golyll  gaupalll s cliel  oasleill plUI  dualiall pgusyll - Judll  Us 334 dungiyll :

It can be noticed that some bits are repeated twice in the pleaintext block (Ri-1), while th
other bits occur only once

Qin particular, 16 bits happen once, and 16 bits happen twice, so the total number of bits %ﬂm@iﬂfiﬁﬁﬁﬁﬂﬁ
after the expansion = 16 + (16+16) = 48 bits.

LBy performing the expansion function, it can be ensured that if one bit flips (for example:
bit in position NO. 1, this will change bits in different outputs locations).

The presented table is taken from the book: C. Paar and J. Pelzl. Understanding Cryptography




Module Internal Structure of DES

02 The f —Function

Gl gl golyll  gaupalll s cliel  oasleill plUI  dualiall pgusyll - Judll  Us 334 dvigll :

LAt the next stage of the f-function, an XOR operation is performed between the sub key ki
bits and the expanded bits of Ri-1 (each of the two blocks contain 48 bits now)

UThe result of the XOR operation is the input to the s-boxes (48 bits distributed into eight 6

] = s Wigeitiprs U1 glisll geail L
bits blOCkS) %%an@iﬂfilﬁmlpxg@ﬁ

Jantiill go Mijo

o - -~
- - ~ .
- -~ - - .

- . . -

The presented table is taken from the book: C. Paar and J. Pelzl. Understanding Cryptography



Module Internal Structure of DES (S-

0

LS-boxes represent the heart of the DES algorithm

LS-boxes provide an important property of cryptographic algorithm, which is the
confusion property.

UThere are eight S-boxes (also called substition boxes) in DES cipher

cauleill goinoll 1x0 ity 31 JgUI gUSIF gl (sini
" leniaoll clig diil Joell Jildo plell prdig igleill

UThere is a block of 6-bits inputs to each Si box, and a block of 4-bits outputs.
UEach S-box represents a lookup table that maps a 6-bit input to a 4-bit output.

dEach S-box contains 25 =64 entries, which are typically represented by a table wit
16 columns and 4 rows

UEach entry (data item) in a S-box is a 4-bit value. So, the input is a block of 6-bits
and the output is a block of 4-bits




Module Internal Structure of DES (S-

02

U The most significant bit (MSB) and the least significant bit (LSB) of each 6-bit inpu

Il golyll  guaill 3s clisel  goulolll Uil dualyall pgusgl  Josall Ue B3yl duisl :

select the row of the table, while the four inner bits select the column.

UFor example, consider the first S-box S1 below, The S-box input b = (100101)2

indicates the row 11, = 3 (i.e., fourth row, numbering starts with 00,), mﬂ wsilih} Mn. ...
" aileoiaall cliig dsaiil Joll Jildo ploll padig igleill
The column 0010, = 2 (i.e., the third column). : A, .

Jantill go sijo

O Therefore, if the input b is fed into S-box S1, the output of S1(37 = 100101,) = 8 =

1000,
raw
foo0101

||
Column

0 1 2 3 45 6 7 8 9 101112131415 Notice that al
1404 1301 02 15 11 08 03 10 06 12 05 09 00 07| numbers are _‘

00 15 07 04 14 02 13 01 10 06 12 11 09 05 03 08| Ppresented in decimal -5 5w ™
04 01 14 08 13 06 02 11 15 1209 07 03 10 05 00| System to shorteut——""="""
15 1208 02 04 09 01 07 05 11 03 14 10 00 06 13| et

D = O




Module Internal Structure of DES (S-

0

LAccording to the previous illustration of S-boxes, you may have all INputs Os and . .o i e s s wos v 2
then you get the 4-bits output 1110 , Such that:

000000

cauleill goinoll 1x0 ity 31 JgUI gUSIF gl (sini
" ailoninall clig dyaiil Joell Jildo plell padig igleill

1110
0 1100
. . : . _ 1 0110
So, iftheinputis111111,theoutputwillbel1101 =13
2 1100

Question: is there any rule behind this behaviour
QAnswer: No!! The rule is the table itself

The following slides list all S-boxes in DES algorithm

63 1111




Module Internal Structure of DES (S-

0

UThe S-boxes were carefully designed to also thwart advanced mathematical

attacks, namely, the differential cryptanalysis.

al
wouleill gaixall 130 (sitiy 3l JoWI gUSIlGeatl (sl
" ailoninall clig dyaiil Joell Jildo plell padig igleill

UThe differential cryptanalysis attack was first discovered (publically) in the researc ,‘

community in 1990.

QAt that time IBM claimed that they have knowledge about this attack since

developing DES algorithm

. . » -
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Module Internal Structure of DES (S-

0

UThe S-boxes were carefully designed to also thwart advanced mathematical

attacks, namely, the differential cryptanalysis.

al
wouleill gaixall 130 (sitiy 3l JoWI gUSIlGeatl (sl
" ailoninall clig dyaiil Joell Jildo plell padig igleill

UThe differential cryptanalysis attack was first discovered (publically) in the researc ,‘

community in 1990.

QAt that time IBM claimed that they have knowledge about this attack since

developing DES algorithm
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Module Internal Structure of DES (S-

0

LAt the final stage of the f-function the 32-bit output is permuted DitwiSe aCCOrding Qe s wuusd s s st 8

the P permutation, which is given in the following table

16 7 20 21 29 12 28 17 o S
1 152326 5 1831 10 -

2 8 24143227 3 9
191330 6 22 11 4 25

Unlike the initial permutation IP and its inverse IP™1, the permutation P in the f-

function introduces diffusion because the four output bits of each S-box

are permuted in such a way that they affect several different S-boxes in the foIIowing\ /F/ -

\\\\\

round. HARRERSS X E



Module

02 Key Schedule

OThe major objective of the key schedule component is to derive 16 round keys ki,
each consisting of 48 bits, from the original 56-bit key
UThe round key is also called sub-key

The actual key length of DES is 56 bits not 64

cauleill goinoll 1x0 ity 31 JgUI gUSIF gl (sini
" leniaoll clig diil Joell Jildo plell prdig igleill

UThe 64-bit key is first reduced to 56 bits by ignoring every eighth bit, which is calleg
the odd parity bit

L5B MSE
64
— -
7 1 7 1
e | - ] — il o il — -
P .
Notice the ‘/T P = parity bit
location of

 JOBOIOROEN

< - .

- A .
- - \‘\‘ - - - \\
L 3 . . S - -

the parity bit




Key Schedule

W The following figure shows the different building

auulall golyll  guyalll Gisd elisel  gotalll pliaill - dualyall pguigll  Joudll - Lic 334 iyl :

blocks of key schedule in DES algorithm

,,,,,,,,,,,,,,,,,

QPC-1 | Transform 1 sl szl 1 TP ...
* alanizall clig dsaill Josll Jildo plall padyg iglsil

Jantiill go Mijo

URotation
k, — PC-2 <7L
48 56
________________ /d
QPC-2
The presented figure is taken from the book: C. Paar and J. Pelzl. kg PC -2

Understanding Cryptography 48 56



Moodzule Key Schedule

UHow to Compute the 16 sub keys for all encryption rounds?

UKey schedule consists of simple operations

reduced to 56 bits by stripping the parity (eight) bits. ol et T Y. O .

LThe exact bit permutations (connections) that are realized by PC-1 are given in the

following table PC — 1

574941332517 9 1
58 50 42 34 26 18 10 2
595143352719 11 3
60 52 44 36 63 55 47 39
31 23 15 7 62 54 46 38 B IRIRINECES
3022 14 6 61 53 45 37

The presented tables is taken from the book: C.
Paar and J. Pelzl. Understanding Cryptography 29 2 1 1 3 5 28 20 1 2 4

\\\\\\




Key Schedule

QAfter PC-1 step, the resulting 56-bit key is split into two halves Co and Do, and the s s st s wm e 20

actual key schedule starts.

JThe two 28-bit halves are shifted (rotated) left by one or two bit positions dependi
wodlaill gainall 130 (it g3l JgUI glisll ggail (soui
" aleaianll clig dyoiil Joell Jildo ploll prdig igleill

on the round No. i according to the following rules:

.. Inroundsi=1,2,9, 16, the two halves are rotated left by one bit.
i. Inthe other rounds where i # 1,2,9, 16, the two halves are rotated left by two bitg

'S -
\\\\\
\\\\\\

.
\\\\\
\\\\\\\

The presented tables is taken from the book: C.
Paar and J. Pelzl. Understanding Cryptography
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1+1 1 H sulyall ol papall @l cliscl  poulall pUSUI  naljall poull  Joudll Uic 33 Sl ==
2 The total number of rotation positions (bit position shifted) is 4-1 +12-2 = 28 - il

bits.

0 Therefore, in round 16 the key (C16, D16) = the original key (Co, Do), in e - —
particular, C16= Co, and D16 = Do ol goisall 141 i il JoBl IS GBS o

" ailoninall clig dyaiil Joell Jildo plell padig igleill

2 This is very useful for the decryption key schedule where the sub-keys have to
be generated in reversed order

2 Then, the 56 bits, represented by (Ci, Di) are fed to the second permutation
(PC-2)

The presented tables is taken from the book: C.
Paar and J. Pelzl. Understanding Cryptography
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Key Schedule

UPC-2 stands for permuted choice 2. At this stage, the round key ki is derived.
UThe two halves are permuted bitwise again with PC-2

UPC-2 permutes the 56 input bits coming from Ci and Di and ignores 8 of them.
UThe exact bit-connections of PC-2 are given in the following table.

wwoyleill gaizall 130 oty Al JgUI gUSIIGEat (i

" ailoninall clig dyaiil Joell Jildo plell padig igleill

/ PC—2 - i
41711241 5 3 28 :
56 bits 15 6 211023 19 12 4
26 8 16 7 272013 2
41 52 31 37 47 55 30 40
51 45 33 48 44 49 39 56
\ 34 53 46 42 50 36 29 32

¢-2d

48 bits (sub key kije———=

(INotes:

i. There is no mathematical relation or any kind of operations between the 56 bits and the =~

48 bits resulted from PC-2, It is a 48 bits selection only

ii. Therefore, each sub key K1, K2, ..., K16 is merely permutation of the original 56 bits key
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DES Decryption

UThe DES algorithm is based on a Feistel network. R e

UTherefore, decryption in DES is essentially the same function as encryption.

OIn comparison with the encryption function, only the key schedule is reversed,

cauleill goinoll 1x0 ity 31 JgUI gUSIF gl (sini
" ailoninall clig dyaiil Joell Jildo plell padig igleill

which means that in decryption round No.1, subkey 16 is needed; in round No.
2, subkey 15; ... etc.
UThus, during the decryption process, the key schedule algorithm has to

generate the round keys as the sequence k16,k15, . .. K1.

QQuestion: How can we generate the sub key kie from the original key K




Reversed Key Schedule

Ciphertext

v = DESg(x) | | Key k ]
l Gl gl golyll  gaupalll s cliel  oasleill plUI  dualiall pgusyll - Judll  Us 334 apauyll :

DES decryption algorithm | ”’i" .

. - L R | L4

ll | { = | / 3i b Transform 16 "-':fgz:r P
Note that the only | =20 ol gt 1 RS

Round 1 < P> s6 " aleaiaall clig dyoiil Joell Jildo plell prdig tsifilﬂ—”'

difference is within the key '|| sl : e

| — T Yy : == 3

N Y % | Ry i i
schedule process o

I
ro ek | ¢
| 32 32 48

Transform 1

Round 16 < T a2

Final Permutation

P )

The presented figure is taken from the book: C. Paar and J. )

Pelzl. Understanding Cryptography Message
x = DESE'(yv)




Reversed Key Schedule

DES decryption algorithm
X (plaintext)

wouleill gaixall 130 (sitiy 3l JoWI gUSIlGeatl (sl
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l X (plaintext)
Y (Ciphertext)




Reversed Key Schedule

e
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QThe IP in decryption process reverses the IP-1 in encryption process

UDecryption round No.1 reverses the encryption round No.16, decryption round

-
(eauleill gaiaall o itiy A1 JgUI gl ggsil (sszini

No.2 reverses the encryption round No.15, ..... , decryption round No0.16 o i k)l o il 3 i

reverses the encryption round No.1.

QFinally, the IP-1 decryption reverses the IP encryption.

USo, after the decryption process, the original plaintext is obtained
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0

QObjective: To show that the decryption round RY1 reverses the encryption round Re®
UNote that the only difference between encryption and decryption processes in DES
(and also in Fiestel networks) is that decryption uses a reversed key schedule,
compared to the encryption process.

e

Gl dgalyll golyll  guyadll s cliel  gouloll Uil dualyall pguill  Josall Ue B duill
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- Key 48 bits
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02

According to previous researches, there are two families of attacks on DES cryptographic
algorithm:

=

Gl dgalyll golyll  guyadll s cliel  gouloll Uil dualyall pguill  Josall Ue B duill

A) Analytical Attacks

Researchers in the field of cryptography tried to develop mathematical analytical attack ‘
against DES algorithm since 1974, but they did not succeed until shammer discovered %ng%fi'ﬁﬂifﬁﬁﬁ
the differential attack in 1988. ’

However, this attacks requires that the attacker should know 247 bits of plaintext and th
corresponding ciphertext values, which is difficult to achieve. Moreover, this attack is
very hard to practice.

Another considerable attack was developed by japanease researchers is called linear
cryptanalysis attack. It shows minor improvement compared to the differential attack.
The linear cryptanalysis attack requires 24 bits of the plaintext and the corresponding \
ciphertext values (both attacks can be classified as known plaintext attacks) ¢ ¢

- -
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0

B) Brute-force-attack

QIt requires that the attacker knows the first few bits (block of bits, which equals 8
bytes in the case of DES algorithm) of the plaintext as well as the ciphertext
Then the attacker tries all possible key values. Once the attacker reveals the known

plaintext from the given ciphertext, it can be assumed that he discovered the key

In 1977, Whitfield Diffie and Martin Hellman estimated that it was possible to build an
exhaustive keysearch machine for approximately $20,000,000. (a special purpos
machine)

Gl dgalyll golyll  guyadll s cliel  gouloll Uil dualyall pguill  Josall Ue B duill
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QIt can be noticed from reviewing the cryptanalysis efforts against DES algorithm e o s s o s o 2

is that the major weakness point in DES is the key length.

cauleill goinoll 1x0 ity 31 JgUI gUSIF gl (sini
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OThe key space of 2°¢is considered too small taking into account the latest

advances in the field of information technologies.

UTherefore, researchers recommended that DES is not secure anymore and

should not be used as standard encryption algorithm.

2000
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