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Summary

The study aimed to identify electronic payment services in the Kingdom of Saudi
Arabia, and the risks associated with electronic payment services, as well as
clarifying the concept of electronic crimes and their types, knowing the factors
that contribute to increasing or reducing the risks of electronic payment services
and the extent of their impact on electronic crimes, and addressing the type of
relationship between these The risks of payment services, the occurrence of
electronic crimes associated with them, and the impact of the risks of electronic
payment services on the level of security and trust among users of these systems
in the Kingdom of Saudi Arabia. The descriptive analytical approach was used,
Two tools were relied upon to achieve the research objectives. The study sample
consisted of (80) employee respondents and (162) users of electronic payment
services, where frequencies, percentages, weighted arithmetic mean, and standard
deviation were calculated, as well as the Pearson-Cronbach correlation
coefficient. The study reached a set of results, the most prominent of which are:

- Those working in the field of electronic payment services believe that

customers use payment services on a daily and frequent basis in order to pay
bills and subscriptions, and that these services carry high risks related to
security breaches and financial fraud. Among the most prominent factors that
contribute to reducing the risks of electronic payment services is customer
awareness and data encryption. Consumers andthe use of anti-virus programs,
in addition to the most prominent measures that the organization can follow to
reduce these risks and crimes are to verify the customer’s identity and use a
secure protocol between the user and the financial server.
Consumers believe that electronic payment services are used to pay bills and
subscriptions, and this is done via mobile phones and credit cards. However,
these services carry high risks related to security breaches and financial fraud,
while the study found that encrypting consumer data and criminalizing acts that
compromise electronic systems It contributesto reducing risks, and banks and
financial institutions in the Kingdom provide a high level of protection, in
addition to the technical support services available that help the consumer deal
with security problems. On the one hand, On the other hand, consumers
preferred to receive immediate alerts when using their account and to use
payment services that provide additional verification techniques. In addition,
the most prominent measures that the organization can follow to reduce these
risks and crimes are to immediately declare if the card is lost, adopt safe
payment sites, and use strong passwords.
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Electronic Payment Services: A set of techniques and technological methods
resulting from the technological revolution, introduced into the banking system to
facilitate banking operations among various economic parties and general dealings.
These services include all financial information between organizations,
individuals, and companies.

Electronic Payment Service Providers: Banks, exchange companies, or
electronic money transfer and payment companies licensed by the central bank to
engage in any activities of managing and operating electronic payment systems or
any of the payment services activities, including electronic money transfer
activities.

Electronic Payment: An integrated system provided by financial and banking
institutions to make the electronic payment process safe and convenient. This
system usually consists of specific systems and programs and is characterized by
being subject to a set of rules and regulations that ensure all financial transactions
and procedures are conducted with complete confidentiality to guarantee user
protection and security.

Cybercrime: An unlawful act resulting from a criminal intent for which the law
prescribes a penalty (Abdullah, 2011, p. 53). It is any crime that can be committed
using a computer system or computer network. This crime generally includes all
crimes that can be committed in an electronic environment
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