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Agenda

❑ Active Directory Structure

❑ Organizational Units (OUs) vs. Containers

❑ Domain and Client Management

❑ Joining a Client to a Domain

❑ User Account Management

❑  Remote Management



❑ Active Directory Stores information about objects 

on the network and makes this information 

available to users and administrators.

❑ Uses containers and organizational units to 

organize objects

Active Directory Structure



Organizational Unit (OU): A container within Active Directory 
that can hold users, groups, computers, and other OUs, used 
for applying Group Policy settings and delegating .

Primary Purposes of OUs:

▪ Organize Active Directory objects in a hierarchical structure

▪ Delegate administrative permissions to specific users or groups

▪ Apply Group Policy Objects (GPOs) to collections of users and 

computers

▪ Simplify management of large, complex Active Directory 

environments

Organizational Unit (OU) 



A default object in Active Directory that holds other objects 
but cannot have Group Policy Objects applied to it and offers 
limited administrative delegation capabilities.

Primary Purposes of Containers:

▪ Provide basic organizational structure in Active Directory
▪ Store default objects created during Active Directory 

installation
▪ Serve as simple collection points for similar objects
▪ Offer basic administrative convenience without policy 

application

Containers



 

Containers vs. OUs: Key Differences 



Container vs Organizational Unit (OU)



Container vs Organizational Unit (OU)



Create Organizational Unit (OU)



Create Organizational Unit (OU)



Create Organizational Unit (OU)



Create Organizational Unit (OU)



Create Organizational Unit (OU)



Delete Organizational Unit (OU)



Delete Organizational Unit (OU)



Delete Organizational Unit (OU)



Delete Organizational Unit (OU)



Delete Organizational Unit (OU)



Delete Organizational Unit (OU)



Join Domain

Join client to the domain

We need first to set the client DNS

Open Run : + R

ncpa.cpl



Join Domain

Join client to the domain



Join Domain

Join client to the domain



Join Domain

Join client to the domain



Join Domain



Join Domain

Right-click on the Start menu and select System



Join Domain

Click about
Then system info



Join Domain

Click Change settings 
next to the computer name.



Join Domain

In the System Properties window, 
click Change.



Join Domain

✓ Enter the computer name
✓ Enter the domain name



Join Domain

✓ A prompt will appear asking for a username and password.



Join Domain

✓ System info



Join Domain

✓ Computers in DC



Create Domain User

New OU



Create Domain User



Create Domain User



Create Domain User



Create Domain User

Login hours



Create Domain User

Login hours



Create Domain User

Login To



User account Properties

•Logon Hours...: This button, when clicked, allows an 

administrator to define the specific hours and days of the 

week when the "user1" account is permitted to log on to 

the network. If the user attempts to log in outside these 

specified hours, their login will be denied. This is a security 

feature to restrict access.

•Log On To...: This button allows an administrator to 

specify which computers or workstations the "user1" 

account is allowed to log on to. This provides a more 

granular control over where a user can access network 

resources. For example, you might restrict a user to only 

log on to specific department computers.



❑ Unlock account: This checkbox, when selected, will unlock the user 

account. An account can become locked for various reasons, such as 

too many failed login attempts (often due to incorrect passwords).

❑  Account expires: This section determines if and when the user account 

will become inactive.

•Never: If "Never" is selected, the account will remain active 

indefinitely unless manually disabled or deleted by an administrator.

•End of: If "End of:" is selected, you can specify a particular date 

(e.g., "Monday, August 4, 2025" as shown in the image). On and after 

this date, the user account will automatically expire and the user will 

no longer be able to log in. This is commonly used for temporary 

accounts, contractors, or interns.

User account Properties



"Account options":

❑ User must change password at next logon:

Explanation: When this option is checked, the user ("user1" in this case) 

will be prompted to change their password the very next time they 

successfully log in. They will not be able to proceed until they have set a 

new password.

❑ User cannot change password:

Explanation: If this option is checked, the user ("user1") will be prevented 

from changing their own password. Only an administrator will be able to 

modify their password.

User account Properties



"Account options":

❑ Password never expires:

Explanation: When this option is checked, the password for "user1" will not 

be subject to any password expiration policies set at the domain or local 

level. The user will not be prompted to change their password after a certain 

period (e.g., 42 days), 

❑ Store password using reversible encryption:

Explanation: If this option is checked, the password for "user1" is stored in a 

way that allows it to be easily decrypted (reversed back to its original plain 

text). Normally, passwords are stored using one-way hashing algorithms, 

which makes it virtually impossible to reverse-engineer the original password 

from the stored hash.

User account Properties



"Account options":
❑ Account is disabled:
•Explanation: When this option is checked, the user account is made inactive 
and cannot be used to log on to the network or access resources. Even if the 
password is correct, login attempts will fail.

❑ Smart card is required for interactive logon:
•Explanation: If this option is checked, the user must possess and use a 
physical smart card (along with a PIN) to log on interactively to a computer or 
the network. A regular username and password combination alone will not 
suffice.

❑ Account is sensitive and cannot be delegated:
•Explanation: When this option is checked, it prevents the delegation of 
authentication for this specific user account. In Active Directory, delegation 
allows a service running on one computer to impersonate a user on another 
computer (e.g., a web server accessing a database on behalf of a user). If this 
option is set, the user's credentials cannot be "forwarded" or delegated.

User account Properties



Create Domain User

Login



Create new user new way



Create new user new way



Create new user new way



Create new user new way



Create new user new way



Create new user new way



Create new user new way



Create new user new way



Restore Deleted user

Restore Deleted user



Raise Domain and Forest Function Level



Raise Domain and Forest Function Level



Raise Domain and Forest Function Level



Raise Domain and Forest Function Level



Raise Domain and Forest Function Level



Raise Domain and Forest Function Level



Computer Account

Computer Account is created automatically when a computer join the domain



Remote Management 

Connect the Domain to the Internet



Remote Management 

1- Click NAT settings
2- Click DHCP settings



Remote Management 

From NAT settings 

Get Gateway IP



Remote Management 

From DHCP settings 

Get IP Range



Remote Management 

Change DC IP



Remote Management 

Change DC IP

❑ IP avoid IP range of NAT
❑ Gateway Value

❑ Do the Same with Client



Remote Management 

Change client IP

❑ IP avoid IP range of NAT
❑ Gateway Value

❑ .\Client



Remote Management 

Enable Remote Desktop



Remote Management 



Remote Management 

Disable Firewall



Remote Management 

Disable Firewall



Remote Management 

Enable Remote Management in Client



Remote Management 

Must login with the Administrator



Remote Management 



Thank You
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