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1. Abstract

Modern Operational Technology (OT) environments, defined as those newly designed, technology-integrated, and built without legacy constraints, represent a paradigm shift in industrial cybersecurity (Stouffer et al., 2023). Unlike legacy OT systems, these environments are increasingly architected with emerging technologies including AI-driven analytics, 5G-connected sensors, and cloud-based SCADA systems interfacing at the IT/OT boundary. This integration introduces novel cybersecurity risks that existing frameworks, primarily designed for traditional or legacy OT, fail to adequately address (Knowles et al., 2015; ENISA, 2022).
This research investigates the cybersecurity governance challenges specific to modern OT environments, with a particular focus on risks introduced by emerging technologies at the IT/OT boundary. Using a mixed-methods approach that incorporates a quantitative survey, expert interviews, and a real-world case study, the research aims to develop and validate a comprehensive governance framework that addresses these challenges at both the organizational and national policy levels (Creswell & Creswell, 2018).
The proposed framework directly supports two of Saudi Arabia's National Cybersecurity Authority (NCA) priority research areas: Operational Technology Systems Security and Cybersecurity-related Public Policies (NCA, 2021), and contributes an original academic contribution in a domain with limited peer-reviewed literature.



2. Introduction

2.1 The Rise of Modern OT Environments
Operational Technology (OT), which refers to the hardware and software that monitors and controls physical processes in industrial environments, has historically operated in isolation from Information Technology (IT) systems (Stouffer et al., 2023). IT refers to the computing infrastructure, networks, and software systems used to process, store, and communicate data across enterprise functions. The traditional air-gapped, proprietary OT environment prioritized availability and safety over confidentiality, operating under the assumption that physical separation provided adequate security (Lee et al., 2016).
This paradigm is rapidly changing. A new generation of OT environments, including greenfield installations and recently modernized plants, are being architected with digital-first principles from inception (Dragos, 2024). Unlike their legacy counterparts, these modern OT environments integrate cloud connectivity, AI-powered process monitoring, and 5G-enabled sensor networks as foundational design choices rather than retrofitted additions (Boyes et al., 2018).
Saudi Arabia's Vision 2030 industrial transformation program has accelerated this trend significantly, with large-scale infrastructure projects being built simultaneously with their digital architecture (Vision 2030, 2016). The NEOM development, which encompasses hydrogen production, renewable energy, and smart city infrastructure, exemplifies this new generation of OT-intensive, digitally integrated industrial environments.



3. Problem Statement

The cybersecurity challenge in modern OT environments is fundamentally different from that in legacy OT. Three interconnected problems define this space:
1. Existing frameworks are legacy-oriented: The dominant OT cybersecurity standards, namely IEC 62443 (International Society of Automation, 2018), NIST SP 800-82 (Stouffer et al., 2023), and NERC CIP (NERC, 2020), were developed primarily in response to incidents and vulnerabilities in mature, legacy OT installations. Their assumptions about network topology, asset lifecycle, and threat models do not map cleanly onto environments designed with cloud-native and AI-integrated architectures (Cheminod et al., 2013). Saudi Arabia has responded to this gap by issuing the Operational Technology Cybersecurity Controls (OTCC-1:2022) (National Cybersecurity Authority, 2022), though empirical research on their application in modern OT environments remains scarce.
1. The IT/OT boundary has become the primary attack surface: Modern OT environments, while maintaining architectural separation through DMZ and zone-conduit models, enable bidirectional data flows between IT and OT layers for operational efficiency (Dragos, 2024). Emerging technologies such as AI analytics platforms, digital twins, and cloud SCADA sit in or adjacent to this boundary, creating new vectors for lateral movement from IT into OT (Lee et al., 2016).
1. Governance models have not kept pace: As OT and IT security converge, organizational governance structures, including roles, responsibilities, policies, and escalation paths, remain poorly defined (Knowles et al., 2015). The CISO function, traditionally IT-oriented, must now govern OT risks it was not originally designed to manage. No widely accepted governance model exists for this integrated responsibility (ENISA, 2022).
3.1 National Strategic Context
The Saudi National Cybersecurity Authority (NCA) has identified Operational Technology Systems Security and Cybersecurity-related Public Policies as two of its four priority research domains (NCA, 2021). This research sits at the intersection of both, contributing not only to organizational practice but to the national policy conversation on how Saudi Arabia should govern cybersecurity in its rapidly expanding OT infrastructure, including critical projects in energy, hydrogen, water, and smart cities (Vision 2030, 2016).



4. Research Question and Objectives

4.1 Primary Research Question

	How should cybersecurity governance be structured in modern Operational Technology environments,
and what framework is needed to manage the risks introduced by emerging technologies
at the IT/OT boundary, with implications for both organizational practice and national policy?



4.2 Sub-Questions
1. What distinguishes the cybersecurity risk profile of modern OT environments from legacy OT, and what governance gaps does this create?
1. How does the integration of emerging technologies at the IT/OT boundary, specifically AI analytics, 5G connectivity, and cloud-based systems, introduce or amplify cybersecurity risks to OT environments, even when architectural separation is maintained?
1. What governance structures and policies are currently applied to OT cybersecurity, and where do they fall short in modern environments?
1. What framework can be proposed and validated to guide both organizational practice and national policy in securing modern OT environments?

4.3 Research Objectives
1. To conduct a systematic literature review of OT cybersecurity governance, emerging technology integration risks, and IT/OT boundary security
1. To identify and characterize the specific cybersecurity risk profile of modern OT environments through a quantitative survey, expert interviews, and case analysis
1. To analyze the adequacy of current governance frameworks, including IEC 62443 (International Society of Automation, 2018), NIST SP 800-82 (Stouffer et al., 2023), and NCA guidelines (NCA, 2021), against the needs of modern OT environments
1. To develop an original governance framework addressing the identified gaps, with recommendations applicable at both organizational and national policy levels
1. To validate the proposed framework through a Delphi expert panel and empirical assessment



5. Definitions of Key Terms

The following operational definitions are provided to ensure conceptual clarity and measurement consistency throughout the research. Each term is defined as it will be operationalised in the study instruments.

	Term
	Operational Definition

	Operational Technology (OT)
	Hardware and software that monitors, controls, and manages physical industrial processes, including industrial control systems (ICS), SCADA systems, distributed control systems (DCS), and programmable logic controllers (PLC) (Stouffer et al., 2023)

	Information Technology (IT)
	Computing infrastructure, enterprise networks, and software systems used to process, store, and communicate organisational data, including enterprise resource planning (ERP), business intelligence platforms, and corporate network systems

	Modern OT Environment
	An OT installation designed from inception with digital integration principles, incorporating cloud connectivity, AI-based monitoring, and/or 5G communication as core architectural components, as opposed to legacy OT systems designed for air-gapped operation (Dragos, 2024)

	IT/OT Boundary
	The interface zone between IT and OT network layers, typically implemented through a demilitarised zone (DMZ), unidirectional gateways, or data diodes, through which data flows between enterprise and operational systems (Lee et al., 2016)

	Emerging Technology Adoption Level
	Independent variable. The degree to which AI analytics, 5G connectivity, and cloud-based systems have been integrated at or adjacent to the IT/OT boundary, measured on a low/medium/high scale (Boyes et al., 2018). This specifically captures integration at the boundary layer, which is where emerging technology risks to OT governance are most pronounced (Lee et al., 2016)

	Operational Complexity
	Mediating variable. The degree of interdependency, integration burden, and coordination requirements introduced by the convergence of IT and OT systems and the adoption of emerging technologies (Baron & Kenny, 1986)

	Cybersecurity Governance Effectiveness
	Primary dependent variable. The degree to which an organisation's security governance structures, policies, and processes successfully manage OT cybersecurity risks, measured through incident response speed, compliance rate, and risk maturity level (Paulk et al., 1993)

	Framework Adequacy Score
	Secondary dependent variable. The degree to which existing OT security standards, including IEC 62443 and NIST SP 800-82, are perceived to adequately address governance needs in the respondent's modern OT environment

	Governance Framework
	A structured set of policies, roles, responsibilities, processes, and controls that guide an organisation's approach to managing cybersecurity risk in OT environments (ENISA, 2022)





6. Research Scope

6.1 Geographic Scope
The primary geographic focus of this research is Saudi Arabia, reflecting both the researcher's professional context and the national strategic significance of OT cybersecurity governance within Vision 2030 infrastructure programs (Vision 2030, 2016). Saudi Arabia represents a uniquely relevant setting: it is simultaneously home to the world's largest energy OT installations (Aramco, SABIC) and a rapidly growing portfolio of modern, digitally integrated OT environments in emerging sectors including green hydrogen, smart cities, and renewable energy.
The quantitative survey will extend beyond Saudi Arabia to include GCC countries and international OT security professionals, ensuring findings are generalizable beyond a single national context (Creswell & Creswell, 2018). Expert interviews will similarly draw from both Saudi/GCC practitioners and international OT security specialists to provide comparative perspective.
6.2 Time Scope
The research focuses on the current state of OT cybersecurity governance as of 2025 onward. This temporal boundary is deliberate: the convergence of IT and OT, and the integration of AI, 5G, and cloud into OT environments, has accelerated markedly since 2020 (Dragos, 2024; Claroty, 2024). Research prior to this period may not reflect the current threat landscape or architectural realities of modern OT environments.
The study period for data collection spans 2025-2026, with the governance framework reflecting best practice as defined at the time of research. The framework will be designed with adaptability principles to remain relevant as the technology landscape evolves.
6.3 Target Groups and Audience
This research engages three distinct target groups across its data collection and impact dimensions:

	Group
	Description

	Primary Research Participants
	OT security professionals including CISOs, OT Security Managers, ICS/SCADA engineers, and IT/OT governance leads across energy, utilities, manufacturing, and critical infrastructure sectors. Expert interview participants must have a minimum of 10 years of OT security experience or hold internationally recognised certifications such as GICSP, CISSP, or IEC 62443 Cybersecurity Expert

	Secondary Research Participants
	National cybersecurity authority representatives, policymakers, and regulatory bodies with responsibility for OT security standards (NCA Saudi Arabia and equivalents)

	Intended Beneficiaries: Practice
	Organizations operating or designing modern OT environments who require a practical, validated governance framework for IT/OT security integration

	Intended Beneficiaries: Policy
	National cybersecurity authorities developing OT security regulations, particularly in rapidly industrialising economies with modern OT infrastructure

	Academic Audience
	Researchers in ICS/OT security, cybersecurity governance, critical infrastructure protection, and industrial IoT, contributing to a nascent but growing body of literature (Knowles et al., 2015)





7. Literature Review Strategy

The literature review will be conducted systematically across four thematic clusters, each corresponding to a dimension of the research problem, following PRISMA guidelines (Page et al., 2021). Given the novelty of modern OT environments as a research context, the review will deliberately draw from adjacent fields where direct literature is sparse.
7.1 Thematic Clusters

	Thematic Cluster
	Key Topics and Sources

	OT Cybersecurity Fundamentals
	IEC 62443 (International Society of Automation, 2018); NIST SP 800-82 (Stouffer et al., 2023); NERC CIP (NERC, 2020); Purdue Model (Williams, 1994); zone/conduit architecture; legacy vs. modern OT security (Cheminod et al., 2013)

	IT/OT Convergence and Boundary Security
	IT/OT integration architectures, DMZ models, lateral movement risks, convergence governance, industrial network segmentation (Lee et al., 2016; Dragos, 2024)

	Emerging Technologies in OT
	AI/ML in industrial control systems, 5G in OT environments, cloud SCADA, digital twins, attack surface expansion (Boyes et al., 2018; Claroty, 2024)

	OT Cybersecurity Governance and Policy
	CISO role in OT, governance models, national OT security policies, NCA frameworks (NCA, 2021), critical infrastructure protection policy (ENISA, 2022)



7.2 Identified Research Gaps
Preliminary scoping confirms the following gaps in existing literature that this research will address:
1. No peer-reviewed framework specifically addresses cybersecurity governance in modern (non-legacy) OT environments (Knowles et al., 2015; ENISA, 2022)
1. Limited empirical research on cybersecurity risks introduced at the IT/OT boundary through AI, 5G, and cloud integration, as distinct from direct OT network compromise (Boyes et al., 2018)
1. Governance models for integrated CISO responsibility over both IT and OT remain largely practitioner-driven with limited academic validation (Dragos, 2024)
1. Saudi Arabia and GCC-specific OT cybersecurity governance literature remains limited. While studies exist on NCA-ECC compliance (Alsahafi et al., 2022) and cross-national cybersecurity governance (Rawindaran et al., 2023), OT-specific governance in modern Saudi environments remains largely unstudied.
7.3 Key Databases and Sources
1. Academic: IEEE Xplore, ACM Digital Library, ScienceDirect, Scopus, Google Scholar
1. Standards bodies: ISA/IEC, NIST, ENISA, NCA Saudi Arabia
1. Industry reports: Gartner, Dragos (2024), Claroty (2024), Fortinet OT security reports
1. Policy sources: NCA National Cybersecurity Strategy (NCA, 2021), Saudi Vision 2030 digital infrastructure documents (Vision 2030, 2016)



8. Research Variables

Given the mixed-methods design, which incorporates a quantitative survey component, this research operates with a deliberately streamlined variable model (Creswell & Creswell, 2018). With a target sample of 50 to 100 respondents, parsimony is essential for statistical power and model integrity (Field, 2018). The model consists of two independent variables, one mediating variable, and two dependent variables. CISO mandate scope, national regulatory context, sector, and organisational size are retained as contextual variables, collected descriptively and explored qualitatively through expert interviews rather than tested statistically.
8.1 Independent Variables
Two independent variables form the core drivers of the research model (Field, 2018):

	Independent Variable
	Definition

	OT Environment Type
	Modern (newly built/digitally integrated) versus Legacy (retrofitted/traditional). This is the primary distinguishing variable of this research and the foundation of the research problem (Stouffer et al., 2023)

	Emerging Technology Adoption Level
	Degree of AI, 5G, and cloud integration at or adjacent to the IT/OT boundary, measured on a low/medium/high scale (Boyes et al., 2018). This variable specifically captures integration at the boundary layer rather than general technology adoption. Note: correlation with OT environment type is anticipated; multicollinearity will be assessed and managed during statistical analysis (Field, 2018)



8.2 Mediating Variable
Operational complexity is introduced as a mediating variable between the independent variables and governance outcomes, following Baron and Kenny (1986). Emerging technologies do not directly reduce governance effectiveness; rather, they increase operational complexity, and this complexity in turn strains traditional governance structures. This two-stage mechanism is theoretically more precise and statistically more testable than a direct IV-DV relationship. Operational complexity will be measured through survey items capturing system interdependency, cross-team coordination burden, and integration-related incident frequency.

8.3 Dependent Variables
Two dependent variables capture the governance outcomes that the research seeks to explain and improve (Field, 2018):

	Dependent Variable
	Operational Definition

	Cybersecurity Governance Effectiveness
	The primary outcome variable. Operationally defined as a composite score measuring: (1) incident response speed, as mean time to detect and respond to OT security events; (2) compliance rate with applicable OT security standards; and (3) risk maturity level based on an adapted CMMI scale (Paulk et al., 1993). Measured via validated Likert-scale survey items

	Framework Adequacy Score
	The secondary outcome variable. Degree to which existing standards, including IEC 62443 (International Society of Automation, 2018) and NIST SP 800-82 (Stouffer et al., 2023), are perceived to adequately address governance needs in the respondent's modern OT environment. Measured on a 5-point Likert scale



8.4 Contextual Variables
The following variables will be collected as background data and used to enrich the qualitative interpretation of findings. They are not tested as statistical moderators, ensuring the model remains feasible and statistically robust within the available sample size (Field, 2018):

	Contextual Variable
	Purpose

	CISO Mandate Scope
	Whether the CISO holds formal responsibility for OT security, IT security only, or a hybrid mandate. This will be explored descriptively and through expert interviews to understand its practical influence on governance

	National Regulatory Context
	Presence and maturity of national OT cybersecurity regulations, such as NCA Essential Cybersecurity Controls (NCA, 2021). Will inform the policy recommendations of the governance framework

	Sector
	Energy, utilities, manufacturing, water, hydrogen, or smart city. Collected as a demographic variable and reported descriptively to contextualise findings

	Organisational Size
	Number of OT assets, operational sites, and security personnel. Collected as a demographic variable to describe the research sample



8.5 Research Hypotheses (Null Form)
Three null hypotheses are proposed, each testing a distinct and theoretically justified path within the research model. Null form is used to enable formal statistical testing and rejection (Field, 2018). Framework adequacy (DV2) is addressed through the research sub-questions and discussed in findings rather than as a formal hypothesis, keeping the model focused and statistically feasible within the available sample size.
1. H0(1): There is no statistically significant difference in cybersecurity governance effectiveness between modern OT environments and legacy OT environments.
1. H0(2): The integration of emerging technologies at the IT/OT boundary is not significantly associated with increased operational complexity in OT environments.
1. H0(3): Operational complexity does not mediate the relationship between emerging technology integration at the IT/OT boundary and cybersecurity governance effectiveness in OT environments.

Note: H0(3) tests the mediation pathway and represents the most novel theoretical contribution of this model. Its confirmation would establish operational complexity as the mechanism through which emerging technology adoption erodes governance effectiveness (Baron & Kenny, 1986).



9. Research Methodology

This research adopts an explanatory sequential mixed-methods design. The study begins with quantitative survey data to measure the prevalence and severity of OT governance gaps, followed by qualitative expert interviews and case study analysis to explain and contextualise those findings (Creswell & Creswell, 2018). The integrated approach enables both statistical generalisation and rich interpretive depth, and produces clearly defined research variables. The methodology is designed to be rigorous, feasible within a two-year timeline, and appropriate for a part-time PhD candidate with full-time professional responsibilities.
9.1 Research Philosophy and Approach
The research is positioned within an interpretivist-pragmatist paradigm (Creswell & Creswell, 2018). Given that cybersecurity governance involves human judgment, organizational culture, and policy interpretation, a purely positivist approach would be insufficient. The pragmatist lens allows the research to prioritise practical utility of outcomes alongside theoretical contribution, consistent with framework-development research in applied cybersecurity (Yin, 2018).
9.2 Research Design

	Phase
	Activity
	Timeline

	Phase 1
	Systematic Literature Review: mapping existing knowledge, confirming gaps, and establishing theoretical foundation (Page et al., 2021)
	Months 1-5

	Phase 2
	Quantitative Survey: structured survey of 50 to 100 OT security professionals to measure governance gap prevalence and test null hypotheses (Field, 2018)
	Months 4-7

	Phase 3
	Expert Interviews: semi-structured interviews with 15 to 20 OT security professionals to explain survey findings (Braun & Clarke, 2006)
	Months 6-10

	Phase 4
	Case Study Analysis: in-depth analysis of a modern OT environment with appropriate confidentiality controls (Yin, 2018)
	Months 8-12

	Phase 5
	Framework Development: synthesising all findings into a governance framework
	Months 11-15

	Phase 6
	Framework Validation: Delphi method with expert panel to validate and refine the framework (Hasson et al., 2000)
	Months 14-18

	Phase 7
	Writing, Revision and Submission
	Months 16-24



9.3 Data Collection Methods
9.3.1 Systematic Literature Review
A structured review using PRISMA guidelines (Page et al., 2021) will map the existing body of knowledge. Search terms will combine OT security, governance, emerging technologies, IT/OT convergence, and modern OT environments. Inclusion and exclusion criteria will be defined and documented for reproducibility.
9.3.2 Quantitative Survey
A structured online survey will be administered to OT security professionals to quantitatively measure the prevalence and severity of cybersecurity governance gaps in modern OT environments. The survey instrument will consist of Likert-scale items and categorical questions covering governance maturity, emerging technology integration risks, and IT/OT boundary security practices (Field, 2018).
Target sample: 50 to 100 respondents drawn from OT/ICS security practitioners across energy, utilities, manufacturing, and critical infrastructure sectors, including OT field engineers alongside cybersecurity professionals to ensure operational realism. Distribution channels will include professional networks (ISA, ISACA, ICS-CERT communities) and the researcher's professional contacts. Data will be analysed using descriptive statistics, correlation analysis, and mediation analysis (SPSS/R) to test the three null hypotheses.
9.3.3 Expert Interviews
Semi-structured interviews of 45 to 60 minutes each will be conducted with 15 to 20 professionals. Inclusion criteria require a minimum of 10 years of OT security experience, or internationally recognised certifications such as GICSP, CISSP, or IEC 62443 Cybersecurity Expert. Participants will be drawn from:
1. OT/ICS security practitioners including CISOs and OT Security Managers
1. Industrial control system vendors and integrators
1. National cybersecurity authority representatives
1. OT field engineers from energy, water, and transport sectors
1. Academic researchers in OT security and industrial IoT
Interviews will be conducted online, recorded with consent, and analysed using thematic analysis (Braun & Clarke, 2006).
9.3.4 Case Study
A single embedded case study of a modern OT environment will provide empirical grounding, following Yin (2018) case study methodology. Confidentiality agreements and ethical approval will govern data handling. Where organizational data cannot be disclosed, the case study will employ anonymization protocols consistent with academic research standards.
9.4 Framework Development and Validation
The governance framework will be developed through iterative synthesis of literature review findings, survey results, interview themes, and case study insights. Validation will employ a two-round Delphi method with a panel of 8 to 12 subject matter experts (Hasson et al., 2000), measuring consensus through statistical analysis of panel ratings. The Delphi approach is well-established in cybersecurity and governance framework development research.
9.5 Ethical Considerations
1. Ethical approval will be sought from Midocean University's research ethics committee prior to data collection
1. All interview participants will provide informed consent; anonymity will be preserved in reporting
1. Case study data will be handled under a confidentiality framework; sensitive operational details will be abstracted
1. The researcher's dual role as practitioner and researcher will be managed through reflexivity documentation (Creswell & Creswell, 2018)



10. Expected Contributions

This research is expected to deliver three distinct layers of contribution:

	Contribution Type
	Description

	Theoretical
	First peer-reviewed academic framework specifically addressing cybersecurity governance in modern OT environments, filling a confirmed gap in the literature (Knowles et al., 2015; ENISA, 2022)

	Practical
	A validated governance framework that OT-responsible CISOs and security teams can operationalize to manage IT/OT boundary risks introduced by emerging technologies (Dragos, 2024)

	Policy
	Evidence-based recommendations for national cybersecurity policy, directly applicable to NCA priority areas in OT Systems Security and Public Policy (NCA, 2021), with relevance for Saudi Vision 2030 infrastructure programs (Vision 2030, 2016)



The research will also produce a minimum of two peer-reviewed journal articles submitted to relevant publications in the ICS/OT security and cybersecurity governance domains.



11. Research Timeline

The research is designed to be completed within 24 months (Years 2 and 3 of the PhD program), targeting final submission by end of 2027.

	Period
	Key Activities
	Milestone

	Months 1-3
	Finalise research proposal; supervisor approval; ethics application; begin systematic literature review
	Proposal Approved

	Months 4-6
	Complete systematic literature review; design and pilot survey instrument; identify interview participants
	Literature Review Complete

	Months 5-7
	Administer quantitative survey; conduct statistical analysis of survey data
	Survey Data Collected

	Months 6-10
	Conduct expert interviews; thematic analysis of qualitative data
	Interviews Complete

	Months 8-12
	Case study data collection and analysis; initial framework conceptualisation
	Case Study Complete

	Months 11-15
	Draft governance framework; write Chapters 1 to 5
	Framework Draft

	Months 14-18
	Delphi validation rounds; refine framework based on expert panel (Hasson et al., 2000)
	Framework Validated

	Months 19-21
	Write Chapters 6 and 7; journal article submissions
	Draft Thesis 70%

	Months 22-24
	Final thesis writing; internal review; submission
	Thesis Submitted





12. National Cybersecurity Authority Alignment

This research is explicitly designed to support Saudi Arabia's national cybersecurity priorities as articulated by the NCA (NCA, 2021). The table below maps each NCA scholarship research focus area to the relevant dimensions of this research:

	NCA Priority Area
	Research Alignment

	Operational Technology Systems Security
	This is the core research focus. The entire framework development, expert interviews, and case study analysis are centred on OT security governance in modern industrial environments, directly addressing NCA's priority (NCA, 2021)

	Cybersecurity-related Public Policies
	Policy contribution is an explicit research output. The validated framework will include national policy recommendations applicable to NCA guidelines and Saudi Vision 2030 infrastructure strategy (Vision 2030, 2016)

	Cybersecurity in Emerging Technologies
	Addressed as a primary risk dimension. AI, 5G, and cloud integration at the IT/OT boundary are investigated as the key emerging technology risk vectors within OT environments (Boyes et al., 2018; Claroty, 2024)



While this research is independently conducted, its alignment with NCA priority areas ensures that findings will be directly relevant to Saudi Arabia's cybersecurity strategy and could contribute to future NCA guidance on OT security governance.



13. Researcher Positionality and Unique Advantage

The researcher brings an exceptionally relevant practitioner background to this PhD. As the CISO of NEOM Green Hydrogen Company, the researcher oversees cybersecurity governance for one of the world's most prominent modern OT environments: a greenfield industrial installation integrating hydrogen production, renewable energy systems, and advanced digital infrastructure.
This positionality confers several research advantages:
1. Direct access to real-world governance challenges that form the empirical foundation of the research problem
1. Professional networks within the OT security, ICS, and critical infrastructure communities that facilitate expert interview and survey recruitment
1. Practitioner credibility that enhances the quality and depth of expert interviews
1. Insider knowledge of the specific gaps between academic frameworks and operational reality
The researcher is aware of the methodological implications of insider research and will address these through reflexivity documentation, clear boundary-setting between organizational and research roles, and rigorous confidentiality protocols (Creswell & Creswell, 2018).
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