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The Impact of Third-Party Risk Governance on Operational Resilience in Saudi
Insurance Companies: The Mediating Role of Cybersecurity Readiness
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Abstract:

Objectives: To examine the effect of third-party risk governance on operational resilience and
test the mediating role of cybersecurity readiness in Saudi insurance companies. Study setting: The
insurance, reinsurance, and insurance-services sector in Saudi Arabia. Methodology: A descriptive-
analytical cross-sectional design was used with a 30-item questionnaire covering third-party risk
governance, cybersecurity readiness, and operational resilience. Because the source file contained no
field responses, 214 explicitly disclosed simulated observations were used solely to illustrate model
testing through descriptive statistics, correlation, regression, and bootstrap mediation. Results: Mean
scores for governance, readiness, and resilience were 3.69, 3.77, and 3.76. Governance correlated
with resilience at 0.703 and readiness at 0.603, while readiness correlated with resilience at 0.657.
The indirect effect through readiness was 0.221, with a 95% confidence interval of 0.143 to 0.304,
supporting partial mediation in the simulated model. Recommendations: Insurers should establish
an enterprise-wide third-party lifecycle framework, classify providers by criticality, embed
cybersecurity, resilience, audit, and exit requirements in contracts, and conduct joint recovery
exercises. The simulated results must be replaced with verified field data before any empirical
publication claim.

Keywords: Third-party risk governance; operational resilience; cybersecurity readiness;
insurance companies; Saudi Arabia.
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