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[bookmark: _Toc259814859]Chapter 1 Introduction 
[bookmark: _Toc1751974017]1.1 Overview
Advances in artificial intelligence (AI) have provided significant opportunities to process, organize and use information in novel ways. In particular, large language models (LLMs) represent one of the most promising directions in modern AI, with a number of successful use cases already demonstrated. Due to their high performance and versatility, LLMs are now used and further developed in a variety of fields ranging from question-answering, document understanding, and information retrieval to chatbots. In particular, organizations increasingly use LLMs to discover and exploit knowledge to enhance organizational decision-making.
However, current LLMs are unsatisfactory in two aspects. First, because of the static training data, they cannot provide up-to-date information, limiting their applicability in practice. Second, current LLMs are not able to explain the information they return, curtailing their application in knowledge-intensive domains that require justification of information with evidence from trusted sources.
A promising approach to address the first limitation, namely, to enable up-to-date information, is retrieval-augmented generation (RAG). In general, RAG approaches overcome the challenge of providing recent information by retrieving the most relevant information from existing knowledge bases. This is achieved by first retrieving the relevant documents given a natural language query and then generating a natural language answer based on the retrieved documents. RAG approaches are especially appealing in enterprises where a wealth of technical documents is available. These approaches can be leveraged to empower enterprise employees by helping them find the information they need.
In enterprise settings, knowledge can be found in a variety of sources, from technical documents and databases to company intranets and enterprise applications. As such, when a user queries an enterprise RAG system, they are interested not only in accurate answers derived from this information but also in the sources from which the answer was obtained. More importantly, they need insight into how the retrieved evidence supports the generated answer, allowing them to better assess the reliability of the system's responses.
However, enterprise users of RAG approaches likely need support in two aspects. First, they might want to assess the information returned by these approaches by consulting the evidence retrieved from the documents. Second, it might be desirable to highlight the degree to which the answer is supported by the retrieved information to differentiate between confident, uncertain, and wrong answers.
A number of prior works have made significant progress in advancing enterprise RAG approaches. In particular, prior works improved the retrieval and generation steps, which are key components of enterprise RAG approaches. However, these approaches do not address the need for citations, evidence, and confidence scoring for the information they return. While a few works attempt to address the citation problem, the prior approaches allow only coarse-grained citations, typically at the level of a document, but not specific passages. Moreover, most approaches do not adequately address the need for confidence scoring, providing at best general confidence scores across all retrieved documents.
This thesis introduces an Explainable Enterprise RAG, which enables fine-grained citations and confidence scoring mechanisms for enterprise RAG approaches. Unlike prior approaches that address the citation and confidence problems separately, this work provides an end-to-end approach to enabling citations, evidence, and confidence scoring mechanisms for enterprise RAG. This thesis evaluates the proposed approach on the EnterpriseRAG-Bench benchmark. 
the main goal of this research is to enhance enterprise RAG approaches by enabling citations and confidence scoring mechanisms that allow enterprise users to consult relevant evidence and assess the degree to which the answer is supported by the retrieved information. In particular, this work enables users to evaluate the quality of information provided by enterprise RAG approaches.


[bookmark: _Toc1895107188]1.2 Problem Definition 
While (RAG) has significantly improved the factual grounding of large language models by incorporating external knowledge into the response generation process, retrieving relevant documents alone does not guarantee transparency of the generated output. In many existing RAG systems, users receive a generated response together with supporting documents. However, these documents rarely establish explicit links between individual claims in the generated response and the specific evidence that supports them. Consequently, users are not easily able to distinguish between information that was explicitly stated in the retrieved sources and that which was inferred by the language model, without adequate evidence.
This limitation is especially significant in enterprise settings, where language models are used to support technical, operational, and business-critical decisions. In these use cases, accuracy is important, but organizations are likely to want to go beyond accuracy and require contextual grounding of the responses, including an ability to distinguish between conflicting evidence, identify irreconcilable differences between sources, and understand which claims have been supported by evidence retrieved from the relevant databases.
Previous studies have attempted to improve different aspects of RAG transparency. These efforts can generally be grouped into three research directions: explainability, citation attribution, and confidence estimation. Although each of these directions has contributed to improving the trustworthiness of RAG systems, they have largely been investigated independently. Existing approaches rarely provide an integrated framework that simultaneously explains the reasoning process, establishes fine-grained links between generated claims and supporting evidence, and communicates meaningful confidence scores to end users.
Therefore, an important research gap remains in the development of enterprise RAG systems. There is still a need for a unified framework capable of integrating explainability, citation attribution, and confidence scoring into a single retrieval and generation pipeline. Such a framework should not only generate accurate responses but also enable users to understand why a particular answer was generated, where the supporting evidence originated, and how much confidence can reasonably be placed in each generated claim.
Accordingly, this thesis addresses the following research question: How can citation attribution and confidence scoring be integrated into an explainable enterprise Retrieval-Augmented Generation framework to enhance the transparency and trustworthiness of generated responses, as evaluated using EnterpriseRAG-Bench?
Rather than evaluating the proposed framework solely in terms of answer accuracy, this research also investigates whether generated claims can be traced to supporting evidence, whether the relationship between retrieved documents and generated responses is made explicit, and whether confidence scores help users assess the reliability of individual claims and complete responses.






[bookmark: _Toc529692650]1.3 Thesis Objectives 
The overall objective of this thesis is to develop an Explainable Enterprise Retrieval-Augmented Generation (RAG) framework that integrates Citation Attribution and Confidence Scoring to improve the transparency and trustworthiness of enterprise knowledge retrieval.
The specific objectives of this research are:
· To design an enterprise RAG framework that integrates explainability, citation attribution, and confidence scoring.
· To develop an explanation mechanism that clearly demonstrates how retrieved evidence supports the generated response.
· To develop a citation attribution mechanism that enables generated information to be traced back to the original supporting evidence.
· To develop a confidence scoring mechanism that enables the RAG system to communicate the confidence associated with each generated response.
· To investigate how explainability, citation attribution, and confidence scoring can be effectively integrated to improve the transparency of enterprise RAG systems.
· To evaluate the proposed framework using the EnterpriseRAG-Bench benchmark.
· To compare the proposed framework with relevant RAG baselines using evaluation metrics related to answer quality, explainability, citation attribution, and confidence scoring.
These objectives reflect the broader aim of this research to move beyond evaluating RAG systems solely in terms of answer accuracy. Instead, this research investigates whether users can understand how generated responses are supported by retrieved evidence, whether the relationship between evidence and generated claims is made explicit through citation attribution, and whether confidence scores provide meaningful insights into the reliability of the generated responses.
[bookmark: _Toc1207735601]1.4 Thesis Contribution 
This thesis makes three primary contributions to the field of enterprise Retrieval-Augmented Generation (RAG).
First, it proposes a unified framework for explainable enterprise RAG that integrates explainability, citation attribution, and confidence scoring within a single architecture. Unlike prior approaches that investigate these capabilities independently, the proposed framework establishes explicit connections between retrieved evidence, generated responses, citation attribution, and confidence scores, thereby improving the transparency and traceability of generated information. 
Second, a comprehensive empirical evaluation of the proposed framework is conducted using the EnterpriseRAG-Bench benchmark. Beyond measuring answer accuracy, the evaluation examines multiple dimensions of system performance, including explainability, citation attribution, and confidence estimation, providing a balanced assessment of the framework's strengths and limitations.
Finally, this research provides practical guidance for designing reliable enterprise RAG systems. The findings offer both theoretical insights and empirical evidence to support the development of enterprise RAG systems capable of generating trustworthy responses supported by traceable evidence and meaningful confidence scores.

 
[bookmark: _Toc1408757717]1.5 Thesis Organization 
The chapters of this thesis follow the progression of the research, beginning with the theoretical foundations, followed by the proposed Explainable Enterprise RAG framework and its experimental evaluation, and concluding with the main findings and future research directions.
Chapter 2 presents the theoretical background and reviews the related work on Retrieval-Augmented Generation (RAG), enterprise knowledge retrieval, explainability, citation attribution, and confidence estimation. It also identifies the research gaps that motivate the proposed Explainable Enterprise RAG framework.
Chapter 3 introduces the proposed Explainable Enterprise RAG framework and the EnterpriseRAG-Bench benchmark. It describes the system architecture, implementation details, and the evaluation methodology adopted in this research.
Chapter 4 presents and discusses the experimental results. The proposed framework is evaluated using the selected performance metrics, and its performance is compared with relevant RAG baselines.
Finally, Chapter 5 summarizes the main findings of the research, discusses its contributions and limitations, and outlines directions for future research.
 
 







 
 


[bookmark: _Toc1349565042]Chapter 2 Background and Related Work 	Comment by رناد ظافر الأسمري-33481: Add the background section

[bookmark: _Toc23749618]2.1 Background
Artificial Intelligence (AI) has come a long way in a short period of time, and the area of information acquisition, processing, and utilization in particular. In particular, there is one class of AI models called Large Language Models (LLMs) that has seen considerable attention recently. LLMs are language models that perform a variety of natural language processing (NLP) tasks such as document summarization, question answering, and text generation. These models have proven to be exceptionally effective at learning and generalizing knowledge from the training data. Nevertheless, there is no perfect model, and LLMs are not an exception, as these models learn the knowledge from the training data, and therefore their responses can reflect only the information present in the training data at the time of training. In addition, responses may be generated based on incorrect information learned during training. One of the most promising directions in overcoming the described shortcomings is the Retrieval-Augmented Generation (RAG).
RAG builds upon the LLMs by allowing them to retrieve information relevant to the question from an external source of knowledge, thus enabling them to base their responses on the latest information. In particular, RAG works by finding the most relevant documents in a knowledge base to use as context for answering questions using language models. The underlying language model itself is not altered. As a result, it becomes possible to respond to requests based on the most relevant information. It is especially useful for enterprises since more and more often there is a need to find information in various types of contracts, technical specifications, policies and procedures, regulatory documents, audit reports, and other sources of information. The enterprise user no longer needs to scan hundreds or even thousands of documents for information. Instead, the enterprise RAG will find the most relevant ones and present their information in the answer.
However, the effectiveness of the enterprise RAG systems critically depends on how relevant the documents retrieved from the knowledge base are to the query. Therefore, it is necessary to pay special attention to choosing the right method for finding the required documents. One of the most promising directions in this area is semantic similarity search. Unlike traditional search approaches based on keywords matching, semantic search focuses on understanding the relationships between terms and ideas and representing the meaning of the query and documents in the form of high-level vectors. Simply put, two documents that are similar in meaning but are phrased differently will be interpreted as similar texts by the semantic search. Vector databases now allow for efficient storage and querying of such text representations.
However, there are still some problems with the use of enterprise RAG systems. The reason for this is that although such models can provide answers based on the most relevant information, this information may not always be accurate. Moreover, the user has no way of knowing where exactly the information came from. In other words, an enterprise user cannot always trust the information provided by enterprise RAG systems. This is especially true if the decisions to be made by the enterprise user are critical and based on the information found by RAG. At the same time, it is known that the key to trust and effective use of RAG technology in enterprises is explainability. By analyzing the current state of the art in this area, recent studies have proposed several techniques to improve the interpretability of RAG systems, including evidence attribution, citations, and confidence scoring. The implementation of explainability in enterprise RAG systems allows users to critically assess the accuracy of the information provided and thus have greater trust in enterprise RAG systems.
Having identified the key concepts of LLMs, RAG, enterprise information retrieval, semantic similarity search, and explainability, we take a closer look at the studies done so far in these areas. The purpose of this research is to identify gaps in the current findings on enterprise information retrieval using advanced language models and set the direction for developing an Explainable Enterprise RAG.
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Building upon the fundamental concepts presented in the previous section, recent research in Retrieval-Augmented Generation (RAG) has evolved from improving individual retrieval and generation components toward developing systems that are more reliable, interpretable, and suitable for enterprise applications. The following section reviews the most relevant studies in this area, highlighting their key contributions, identifying their limitations, and establishing the research gaps addressed by this thesis. 

The work on Retrieval-Augmented Generation (RAG) by Lewis and co-workers revolutionized the field of knowledge-intensive natural language processing, by enabling large language models with strong parametric knowledge to be combined with externally retrieved evidence to support generation. This paradigm has the potential to greatly reduce the amount of hallucination in generated text, while simultaneously greatly increasing the factual accuracy of generated text. Since the initial introduction of RAG, there has been considerable work that has progressed from optimizing individual components of the pipeline to optimizing the end-to-end objective of enhancing trustworthiness. Despite its significant improvements in factual accuracy, the original RAG framework primarily focused on retrieval and generation performance, without providing mechanisms to explain how retrieved evidence influenced the generated response or to communicate the confidence of the generated answer. 

The first line of research therefore focused on improving the retrieval quality for the individual components. Corrective Retrieval-Augmented Generation (CRAG) for example enables a Lightweight retrieval evaluator to estimate the quality of the retrieved documents in a pre-generation stage. Depending on the estimated confidence score of the evaluator either the already retrieved evidence can be accepted for generation or corrective web retrieval or even the refined retrieved content can be used for generation by a decompose–recompose strategy. Empirical evaluations on a variety of question-answering benchmarks showed a significant increase in answer accuracy and a reduction in hallucinations. Building on this idea Retrieval-And-Structuring (RAS) enables knowledge organization for Retrieval-Augmented Generation. In contrast to passing raw retrieved passages to a language model for generation question-specific knowledge graphs of structured factual triples are iteratively constructed in RAS. The experimental evaluation showed an increase in performance of up to 8.7% on seven knowledge-intensive benchmarks that require multi-step reasoning. Although both approaches significantly improve retrieval quality and reasoning performance, they primarily focus on increasing answer accuracy rather than improving transparency. Consequently, neither framework explicitly explains how the retrieved evidence influences the final response or provides users with interpretable reasoning behind the generated answer. 
Research Gap 1. Both approaches to improving question-answering, i.e., the use of CRAG for retrieval quality and RAS for structured reasoning, are based on the simple premise that better input (i.e., evidence) leads to better output (i.e., more accurate answers). In neither case is it explained how the evidence provided by retrieval contributed to the final response; consequently, there is no transparent reasoning provided to the user, which is one of the main goals for developing Trustworthy and Explainable Systems for Question-Answering. 

Next, research moved from the general question-answering task to a more narrow application in the enterprise, as well as to a multilingual environment. CrossRAG investigated multilingual knowledge retrieval, in order to improve consistency over multilingual retrieval baselines by translating retrieved documents into one single language before generation. EnterpriseRAG-Bench, on the other hand, introduced the first large-scale benchmark for evaluation of RAG systems in an enterprise setting, namely a corpus of 500,000 realistic enterprise documents for retrieval, and 500 questions for evaluation. ADORE addressed the even harder task of enterprise-scale reasoning, i.e. reasoning over evidence in the form of stored documents that have not been yet read by the system. ADORE is a multi-agent architecture where each agent is responsible for a single component of the end-to-end system, i.e. retrieval, verification, reasoning, and synthesis, and where all the agents collaborate in order to produce the final answer. A Memory Bank and a Claim–Evidence Graph organize the evidence that is read by the system. ADORE ranked first on the DeepResearchBench benchmark, and it was also the top performing system on the human preference metric, with a win rate of 77.2% on the challenging DeepConsult benchmark. While these approaches successfully extend RAG to enterprise and multilingual settings, they primarily emphasize retrieval effectiveness, reasoning capability, and benchmark performance. However, they provide limited support for explaining retrieval decisions, resolving conflicting evidence, or communicating confidence to enterprise users. 
Research Gap 2: Most studies that have moved beyond question answering, focus on evaluation within an enterprise, i.e. evaluation within a multilingual retrieval framework, but they rarely provide mechanisms for explaining (1) why certain evidence was selected, (2) how conflicting information is resolved and (3) how a system can signal its confidence to the user. 

A third trend of research for improving trustworthiness of RAG is related to Explainability (Ex). Source-attribution methods, which provide evidence of how much each retrieved document was used to generate the final answer, have been integrated into various RAG systems. For example, Shapley-value-based attribution has been used to improve provenance and debugging of generated answers. Explanations of generated answers can also be provided in natural language. For example, RAGXplain provides a Metric Diamond framework that combines multiple metrics for retrieval and generation with an LLM-based metric for reasoning, and uses this framework to generate natural-language-based diagnoses and actionable recommendations for improving generated answers. Open-source CRAG reproductions have, for example, used SHAP analysis to provide insights into the strengths and weaknesses of various retrieval-evaluation metrics, including how retrieval-evaluation metrics often rely on simple named-entity alignment rather than deeper semantic analysis. Finally, RAGBench, a 100,000-example benchmark for evaluating RAG, and the associated TRACe evaluation framework, have been used to standardized evaluation of generated answers with respect to four dimensions of trustworthiness: context relevance, faithfulness, correctness, and answer quality. Although these approaches improve explainability, they mainly operate after answer generation and therefore provide limited support for explainability during retrieval and reasoning. 
Research Gap 3. All approaches discussed above are used post-hoc, i.e. after generation. However, they should be integrated within the individual steps of the RAG pipeline, i.e. within retrieval, reasoning and generation. 
Card — Confidence-aware distributed RAG for Answer retrieval. Introduces an innovative way to retrieve all required local evidence for a question by distributed evidence retrieval, based on Local Evidence Confidence Scores (LECS), supporting privacy, reduced communication cost by about 62% (compared to a centralized system) while nearly achieving the same quality. Additionally, it supports answer consistency verification using a set of question specific auxiliary queries. Agentic RAG Architectures for Autonomous Robots. This set of innovative approaches integrates several ideas already introduced in the literature for various tasks, such as real-time event streaming, vector databases for evidence search, and multiple agents for various reasoning tasks. These approaches are successfully applied to generate context-aware explanations in various scenarios, achieving high performance: Context Recall: up to 85%, Faithfulness: up to 78%, Semantic Similarity: up to 96%, Correctness: up to 100%. 
These approaches successfully introduce confidence estimation and agent-based reasoning; however, they address these capabilities independently rather than integrating them into a unified enterprise RAG architecture. 

Final Research Gap. Even though many different improvements have been made for general-purpose question-answering such as retrieval correction, structured reasoning, as well as many improvements in the evaluation for question-answering in the enterprise setting, as well as increased support for source attribution, and also support for confident generation, there is no unified architecture that supports retrieval, explanation, confidence, source attribution, conflict-resolution, and enterprise-based evaluation. We thus propose Trustworthy Explainable Enterprise RAG (TEERAG) which we shall evaluate on the EnterpriseRAG-Bench. 
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