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Abstract
Purpose:
This study aimed to examine the extent to which the application of ISO 27001
standards contributes to reducing the risks of digital and digitized document leakage
and loss within the Taif Health Cluster. The objective was to assess the relationship
between information security practices aligned with ISO 27001 and the institutional
effectiveness in protecting documents.
Methodology:
The study employed a descriptive analytical approach, using a structured
questionnaire to collect data from a purposive sample of 64 employees. Data were
analyzed using SPSS software, applying reliability and validity tests, descriptive
statistics, correlation coefficients, and hypothesis testing to determine the statistical
significance of the relationships between variables.
Findings:
The results revealed a statistically significant positive correlation between the
implementation of ISO 27001 standards and the reduction of document leakage and
loss risks (correlation coefficient = 0.612, p < 0.01). Participants demonstrated a
positive attitude toward the application of these standards, particularly in areas such as
access control, disaster recovery, encryption, and compliance. The analysis confirmed
that applying these standards enhances security reliability, reduces security incidents,
and improves employee awareness of data protection policies.
Recommendations:
The study recommends institutionalizing the implementation of ISO 27001
standards, strengthening employee training programs on information security,
upgrading technical infrastructure, and regularly reviewing security policies to ensure
continuous protection of digital documents and minimize the risks of leakage or loss.
Keywords:
ISO 27001, Information Security, Digital Documents, Document Leakage, Document
Loss, Digital Governance, Taif Health Cluster, Records and Archives Management
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Model Summary
Std. Error of the
Model R R Square Adjusted R Square Estimate
1 .612° 375 .365 151
a. Predictors: (Constant), jules G@uki ISO 27001 (Jtw)
oS Giligh @iy cuud halia e ) (b il (037.5% o e Lo <0.375 @il (R?) sl Jales dad
Lol dle asms pe Los cisill nussio il e a5 e Ju Ty 1SO 27001 sules Gl P95 (a oppesis
Guial) Gn daga il

ANOVA?

Model Sum of Squares df Mean Square F Sig.

1 Regression .852 1 .852 37.173 .000P
Residual 1.421 62 .023
Total 2.272 63

a. Dependent Variable: @lsll jlazig oy Hhalia (e aall

b. Predictors: (Constant), jules Guki ISO 27001 (i)
Lilas) s Slasy) z3sall of X5 Lea cra o) o0 BB 24(Sig = 0.000) culs F alys
G iy Cyes halia (e aall e gsina il L 1SO 27001 ules o ) e 138

Coefficients?

Unstandardized Standardized 95.0% Confidence
Model Coefficients Coefficients t Sig. Interval for B
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Model Summary
Std. Error of the

Model R R Square Adjusted R Square  Estimate
1 .6312 .398 .347 .154

Sl e lally JleeY) A L A0) Bl 5, Y1 Ay JiYla. Predictors: (Constant),
Jseasll 3 aSaill , uidilly bl les
b8 DA (e ot Sy halaall (e aal) 3 cplall e Z¥4A s ol (R2=0.398) oaill Jalas sy @

el Al
ANOVA?
Model Sum of Squares df Mean Square F Sig.
1 Regression .905 5 .181 7.681 .000°
Residual 1.367 58 .024
Total 2.272 63

a. Dependent Variable: &l olagds iyt Hlalda (e aall

b. Predictors: (Constant), ,culsSll oe el Jlae) dphyaind Auiad) lalaa) 5, Y] Gaxlly JieY)
yasll (& S, padilly liball dlea
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il
Coefficients?
Unstandardized Standardized 95.0% Confidence
Coefficients Coefficients Interval for B
Std. Lower Upper
Model B Error Beta t Sig. Bound Bound
1 (Constant) .759 152 4992 000 .455 1.063
Lad) hlad) @\A2.176 .069 .294 2.531 .014 .037 315
d}mﬁ\&egﬂ\.oss .076 .055 428 670 -.120- .185
pecally Ll dilea- 139 .071 235 1.954 .056 -.003- .280
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0.000
64
-0.029
0.131
0.289
0.781
1

64

0
0
1
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1

64
0
0
1
1
6127
0.000
64
-0.029
0.131
0.289
0.781

Lower

Upper

Lower

Upper

Correlations

Bias
Std. Error

95% Confidence Interval

Bias
Std. Error

95% Confidence Interval

**. Correlation is significant at the 0.01 level (2-tailed).

Pearson Correlation

Sig. (2-tailed)
N

Bootstrap®

Pearson Correlation

Sig. (2-tailed)
N

Bootstrap®

c. Unless otherwise noted, bootstrap results are based on 1000 bootstrap samples
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lotal Variance Explained

Extraction Sums of Squared
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Initial Eigenvalues Loadings Rotation Sums of Squared Loadings
% of % of % of
Component Total Variance Zumulative % Total Variance Cumulative % Total Variance Cumulative %
1 3.504  20.609 20.609 3.504 20.609 20.609 2.162 12.721 12.721
2 1.857 10.925 31.534 1.857 10.925 31.534 1.974 11.614 24.335
3 1.493 8.782 40.316 1.493 8.782 40.316 1.972 11.601 35.936
4 1.377 8.102 48.418 1.377 8.102 48.418 1.807 10.632 46.568
5 1.206 7.096 55.515 1.206 7.096 55.515 1.521 8.947 55.515
6 1.102 6.480 61.994
7 .996 5.859 67.853
8 .865 5.089 72.942
9 .821 4.829 77.771
10 .696 4.096 81.867
11 .626 3.685 85.552
12 574 3.376 88.927
13 .484 2.844 91.772
14 .443 2.605 94.377
15 .440 2.587 96.964
16 299 1.756 98.721
17 217 1.279 100.000
Extraction Method: Principal Component Analysis.
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