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Overview of Enterprise Risk Management

Aligrr ERM
process o goals
and objectives

Ensure the ERM

process maximizes the

achievement of agency
mission and results.

Communicate Assemble a
i comprehensive list
Q A ﬁ?ﬁfﬁﬁ:ldm& of risks both threats

status of addressin and opportunities
i 2 that could affect the
the risk.
agency from
achieving its goals
and objectives.

Communicate
and Report
on Risks

Identify
Risks

Essential
Elements of
Enterprise Risk
Management
(ERM) Examine risks hg
cansidering both

b

Monitor how risks.

= the likelinood of
a;er:ha;?:;%‘:?g the risk and the
N impact of the risk
Monitor ; Select the response on the agency Assess
Risks (based on risk appetite) mission. Risks

acceptance, avoidance,
reduction, share/

transfer, or maximize

opportunity.

Selact Risk
Response
Source: GAD. | GAD-17-63
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* In Enterprise Risk Management, we develop a holistic approach to the identification and management of risks facing an
organization, allowing leaders to identify and quantify the risks facing the enterprise.

* This course will present management tools and frameworks to understand and identify risk.

* Emphasis will be placed on how to improve a firm’s risk position, and how to adapt an organization to deal with risk.

* In addition, this course discusses issues related to the implementation of risk management systems and compliance with

key regulatory requirements, and the importance of Governance, Risk, and Compliance Principles (GRC).
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Provide a definition of risk and describe why risk managementis important.
Understand the Importance of Governance, Risk, and Compliance Principles
Describe the elements of an ERM framework.
Identify the obstacles to effective risk management.
Recognize and be able to discuss the rising expectations for risk managementto
be more strategic and value-adding.
|dentify some of the organizational arrangements, processes and culture that
enable successful risk management.
Clarify what KRIs are and demonstrate their practical applications and value to an
organization. y
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Topics

Introduction to Enterprise Risk Management

Risk Management Fundamentals and Risk Portfolio Management

ERM Frameworks: COSO ERM Frameworks, ISO 31000, and 38500 Risk Management Worldwide Standards

Implementing ERM in the Enterprise
Integration of KPIs and KRIs and ERM Dashboard Reporting
Enterprise Compliance Issues Today

Importance of GRC Principles in the Board Room

Cybersecurity and Information Technology and Enterprise Risk Management




* COSO Enterprise Risk Management:
Establishing Effective Governance, Risk, and

Compliance Processes. Robert R. Moeller.

* Implementing Enterprise Risk Management:

From Methods To Applications. James Lam.

COSO
ENTERPRISE

RISK
MANAGEMENT

ROBERT R. MOELLER

plerenting]

%Enterprlse

Risk Management

From hods to Applica
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