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[bookmark: _Toc206280603]1.1 Background
The digital revolution has brought about a profound transformation in how information is accessed and shared. Traditional news organizations are no longer the sole gatekeepers determining what reaches the public; they have been largely replaced by digital platforms that allow anyone to publish content instantly. While this shift has broadened access to information, it has also created fertile ground for the rapid and widespread dissemination of false or misleading content, commonly referred to as fake news. Recent studies indicate that machine learning (ML) and natural language processing (NLP) technologies have become essential tools for combating this phenomenon and strengthening trust in news sources [1].

Fake news is defined as fabricated or misleading information presented in a form that mimics legitimate news, often produced to influence public opinion, attract attention, or serve political or financial interests. Its danger lies in its ability to replicate the credible style of authentic reporting, making it difficult for readers to distinguish between true and false information. Social media platforms such as Facebook, Twitter (X), and YouTube play a central role in amplifying this problem through algorithms that favor sensational and emotionally charged content regardless of accuracy, thereby accelerating the spread of misinformation [2].

The risks posed by fake news became especially evident during the COVID-19 pandemic, when false health claims, conspiracy theories, and unverified treatments circulated widely. This had tangible negative consequences, including vaccine hesitancy and non-compliance with public health measures. A recent 2025 study published in JMIR demonstrated that deep learning models combined with fuzzy-rank ensemble techniques are highly effective at detecting such misinformation, even as its forms evolve [3].

In response to these challenges, researchers have increasingly turned to artificial intelligence (AI) and NLP to develop systems capable of analyzing and classifying online news content. Transformer-based models such as BERT and CT-BERT, when integrated with advanced architectures like Convolutional Neural Networks (CNN) or Bidirectional Gated Recurrent Units (BiGRU), have shown outstanding performance, with some models achieving F1 scores exceeding 98% in fake news detection tasks [4].

Fake news is not a new concept. Propaganda and misinformation have existed throughout history. What has changed in recent years is the scale, speed, and reach of disinformation campaigns. In the past, misinformation was largely limited by geography and media distribution channels. Today, a single tweet or headline can go viral within minutes, reaching millions of users before it is ever questioned or corrected.
[bookmark: _Toc205375890][bookmark: _Toc205728017][bookmark: _Toc206280604]Social media algorithms that prioritize engagement over accuracy have played a critical role in amplifying fake news. These algorithms are designed to keep users on platforms for longer periods, and as a result, they often promote content that is shocking, emotional, or polarizing—characteristics commonly found in fake news stories [5].

1.2 Problem Statement
The rapid growth of online misinformation has led to the development of numerous artificial intelligence (AI) models for fake news detection. These models range from traditional machine learning algorithms to advanced deep learning architectures and large language models (LLMs). While many of these techniques have shown promising results individually, there is a lack of comprehensive studies that directly compare their performance using a consistent set of datasets and evaluation criteria.
Most existing research tends to focus on one approach in isolation, making it difficult to determine which type of model is more effective across different fake news detection scenarios. Furthermore, variations in experimental setups—such as data preprocessing, feature selection, and performance metrics—make it challenging to replicate findings or generalize results across studies.
This thesis seeks to address this gap by conducting a controlled comparative study of machine learning, deep learning, and transformer-based language models. The research aims to assess the relative strengths and limitations of each paradigm. The study does not involve the deployment of a detection system but focuses on providing empirical evidence to support model selection in academic and applied settings.

[bookmark: _Toc205375891][bookmark: _Toc205728018][bookmark: _Toc206280605]1.3 Research Objectives
This study aims to explore and compare three major AI paradigms—Machine Learning (ML), Deep Learning (DL), and Large Language Models (LLMs)—for the task of fake news detection. It will evaluate representative models from each category using shared benchmark datasets to systematically analyze their strengths, weaknesses, and overall effectiveness in this critical application area.
1.4 Research Contributions:
This study is guided by the following Contributions:
1- To implement and evaluate selected machine learning, deep learning, and large language models for the task of fake news detection.
2- To apply all models to the same set of labeled datasets and compare their results using standard performance metrics such as accuracy, precision, recall, and F1-score.
3- To analyze the strengths and weaknesses of each approach in terms of performance, robustness, and generalizability.
4- To present findings that support future research and practical development in automated fake news detection.
This study addresses the growing challenge of fake news by comparing three key AI approaches—machine learning (ML), deep learning (DL), and large language models (LLMs)—under a unified framework. Unlike prior research that treats these models separately, this work offers a structured, side-by-side evaluation using consistent datasets and metrics. The findings provide valuable insights for researchers and practitioners in selecting appropriate models based on task requirements, accuracy, and computational efficiency. The study also contributes to literature on LLMs by assessing their performance relative to traditional methods, ultimately supporting the development of more effective fake news detection systems and promoting information reliability online.

[bookmark: _Toc205375892][bookmark: _Toc205728019][bookmark: _Toc206280606]1.5 Organization of the Thesis
This thesis is organized into six chapters, including the current chapter:
· Chapter 2 discusses the background of fake news, characteristics of datasets, and the AI paradigms used.
· Chapter 3 reviews previous research and methodologies in fake news detection.
· Chapter 4 describes the selected models, datasets, and experimental setup.
· Chapter 5 presents and interprets the results of the experiments.
· Chapter 6 summarizes the findings and proposes directions for future research.
[bookmark: _Toc205375893]
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[bookmark: _Toc206280607]                  Chapter 2: Overview

This chapter provides an overview of fake news as a phenomenon and introduces the three main AI paradigms explored in this study: machine learning (ML), deep learning (DL), and large language models (LLMs). It also discusses the datasets used in fake news research, the unique contributions of each modeling approach, and the comparative context that guides this thesis. The goal is to establish a foundational understanding of how each method works and why a comparative evaluation is both necessary and timely.
[bookmark: _Toc205375894][bookmark: _Toc205728021][bookmark: _Toc206280608]2.1 Introduction
Fake news has become a pressing issue in the digital age, with serious implications for politics, public health, and societal trust. The spread of false information is no longer confined to fringe platforms or isolated communities; it now reaches millions within minutes through social media algorithms that amplify sensational content. In response, researchers have turned to artificial intelligence (AI) to develop automated systems that can detect and mitigate the spread of fake news efficiently and at scale. These systems aim to analyze textual patterns, linguistic features, and contextual signals to classify news content as reliable or deceptive. By automating the detection process, AI-driven tools offer a scalable solution that can support human fact-checkers and help reduce the harmful impact of misinformation across digital platforms.
Transformer-based language models, such as BERT and RoBERTa, have demonstrated strong performance in fake news detection due to their ability to model contextual relationships in text. For example, Singhania et al. proposed a hierarchical attention model that captures both word-level and sentence-level semantics, leading to significant improvements in classification accuracy [6]. Additionally, hybrid architectures that combine transformers with sequential models such as recurrent layers further improve the detection of deceptive patterns in longer texts [7]. While these methods show great promise, they also raise concerns regarding fairness, interpretability, and the substantial computational resources they require, which must be considered for real-world deployment [8].


[bookmark: _Toc205375895][bookmark: _Toc205728022][bookmark: _Toc206280609]2.2 Nature and Impact of Fake News
Fake news refers to fabricated or intentionally misleading information that is presented as legitimate news. It is often designed to provoke emotional reactions, manipulate public opinion, or generate financial gain through advertising and clickbait. Unlike satire or accidental misinformation, fake news is deliberately deceptive and often crafted to resemble authentic journalism, making it difficult for readers to distinguish between truth and falsehood.
The impact of fake news is substantial and multifaceted. In the political sphere, false stories have been shown to influence voter behavior, distort democratic discourse, and erode trust in public institutions [9]. In public health, fake news can lead to dangerous behaviors, such as vaccine refusal or the adoption of unproven medical treatments [10]. During the COVID-19 pandemic, for example, the World Health Organization described the spread of misinformation as an "infodemic"—a parallel crisis that worsened the pandemic by spreading fear, confusion, and resistance to scientific guidance. This misinformation undermined public compliance with health measures, delayed vaccination efforts, and contributed to the global health crisis. Similar patterns have been observed in other domains, where fake news has fueled social unrest, economic uncertainty, and international tensions. These consequences highlight the urgent need for effective and scalable solutions to detect and prevent the spread of false information online.
The emotional appeal and rapid shareability of fake news contribute to its virality. Research shows that false information spreads faster and reaches more people than factual content, particularly on platforms like Twitter [11]. This is due in part to the human tendency to share surprising or emotionally charged content, but also to algorithmic systems that prioritize engagement over accuracy. These dynamics make fake news not only a technological problem but also a social and psychological one.
Because of these high stakes, there is a growing consensus that manual moderation and fact-checking are insufficient on their own. Automated detection methods powered by AI offer a promising alternative, especially when they can operate at scale and adapt to new forms of misinformation. In the sections that follow, we will explore how machine learning, deep learning, and large language models are used to tackle this challenge.
[bookmark: _Toc205375896][bookmark: _Toc205728023][bookmark: _Toc206280610]2.3 Characteristics of Fake News Datasets
Effective fake news detection relies heavily on the quality and structure of the datasets used during training and evaluation. These datasets typically consist of labeled news articles or social media posts classified as either “fake” or “real.” The quality of the labels, the diversity of topics, and the language structure all influence the model’s ability to generalize across different scenarios.
Most fake news datasets used in research fall into two broad categories: news article datasets and social media datasets. News article datasets, such as the Fake and Real News Dataset from Kaggle, often include full-length articles from both reliable and unreliable news sources. These datasets offer rich linguistic and structural information, allowing models to learn patterns of credibility from text style, grammar, and topic coverage. Social media datasets, like LIAR and BuzzFeedNews, contain shorter text snippets such as tweets, headlines, or user-generated posts. These texts are typically more informal, lack context, and are constrained by character limits, making them more challenging for classification. However, they more accurately reflect the type of content users engage with daily on platforms like Twitter and Facebook. Each type of dataset presents unique challenges and advantages, and the choice between them can significantly affect the performance and generalizability of fake news detection models.
Another important characteristic is the source of labeling. In some datasets, labels are assigned manually by professional fact-checkers or sourced from third-party fact-checking organizations (e.g., PolitiFact, Snopes). Other datasets use heuristics based on domain reputation, such as marking all articles from certain domains as "fake" or "real." The reliability of labels significantly affects the trustworthiness of any evaluation results [12].
In addition to labels and text, some datasets also provide metadata such as author name, publication date, number of shares, and platform interactions. These features can be valuable for machine learning models that consider contextual signals beyond raw text. However, metadata availability varies widely between datasets, and not all models can effectively utilize such structured information.
For this study, datasets have been provided by the supervising professor and are assumed to include balanced and clearly labeled samples suitable for direct comparison across different modeling techniques. All preprocessing steps, including tokenization, lowercasing, and stop-word removal, will be applied uniformly to ensure consistency across experiments.

[bookmark: _Toc205375897][bookmark: _Toc205728024][bookmark: _Toc206280611]2.4 Machine Learning for Fake News Detection
Machine learning (ML) offers one of the earliest approaches to automated fake news detection. Traditional ML algorithms operate by transforming raw text into a structured set of features and applying statistical learning techniques to classify news content. These models typically require significant feature engineering but offer interpretability and efficiency.
Commonly used ML algorithms in fake news detection include Naive Bayes, Support Vector Machines (SVM), Logistic Regression, and Random Forests. These models rely on features such as bag-of-words (BoW), term frequency-inverse document frequency (TF-IDF), and n-gram representations to capture the textual characteristics of news articles. The simplicity of these representations allows the models to identify patterns in word usage and frequency that are often indicative of deceptive writing [13].
A major advantage of machine learning models is their speed and low computational cost. They are well-suited for environments where processing power is limited or real-time decisions are required. Moreover, their predictions can often be interpreted more easily than those of deep learning or transformer-based models, which is an important consideration in high-stakes applications where transparency is critical.
However, ML approaches have limitations. They may struggle to capture complex linguistic patterns, contextual nuances, and semantic relationships that are essential for understanding deceptive content. Because they rely heavily on surface-level features, their performance may degrade when applied to unfamiliar topics or writing styles.
Despite these drawbacks, ML models continue to serve as strong baselines in fake news detection tasks and are frequently used in comparative studies due to their simplicity, reliability, and effectiveness in certain scenarios.

· [bookmark: _Toc205728025][bookmark: _Toc206280612]Naive Bayes Classifier
Naive Bayes is a probabilistic classification technique based on Bayes’ Theorem, assuming conditional independence among features[15]. Despite this simplifying assumption, it performs remarkably well on text classification tasks such as fake news detection—especially when paired with TF-IDF or n-gram features as shown in Fig. 2.1.
.
It calculates the posterior probability of a class given the features (e.g., tokens from the article):

Naive Bayes offers several advantages:
· Requires little training data,
· Scales well with high-dimensional inputs,
· Yields interpretable probabilities.

[image: ]
Figure 2.1. Flow chart for Naïve Bayes classification [15].

· [bookmark: _Toc205728026][bookmark: _Toc206280613]Support Vector Machines (SVM)
SVM is a supervised learning model that finds the optimal hyperplane separating different classes in a high-dimensional space[16]. It's well-suited to fake news detection due to its robustness with sparse data (e.g., TF-IDF) and strong generalization capability as shown in Fig. 2.2.
The core idea is to:
· Maximize the margin between support vectors of each class,
· Minimize misclassification,
· Handle both linear and non-linear boundaries through kernel functions.
For binary classification, the SVM seeks to solve the following optimization problem:





Where:
- xᵢ ∈ ℝᵈ are feature vectors,
- yᵢ ∈ {−1, +1} are class labels,
- C is the regularization parameter,
- ξᵢ are slack variables allowing misclassifications.

Kernel functions (e.g., RBF) can be used when data is not linearly separable:
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Figure 2.2. Illustration of SVM decision boundary separating two classes with maximum margin [17].
[bookmark: _Toc205375898][bookmark: _Toc205728027][bookmark: _Toc206280614]2.5 Deep Learning in Fake News Detection
Deep learning (DL) has emerged as a transformative approach in natural language processing (NLP), allowing models to automatically learn intricate linguistic patterns from unstructured text data. Unlike traditional machine learning techniques, which often rely on manually engineered features, deep learning models can discover hierarchical representations of language directly from raw input. This ability is particularly valuable in fake news detection, where linguistic deception can take subtle and complex forms. As online misinformation becomes increasingly sophisticated and widespread, DL-based models are gaining traction due to their superior performance in identifying misleading content, especially when trained on large, diverse datasets across domains and languages.

· [bookmark: _Toc205375899][bookmark: _Toc205728028][bookmark: _Toc206280615]Recurrent Neural Networks (RNN)
Recurrent Neural Networks (RNNs) are a class of neural networks tailored for sequential data processing. Unlike feedforward networks, RNNs maintain a dynamic internal state through feedback loops that connect neurons across time steps. This enables them to model temporal dependencies in language, making them suitable for analyzing the structure and progression of written text. In fake news detection, RNNs can track shifts in tone, sentiment, and rhetorical structure that may indicate deceptive intent. However, standard RNNs face challenges when dealing with long sequences due to vanishing or exploding gradient issues, which limits their capacity to retain distant contextual information as shown in Fig. 2.3.
.
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Figure. 2.3 Basic architecture of a Recurrent Neural Network (RNN) 

· [bookmark: _Toc205375900][bookmark: _Toc205728029][bookmark: _Toc206280616]Long Short-Term Memory Networks (LSTM)
Long Short-Term Memory (LSTM) networks were developed to overcome the shortcomings of traditional RNNs . They introduce a more sophisticated memory cell mechanism that includes three gates—input, forget, and output—to regulate information flow as shown in Fig. 2.4. The forget gate discards irrelevant past information, the input gate updates the memory cell with new data, and the output gate determines the visible output at each time step. These mechanisms enable LSTMs to retain relevant long-term dependencies and selectively forget less useful patterns, which is critical for understanding context in fake news articles. For instance, deceptive narratives often unfold over several sentences, and LSTMs are capable of maintaining coherence in such cases. Bidirectional LSTMs (Bi-LSTM), which analyze data in both forward and backward directions, further improve context sensitivity, leading to enhanced performance in text-based fake news detection tasks [18].







[image: ]
Figure. 2.4 Architecture of an LSTM cell with gates and memory flow

· [bookmark: _Toc205375901][bookmark: _Toc205728030][bookmark: _Toc206280617]Convolutional Neural Networks (CNN)
Convolutional Neural Networks (CNNs), originally developed for image recognition, have been effectively repurposed for processing textual data. In the domain of fake news detection, CNNs slide one-dimensional convolutional filters over sequences of word embeddings to detect local textual patterns—such as distinctive phrases or stylistic cues—that help differentiate deceptive from credible content. These filters learn meaningful features automatically, eliminating the need for manual feature engineering.
After filtering, pooling layers (e.g., max pooling) condense these features, emphasizing the most informative signals and reducing the overall dimension of the representation. This approach enhances computational efficiency and often supports better generalization. The compressed feature maps are then fed into fully connected layers, which integrate the extracted features and produce the final classification output as shown in Fig. 2.5. Thanks to their parallelism and relatively lightweight structure, CNNs are highly efficient and scalable—qualities that make them suitable for real-time fake news detection pipelines [19].



[image: ]
Figure. 2.5 CNN architecture for text classification

· [bookmark: _Toc205375902][bookmark: _Toc205728031][bookmark: _Toc206280618]Hybrid Deep Learning Architectures
To leverage the complementary strengths of CNNs and LSTMs, hybrid architectures have been proposed. In a typical CNN-LSTM model, convolutional layers are used first to extract high-level n-gram features from the input text. These localized features are then fed into LSTM layers to capture their temporal dependencies and contextual dynamics. This architecture allows the model to simultaneously recognize fine-grained textual patterns and model their sequential evolution, improving detection accuracy. Research has shown that such hybrid models outperform pure CNN or LSTM models, particularly on multilingual and noisy datasets often encountered on social media [20].

· [bookmark: _Toc205375903][bookmark: _Toc205728032][bookmark: _Toc206280619]Strengths and Challenges of DL in Fake News Detection
Deep learning brings powerful advantages to fake news detection. It excels at modeling complex, non-linear relationships in text and generalizes well across domains such as politics, health, and finance. Furthermore, pretrained models can be fine-tuned to adapt to new topics or languages even with limited data. On the flip side, these models have notable drawbacks: they often require substantial labeled datasets, demand considerable computational resources, and their decision-making processes are opaque, complicating issues of interpretability and accountability—an especially relevant concern in domains like journalism or law. Nonetheless, deep learning continues to be a leading and rapidly evolving force in fake news detection research [21].
[bookmark: _Toc205375904][bookmark: _Toc205728033][bookmark: _Toc206280620]
2.6 Role of Large Language Models in Fake News Detection
Large Language Models (LLMs) represent a recent and transformative advancement in the field of natural language processing. These models—such as BERT (Bidirectional Encoder Representations from Transformers), RoBERTa (Robustly Optimized BERT), and GPT (Generative Pre-trained Transformer)—are built on the transformer architecture, which allows them to process language with unprecedented levels of contextual understanding and semantic depth [22].
Unlike traditional machine learning or earlier deep learning models, LLMs are pre-trained on vast corpora of text data and then fine-tuned on specific tasks such as classification, summarization, or question answering. This two-stage training process enables them to transfer linguistic knowledge from a general domain to a specialized one, such as fake news detection, with impressive results.
In fake news detection, LLMs offer several advantages:
· Contextual awareness: LLMs can understand the meaning of a word or sentence based on the broader context, which is essential when evaluating the subtle cues that differentiate fake from real news.
· Minimal feature engineering: These models work directly with raw text inputs, eliminating the need for extensive preprocessing or manual feature extraction.
· Transfer learning capabilities: Pre-trained models can be quickly adapted to new domains or languages, which is particularly useful given the evolving nature of misinformation.
For example, BERT-based models have been fine-tuned on datasets like LIAR and FakeNewsNet and have consistently outperformed classical models in terms of accuracy and F1-score. Studies have shown that LLMs are able to detect nuanced linguistic features such as sarcasm, ambiguity, and rhetorical devices that are often employed in misleading content [23].
Despite their power, LLMs also have limitations. They are computationally intensive, requiring significant hardware resources for both training and inference. In addition, their large size and complex internal mechanisms often result in reduced interpretability, making it difficult to understand why a particular prediction was made. This lack of transparency raises concerns in high-stakes domains like journalism or public health, where explainability is critical.
Furthermore, LLMs are trained on public internet data, which may contain biases, stereotypes, or even misinformation. As a result, they can inadvertently reproduce or amplify these issues unless carefully managed during training and deployment.
Nevertheless, the performance gains offered by LLMs make them a highly attractive option for fake news detection, especially when accuracy is a top priority and computational resources are available. In this thesis, LLMs will be evaluated alongside machine learning and deep learning models to assess their relative effectiveness and practicality for real-world fake news detection scenarios.
[bookmark: _Toc205375905][bookmark: _Toc205728034][bookmark: _Toc206280621]2.7 Comparative Summary of the Three Approaches
Machine learning, deep learning, and large language models each offer unique strengths and trade-offs when applied to the task of fake news detection. A comparative summary of these approaches helps clarify their relative suitability for different use cases.
Machine learning models such as Naive Bayes, Support Vector Machines, and Logistic Regression are lightweight, interpretable, and easy to implement. They rely on manually engineered features like term frequency and n-grams, making them fast to train and deploy. These models perform reasonably well on small to medium-sized datasets and provide transparency in decision-making. However, their ability to understand complex linguistic nuances is limited, which can affect accuracy, especially when dealing with more subtle forms of misinformation.
Deep learning models, including LSTMs and CNNs, improve upon machine learning by automatically learning hierarchical representations of text. They are better equipped to capture contextual and sequential information, making them more accurate on longer and more complex inputs. These models tend to perform better than traditional approaches on larger datasets and can generalize more effectively. However, they require significantly more data, computational resources, and time to train. Their internal mechanisms are also more complex and opaque, which makes it difficult to interpret how decisions are made or what features the model is relying on. This lack of transparency can be a disadvantage in applications where explainability and accountability are important, such as journalism, legal domains, or public health communication.
Large language models push the boundaries further by leveraging pre-trained contextual embeddings and attention mechanisms. They achieve state-of-the-art performance on many NLP tasks, including fake news detection, even with limited task-specific data. LLMs such as BERT, RoBERTa, and GPT can grasp semantic relationships, rhetorical devices, and subtle cues in language that other models might miss. Their major disadvantages lie in their computational demands, potential bias, and limited explainability.
Each approach offers different advantages depending on the constraints of the application domain. For example, machine learning may be preferred in real-time or resource-limited environments, while deep learning and LLMs are better suited for high-accuracy applications where computational capacity is available. By comparing these methods under uniform conditions using shared datasets and evaluation metrics, this thesis aims to highlight the practical implications of model choice in real-world fake news detection systems as shown in Table 2.1.






Table 2.1. Comparison between different models
	Feature / Aspect
	Machine Learning (ML)
	Deep Learning (DL)
	Large Language Models (LLMs)

	Feature Engineering
	Required (manual)
	Automatic (with embeddings)
	Not required (contextual embeddings)

	Context Understanding
	Low
	Moderate
	High

	Data Requirements
	Low to Moderate
	High
	Very High (pre-training)

	Computational Cost
	Low
	Moderate
	High

	Interpretability
	High
	Moderate
	Low

	Generalization Capability
	Limited
	Good
	Excellent

	Performance on Benchmarks
	Baseline
	Strong
	State-of-the-art


[bookmark: _Toc206280622][bookmark: _Toc205375906][bookmark: _Toc205728035]2.8 Evaluation Metrics
Given the class imbalance characteristic of fake-news classification tasks, this study combines threshold-based metrics with threshold-independent and ranking metrics to deliver a well-rounded evaluation. Specifically, this study reports accuracy, precision, recall, F1-score, ROC-AUC, PR-AUC, and the confusion matrix in line with current best practices in the field [24 , 25].
· Confusion Matrix
A confusion matrix is a widely used evaluation tool in classification tasks that provides a comprehensive view of a model’s performance by comparing predicted labels with actual ground truth labels. It is represented as a square matrix, where rows correspond to the actual classes and columns correspond to the predicted classes.
For binary classification, the confusion matrix typically contains four key components:
· True Positives (TP): Instances correctly predicted as belonging to the positive class.
· True Negatives (TN): Instances correctly predicted as belonging to the negative class.
· False Positives (FP): Instances incorrectly predicted as positive when they actually belong to the negative class.
· False Negatives (FN): Instances incorrectly predicted as negative when they actually belong to the positive class.
This matrix is particularly useful because it goes beyond simple accuracy and allows the calculation of multiple evaluation metrics, such as accuracy, precision, recall, and F1-score, which provide a more nuanced understanding of model performance. For example, in fake news detection, the confusion matrix can reveal whether the model is biased toward labeling most news articles as real (leading to high false negatives) or fake (leading to high false positives).
In multi-class classification problems, the confusion matrix extends naturally, with each row and column representing one of the classes. This allows researchers to identify specific classes where the model struggles and provides deeper insight into model behavior.
· Accuracy

Offers a general measure of predictive correctness but can be misleading when data are imbalanced.

· Precision

Important to minimize false positives, such as incorrectly labeling real news as fake.
· Recall (Sensitivity)

Emphasized when the consequences of missing fake news (false negatives) are high.


· F1-Score

A balanced metric combining precision and recall—particularly useful when data are imbalanced.

· ROC-AUC
Reflects the model’s ranking ability across thresholds and measures discrimination 
performance; remains informative even in imbalanced settings.
By combining these metrics, this research ensures a balanced and transparent evaluation of model performance, aligning with current best practices in machine learning and fake-news detection [24, 25].

[bookmark: _Toc206280623]2.9 Chapter Summary
This chapter presented a comprehensive overview of fake news as a digital-age phenomenon and the artificial intelligence approaches used to detect it. The rise of fake news has been fueled by social media algorithms and online engagement patterns, amplifying false or misleading content with significant consequences for politics, public health, and societal trust. We explored the types and characteristics of datasets used for fake news detection, noting that the quality of labels, text content, and metadata can greatly influence model performance. The chapter then examined three major AI paradigms used in this field: traditional machine learning, deep learning, and large language models.
[bookmark: _Toc205375907][bookmark: _Toc205728036]Machine learning models offer simplicity, speed, and transparency but rely heavily on manual feature engineering and lack deep contextual understanding. Deep learning models, particularly LSTMs and CNNs, address some of these limitations by learning from sequences and hierarchical structures in the text, offering improved accuracy at the cost of higher computational demands and lower interpretability. Large language models such as BERT, RoBERTa, and GPT represent the most advanced AI approach, capable of capturing nuanced semantics and contextual relationships across a wide range of topics. They deliver state-of-the-art performance but require substantial resources and present new challenges in interpretability and bias. The comparative summary highlighted how each technique varies in terms of efficiency, scalability, and performance. These insights lay the foundation for the next chapter, which will review related work and existing literature to position this thesis within the broader research landscape.
[bookmark: _Toc206280624]


















Chapter 3: Related Work
[bookmark: _Toc205728040][bookmark: _Toc205375920]
The purpose of this chapter is to review prior work related to fake news detection using artificial intelligence techniques. The chapter is organized into three primary categories: machine learning-based approaches, deep learning-based approaches, and transformer-based large language models (LLMs). The goal is to understand the evolution of methods used to tackle fake news detection and to highlight gaps that this research aims to address. 
[bookmark: _Toc205375908][bookmark: _Toc205728037][bookmark: _Toc205740438][bookmark: _Toc206280625]3.1 Machine Learning-Based Approaches
Traditional machine learning methods have been widely applied in fake news detection due to their simplicity and interpretability. These models typically rely on feature extraction techniques such as TF-IDF and Bag-of-Words, and are well-suited for structured textual datasets. This section highlights four recent studies that implemented and evaluated ML models on publicly available datasets.

Hansrajh et al. [25] proposed a blending ensemble framework combining logistic regression, SVM, linear discriminant analysis, SGD, and ridge regression for fake news detection. The model was evaluated on LIAR (short political statements) and ISOT (long-form news articles) datasets. Results showed the ensemble achieved higher accuracy and F1-scores than individual classifiers, with strong performance on ISOT (F1 = 0.984, Accuracy = 0.985). While the approach improved robustness and generalizability, limitations were noted in handling short claims lacking contextual and social signals. The study highlighted the effectiveness of ensemble strategies for long, content-rich articles.
Alghamdi et al. [26] conducted a comparative study of multiple machine learning (ML) and deep learning (DL) methods for fake news detection. The study evaluated models on benchmark datasets, including LIAR and ISOT, applying a wide range of classifiers such as logistic regression, random forest, gradient boosting, CNNs, and LSTMs. Results showed that deep learning models, particularly LSTM-based architectures, consistently outperformed traditional ML models, with LSTM achieving the highest accuracy (up to 99% on ISOT). The authors highlighted that DL methods capture contextual and semantic nuances better, while ML approaches remain faster and computationally cheaper. Limitations included the reliance on text-only features without integrating social context or multimedia cues.
Kuntur et al. [27] conducted a comparative study of graph neural networks (GCNs, GraphSAGE, GAT) and transformer-based models (BERT, RoBERTa, GPT-2) for fake news detection using the ISOT, FakeNewsNet, and WELFake datasets. The results showed that transformers significantly outperformed GNNs, with RoBERTa achieving 99.99% accuracy on ISOT and 86.16% on FakeNewsNet, while GPT-2 reached 99.72% on WELFake. In contrast, GNNs produced weaker performance, ranging between 50–70%. The study highlighted the robustness and superiority of transformer architectures but also noted limited generalizability of GNNs and dataset-specific challenges.
[bookmark: _Toc205375910][bookmark: _Toc205728038]
[bookmark: _Toc205740439][bookmark: _Toc206280626]3.2 Deep Learning-Based Approaches
Deep learning models are known for their ability to capture complex linguistic patterns through hierarchical feature extraction and contextual representation. This section reviews four recent studies that employed deep neural architectures for fake news detection.

Aslam et al. [28] proposed an ensemble-based deep learning model for fake news detection using the LIAR benchmark dataset. Their approach combined a Bi-LSTM–GRU architecture for textual statements with a dense neural network for metadata attributes. Experimental results demonstrated that the textual model alone achieved the best performance, with an accuracy of 89.8%, precision of 91.3%, recall of 91.6%, and F1-score of 91.4%. The ensemble outperformed previous machine learning and deep learning studies on the same dataset, where accuracies typically ranged between 27% and 65%. However, the authors noted that integrating additional metadata features sometimes degraded performance, and the study was limited to the LIAR dataset, leaving its generalizability to other domains untested.

[bookmark: _Toc205375911][bookmark: _Toc205375912]Singhania et al. [29] introduced 3HAN, a hierarchical attention-based deep neural network designed for fake news detection. The model applies attention at the word, sentence, and document levels, allowing it to capture context across varying text lengths. Evaluated on the LIAR and ISOT datasets, 3HAN achieved accuracies of 0.84 and 0.93, respectively, outperforming baseline ML and DL models such as CNNs and BiLSTMs. The hierarchical attention mechanism not only improved detection performance but also provided interpretability by highlighting influential words and sentences. However, the model depends heavily on large labeled datasets and incurs higher computational costs, which can limit scalability across domains.

[bookmark: _Toc205375913]Ajik et al. [30] proposed an optimized hybrid deep learning framework combining CNN and LSTM for fake news detection. The model leveraged CNN for feature extraction and LSTM for contextual sequence learning, achieving superior accuracy compared to traditional baselines. The study emphasized the importance of deep feature integration for handling complex text semantics in fake news classification.

Shaker and Alqudsi [31] eveloped a Text-CNN deep learning model for Arabic fake news detection using both a translated English dataset and an Arabic Facebook/news dataset. Their approach achieved very high results (Accuracy 99.67%, F1-score 99.50), showing CNNs outperform traditional ML methods. Main strengths include leveraging deep learning for sequence modeling, but limitations remain due to small dataset size and reliance on translation.
[bookmark: _Toc205375916][bookmark: _Toc205728039]
[bookmark: _Toc205740440][bookmark: _Toc206280627]3.3 Transformer-Based Approaches (LLMs)
[bookmark: _Toc205375917]Transformer-based language models such as BERT, RoBERTa, and XLNet have significantly advanced natural language processing by capturing bidirectional context and long-range dependencies through self-attention mechanisms. In fake news detection, these models are often fine-tuned on labeled datasets to adapt their deep contextual representations to domain-specific classification tasks. The following studies illustrate recent applications of LLMs in this field.
[bookmark: _Toc205375918]Huang et al. [32] introduced a hybrid Transformer model enhanced with BiGRU and Bayesian optimization for fake news detection. Using the Kaggle Fake News dataset (5,000 samples) with TF-IDF, the Transformer + BiGRU achieved 100% training accuracy and 99.67% test accuracy, while Transformer + BiGRU + Bayesian optimization improved test accuracy to 99.73%. The model converged within ten epochs, showing fast training and high performance, though limited by the small dataset size and binary classification focus.
[bookmark: _Toc205375919]Ahmad et al. [33] proposed a Modified Transformer (MT) model to address challenges in multimodal fake news detection, particularly the distribution discrepancies between text and images in open-world scenarios. The model was fine-tuned in three stages using fabricated news articles and was further enhanced with PSODO, a hybrid algorithm that combines Particle Swarm Optimization and Dandelion Optimization. This approach accelerated convergence, avoided local optima, and improved search efficiency. Experimental results on benchmark datasets demonstrated that the MT model with PSODO achieved superior accuracy compared to conventional detectors and Large Vision-Language Models (LVLMs). The study showed that integrating transformers with hybrid optimization produced a generalized, scalable, and more accurate system for detecting multimodal fake news.


[bookmark: _Toc205740441][bookmark: _Toc206280628]Summary Table 3.4.2
	Ref
	Year
	Dataset(s)
	Model(s)
	Results
	Advantages
	Limitations

	Hansrajh et al.[25]
	2021
	LIAR, ISOT
	Ensemble: LR, SVM, LDA, SGD, Ridge
	LIAR:
F1 = 0.682,
Acc = 0.681, Precision =0.685,
Recall = 0.680

ISOT:
F1 = 0.984,
Acc = 0.985,
Precision = 0.984,
Recall = 0.984
	ensemble outperformed individual classifiers
	lower accuracy on short claims, lack of contextual/social signals)

	Alghamdi et al. [26]
	2022
	LIAR, ISOT
	LR, RF, GBM, CNN, LSTM
	LIAR:
Acc = 0.61 (LR), 0.65 (RF),
0.67 (GBM),
0.77 (CNN),
0.81 (LSTM)
ISOT:
Acc = 0.92 (LR), 0.95 (RF),
0.96 (GBM),
0.98 (CNN),
0.99 (LSTM)

	DL models capture semantics/context better, higher accuracy.
	Text-only features; no social/multimodal context.

	Kuntur et al. [27]
	2024
	FakeNewsNet, ISOT, WELFake
	Graph Neural Networks (GCN, GraphSAGE, GAT), Transformers (BERT, RoBERTa, GPT-2)
	RoBERTa: 99.99% (ISOT), 86.16% (FakeNewsNet); GPT-2: 99.72% (WELFake); GNNs: 50–70% (varies)
	Comprehensive reimplementation; direct benchmark of GNN vs Transformer methods; showed robustness of Transformers
	GNNs underperformed drastically; limited generalizability across datasets; WELFake results may reflect dataset simplicity

	Aslam et al. [28]
	2021
	LIAR
	Ensemble DL: Bi-LSTM–GRU for statements + Dense NN for metadata

	



	Accuracy = 0.898, Precision = 0.913, Recall = 0.916, F1 = 0.914
	Outperformed 
prior ML and DL
 baselines on
 LIAR;
 showed strong
 performance
 of textual
 Bi-LSTM–GRU;
 demonstrated
 ensemble DL 
effectiveness
	



	Outperformed prior ML and DL baselines on LIAR; showed strong performance of textual Bi-LSTM–GRU; demonstrated ensemble DL effectiveness

	Singhania et al. [29]
	2023
		


LIAR, ISOT


	3HAN (Hierarchical Attention-based Deep Neural Network)
	Accuracy: 0.84 (LIAR), 0.93 (ISOT)
	Captures context at word, sentence, and document levels; Outperforms CNNs and BiLSTMs; Provides interpretability via attention weights
	High computational cost; Requires large labeled datasets; Limited scalability across domains

	Ajik et al. [30]
	2023
	FakeNewsNet, ISOT
	Optimized CNN + LSTM
	Accuracy: ~94.6% (FakeNewsNet), ~96.1% (ISOT)
	Hybrid CNN-LSTM captured both local features and sequential dependencies; outperformed baseline DL models
	Computationally expensive; requires large labeled datasets for training

	Shaker and Alqudsi [31]
	2024
	- Translated English fake/real news dataset (10,000 articles: 5k real, 5k fake) 
- Arabic dataset from Facebook/news sources (2,000 articles: 1k real, 1k fake)
	Text-CNN (1D Convolutional Neural Network)
	Dataset1: Accuracy 86.2%, F1-score 86.0 
Dataset2: Accuracy 99.67%, Precision 99.45, Recall 99.65, F1-score 99.50

	- Tackled lack of Arabic resources by combining translated + real Arabic datasets 
- CNN-based DL model captured semantic/contextual text features 

	- Heavy reliance on translated English dataset introduces bias 
- Focused only on binary classification (real vs fake) without fine-grained categories

	Huang et al. [32]
	2025
	Kaggle Fake News dataset (~5,000 articles; balanced real/fake)

	Hybrid Transformer + BiGRU + Bayesian Optimization
	Transformer+BiGRU: Train 100%, Test 99.67% 
Transformer+BiGRU+Bayesian: Train 100%, Test 99.73%
	- Near-perfect detection accuracy 
- Bayesian optimization improved robustness (+0.06%) 
	- Small dataset (risk of overfitting) 
- No testing on multilingual or multimodal datasets

	Ahmad et al. [33]
	2024
	 Benchmark multimodal fake news datasets (fabricated news articles with text + images)
	Modified Transformer (MT) + PSODO (Particle Swarm Optimization + Dandelion Optimization)
	Accuracy = 98.12% ; F1 = 0.981 ; Outperformed conventional detectors and LVLMs
	- Faster convergence and avoidance of local optima due to PSODO
	High computational cost and long training times on large multimodal datasets.



[bookmark: _Toc205740442][bookmark: _Toc206280629]3.5 Chapter Summary
This chapter examined and compared machine learning, deep learning, and transformer-based approaches to fake news detection. While traditional ML models offered baseline performance, they struggled with short or context-poor claims. Deep learning methods, particularly CNNs and LSTMs, improved accuracy by capturing semantic and sequential features, with hybrid frameworks further enhancing results. Transformer-based models such as BERT, RoBERTa, and GPT-2 consistently outperformed both ML and conventional DL models, achieving state-of-the-art results across benchmark datasets, while multi-modal frameworks demonstrated the potential of integrating text, images, and social signals despite high computational costs and parameter sensitivity. Nonetheless, challenges remain, including dataset dependency, limited cross-domain generalizability, high training costs, and insufficient multilingual resources—particularly for low-resource languages such as Arabic—highlighting the need for more efficient, scalable, and inclusive detection frameworks.
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