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Lecture 8

Cloud Computing

Cloud Computing: is the on-demand availability of computer
system resources, especially data storage (cloud storage) and
computing power, without direct active management by the user.
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Lecture 8

Cloud Computing

The term is generally
used to describe data
centers available to
many users over the
Internet.

Identity
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Lecture 8

Cloud Service Model:

Cloud service model mainly divided into Cloud Service Models
three types:
* Infrastructure as a Service (IAAS), Faasndsovare o
_ Servers Storage Network SaaS
e Platform as a Service (PAAS) and "
e Software as a Service (SAAS). 95 sgpscaton tack PaaS Aoplkation

Selection of right service model depends
on your requirement.

Server Storage Network 13a3S 4 Infrastructisne &
i A ' Network Aschitects
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Lecture 8

Cloud Service Model:

* Infrastructure-as-a-Service (laas): Cloud service
provider(CSP) allows virtual provision of vyour
infrastructure components (such as networking hardware,

server, storage etc.).
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Lecture 8

Cloud Service Model:

* Platform-as-a-Service  (Paa$S): Cloud IScnPﬁN!l‘

service providers deliver set of resources | PiGanansSeras |
such as hardware, servers, storage, secury
networking etc.
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Lecture 8

Cloud Service Model:

» Software-as-a-Service (SaaS): SAAS model

allows quick access of your business using
internet with zero installation, User only needs
a web browser to access cloud-based web

applications

<]
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Cloud Service Model
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Cloud :Deployment Model
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Lecture 8

Cloud :Deployment Model

1. Public Cloud: Public clouds are available for all

users who wants to use infrastructure such as

eauleill goinoll Ixo ity 3l JgUI glSIl geail (sini

computing resources. i S

2. Private Cloud: Private cloud is more expensive
than public cloud, but it allows better control

on security and privacy of organizations

<]
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Cloud :Deployment Model

Hybrid Cloud: It is a combination of public and private
cloud. For example, An organization can manage their

mission-critical workloads on a secure private cloud

eauleill goinoll Ix0 @ity 3l Jg¥l ais_ﬁll 098l (i
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and deploying less sensitive/secure ones to public

cloud

4. Community Cloud: A community deployment model
almost same as private cloud but the difference is

sharing data between organizations.
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Cloud Services and Deployment Model
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Cloud Computing Examples
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Cloud Computing Threats diSAll groall @eoly
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Lecture 8

Cloud Computing Threats

e Data breaches

* Insider threats 1
* Shared Technology Issues s =

deotaill go Mjo
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Cloud Computing Threats

Data breaches

Il goll guyalll s el gaulall Uil dybyall pgunyll  Josall  Ue 84 il :

* Perhaps the most common threat to cloud computing is the
issue of leaks or loss of data through data breaches.

eauleill goinoll Ix0 @ity 3l Jg¥l ais_ﬁll 098l (i
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* A data breach typically occurs when a business is attacked by E i y
cybercriminals who are able to gain unauthorized access to >
the cloud network or utilize programs to view, copy, and
transmit data.

* Encryption Keys are lost or stolen

* Misuse of Data by Cloud Server Provider

<]
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Cloud Computing Threats

Insider threats

* sometimes the problem originates from the inside all de
of the company. e oo PP

" ailoninall clig diaiil Joell Jildo plell prdig sigleill

=

* Insider threats can be malicious — such as " ]
members of staff going rogue — but they can also
be due to negligence or simple human error.

<]
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Cloud Computing Threats

=
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Shared Technology Issues
* Most underlying component of cloud

infrastructure (ex: GPU ,CPU cash) does e
not offer strong isolation which enable - S

attackers to attack other machines if
they can exploit vulnerabilities in one
client application
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Cloud Computing Attacks

-

* DOS attack o ek
* Hijacking accounts

* SQL injection attack st TR

 DNS Attack ' =y
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Cloud Computing Attacks

Denial of service

* One of the most damaging threats to cloud oall dgol-
computing is a denial of service (DoS) attack. e oo | RRIPR. .

" ailoninall clig diaiil Joell Jildo plell prdig sigleill

* These can shut down your cloud services and ' e
make them unavailable both to your users and
customers, but also to your staff and business as
a whole.

<]
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Cloud Computing Attacks

Hijacking accounts

* Perhaps the greatest threat to a business that oall d@eols
uses cloud computing technologies is the il

" ailoninall clig diaiil Joell Jildo plell prdig sigleill

challenge of hijacked accounts. - S

* If a criminal can gain access to your system
through a staff account, they could potentially
have full access to all of the information on your
servers without you even realizing any crime has
taken place.

<]
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Cloud Computing Attacks

=
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* SQL Injection

* In SQL Injection the attacker attacks |
malicious code into stander SQL code to el .

" ailoninall clig diaiil Joell Jildo plell prdig sigleill

gain unauthorized access to the database. | T

deotaill go Mjo
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Cloud Computing Attacks

=

DNS Attack (Domain Name Server) B e oot R

e attackers are able to compromise a registrar that
manages DNS records, it has the potential to impact a -
broad number of organizations and individuals. Sl 2 s i i ol

deotaill go vjo |
i el

* The user query the internal DNS server to get DNS >
Information, DNS internal query the respective cloud
server , the attacker block the DNS response and send
DNS response with IP for fake website . The DNS Internal
server will update his cash with the fake website.
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Cloud forensics

=

Jeawill  duulpsll oyl guuyaill Aid eliacl  goutoll plisill dguljall pgaupll  Joudll  Uc iy dsuigl

* Cloud forensics refers to the use of forensic techniques to
investigate cloud environments.

e When criminal behavior has occurred using the cloud, cloud .
I i I i1l goizoll 1310 ety (Al JoUl Uil Joall (qsuni
forensics experts use their skills and knowledge to detect the i i v Jasl i pla s i

individuals or groups responsible. : ot |

* Cloud forensics encompasses users of the cloud, both victims and
perpetrators.

* For example, a company using cloud servers might be the victim of
a data breach or denial of the service incident. Criminals
themselves might also use the cloud to launch an attack.

<]
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Cloud Forensics

* As with other subfields of forensics, cloud

forensic investigators must follow strict

woleill goinoll 130 ity Al JgUI gLl geail (giui
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regulations to ensure their work is ' .

admissible in a court of law.

<]
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Cloud Forensics Challenge

=
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e Unlike traditional digital forensics, cloud
forensics can be a bit more complicated,
since data may be hosted outside of local . H
dominions. s

deotaill go Mjo

* The investigator have no control over the
ones hired by CSP to investigate.

<]

541 rol ooty
EVERYONE'S SMART UNIVERSITY




Lecture 8 _
Cloud Forensics Challenge

d forensic stakeholders consist of private
enterprises, government members, law
enforcement, etc.

eauleill goinoll Ix0 @ity 3l Jg¥l aﬁﬁll 098l (i

* Cloud forensic investigators are expected to know IR
the roles and responsibilities of each stakeholder to =i
perform an investigation effectively.

deotaill go vjo |

* As a cloud forensic investigator, the main challenge
for you is to ensure the security of the digital
evidence and make sure it is not tampered with by
third parties.

<]
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Cloud Forensics Challenge

* In the PaaS (Platform-as-a-Service) and SaaS
(Software-as-a-Service) cloud computing
service model, users are dependent on the
cloud service providers (CSPs). They do not
have access to their logs due to a lack of
control over hardware.

<]
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Cloud Crime

H 1 1 1 1 1 G sl byl gayatl Gl clisel ol pUAUIL - dpaliall poull - Jouall Uiz S8l sl =
Cloud as In thls case, crime is carried out within the cloud :
: environment.
subject
Ex: identity theft of cloud user’s account
Cloud as In this case, target of the crime is the CSP. o sl 1 ol 3 ol QUGS oo
Object Ex: Techniques such as DDOS attacks are implemented that : e ¥
target few sections of the cloud or the entire cloud
oud In this case, cloud is used to plan and carry out a crime case
Cloud as include suing a cloud to perform an attack on other cloud or
a tool when a crime related evidence is saved and shared in the cloud
g‘ G
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Cloud Forensic Steps diSAll groall @eoly
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Cloud Forensic Steps

Identification
Collection - Preservation

Examination - Analysis

a Presentation
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Chain of Custody
Documentation
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Cloud Forensic Steps

=

Identification: N W

* Is the first stage, and the main concern is to identify all
possible sources that may contain potential evidence in a cloud

environment, in order to prove that the incident took place. " s ot ORI
* Investigators need to determine the type of crime and what § oY :

type of assets (hardware, software, and data) has been used.

<]
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Lecture 8 _
Cloud Forensic Steps

Identification:

* They also need to identify the location of the incident and the
cloud provider.

 An investigation team is formed consisting of people with
special skills in cloud environments, such as legal advisors,
experienced technicians, and law officers. In this stage, a
search warrant needs to be issued to attain access to CSP's
infrastructure

<]
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Cloud Forensic Steps

Preservation —Collection.

Il goll guyalll s el gaulall Uil dybyall pgunyll  Josall  Ue 84 il :

* After identifying the potential evidence, the collection and

acquisition of the evidence from the locations they reside in o sl 1 ol 3 ol QUGS oo

deotaill go Mjo

clouds follows. Investigators need to isolate and preserve the B

evidence by preventing people from using the digital device or

by duplicating digital evidence.

* During the collection-acquisition specific resources will be used.

<]
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Cloud Forensic Steps

ation —Collection.

* This involves well trained personnel (internal or even external), special
tools for cloud extraction data, and up-to-date methodologies/processes

eauleill goinoll Ix0 @ity 3l Jg¥l ais_ﬁll 098l (i

such as protection mechanisms and action plans. ol - AT P

* Integrity and unauthorized alterations of digital evidence must be ensured,
The most important issue in this step is to maintain the chain of custody of

the evidence and to ensure the validity and the integrity of them in order to

be used in a court of law.

- - ~
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, e, .
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Cloud Forensic Steps

Examination —Analysis

* involves the extraction of data from the previous stage and the
inspection of the huge amount of data identified. Trained personnel
and technician experts should examine all the data to find evidence.

eauleill goinoll Ix0 @ity 3l Jg¥l ais_ﬁll 098l (i
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* Examiners should review previously encountered cases and training
plans to find patterns that can help reduce the time of the
examination and develop their action plan.

<]
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Cloud Forensic Steps

Presentation stage

* |s the final stage and deals with the presentation of the evidence in
a court of law.

* A well-documented report with findings must be produced using

eauleill goinoll Ix0 @ity 3l Jg¥l aﬁﬁll 098l (i

expert testimony on the analysis of the evidence. g e i T SR .

* Experts with personal knowledge of the procedures that generate § e ]
the reports should be chosen.

* They should be prepared to confront the jury who lacks knowledge
of cloud computing.

* Evidence must be presented in a way that the jury will understand
all the technical details because cloud computing is a very
complicated environment for ordinary Internet users to

541 rol ooty
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Cloud Storage services

* Most commonly used cloud storage services
amazon, Dropbox ,Google, Microsoft etc.

* User can use these cloud services through the web S . e

" ailoninall clig diaiil Joell Jildo plell prdig sigleill

site or by installing a platform-based application on  § id ’
their systems.

deotaill go vjo |
i el

* When the clients start using these services, they
create folders and save files on the system which can
be used as evidences in case of security incident.

<]
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Cloud Storage services

Saas

* Dropbox 114511 plaalliEs &
* Google Drive e L R

deotaill go Mjo
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Dropbox
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Lecture 8

Dropbox
33

<>

* You can access all deleted files
Deleted files

e Commercial all deleted files can ™™
be recovered Al files

Shared

Need help restoring deleted files? Learn more

File requests

Deleted files

~
\\\\\\\\\\

I, SR

- Y i
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Dropbox

Sessions

You can get i nformation about : | o

United States Current session

e Last browser session Pp————

* Devices linked with the
d ro p bOX 15.;,-.,.& nked these devices.

B Beast United States in the last hour E
B DESKTOP-RSCAKAN United States about a day ago ;
£y Cerberus United States about a year ago "
B MinkBeast Uriited States about a year ago e
B Medusa United States alsourt 3 yiars Age

541 rol ooty
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Dropbox

Apps linked

You'we ghven these apps acoess to your personal Dropbox

You can get information about :

s DataSyme

* Apps linked with the dropbox | - o

* Menu -> security -> setting

<]
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Dropbox

Events

Events gives you a timeline of changes to your Dropbox.

*You can view Event
se Ct | on tO k NOW t h e ¥ paper Y You added the file Screenshot 2017-01-20 14.59.31,png.
ti m e I i n e Of C h a n ge S i n @ m [E f)  You added the folder Screenshots,
Dropbox

= Events ) You added the file bookmarks 1 20 17.html.

You deleted the file file.psd.

You added the folder Team1 Team Folder,

You deleted the file Standard template Library C+...art1.docx.

You added the file Standard template Library C+..art1.docx,

A

v/

B #

541 rol ooty
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15 mins ago

25 mins ago
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Lecture 8
Dropbox

The installed directory for dropbox :

 config.db: contains configuration settings that the
Dropbox client references in order to run in a table 1 1oall d@eol:
named config. oot gl i Sl S

" aileainall cliig dyaiil Joell Jildo ploll padig sigleill

* host_id: the authentication hash used by the ' =
Dropbox client to authenticate into the Dropbox
“cloud.” email: account holder’s email address.
Can be changed to any value without consequence
— set at install/authentication.

<]
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Dropbox

The installed directory for dropbox :

e dropbox_path: actual path to the user’s Dropbox
on the local system.

» filecache.db: contains a number of tables, but the Se=EEZ S o8

primary focus is to describe all files actively in the =\
Dropbox (deleted/removed files are removed from

this table upon deletion/removal).

<]
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Dropbox

* host.db: contains what looks to be a hash of some
sort (possibly SHA-1?) and the dropbox path
(dropbox_path in config.db) encoded in base-64.

* sigstore.db: stores hash values which correspond == trtet C o

to the values found in the block_cache table in § Ty
filecache.db.

<]
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Google Drive

=

My Drive

Computers

Shared with me

Recent

Starred

Bin
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Lecture 8

Google Drive

e Activity log at Google drive

<]

I— New

» @ My Drive
» [0 Computers

2> Shared with me

® Recent

sy  Starred
[ Trash
¢_y Storage

1.72 GB of 15 GB used
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8] My Drive

Details

Activity (

Last week

Fri9:13 PM

. You edited an item

L
B myfilext

Earlier this year

\\\\\\\\\
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Google Drive

e Default Installation Path
C\Program Files\Google\Drive

=

lall oyl guyall dig eliacl  goutelll pliaill - dulyall pgull Joudll Ui 8h - duu iyl

wouleill gaixall 3o sitiy Al Joll gliall geail (s’
" ailoninall clig diaiil Joell Jildo plell prdig sigleill

* Default Sync Folder | e

deotaill go Mjo

C\Users\<username>\Google Drive

e Default Database Path
C\Users\<username>\AppData\Local\Google\Drive

<]

541 rol ooty
EVERYONE'S SMART UNIVERSITY
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Google Drive

oupalll @i elacl  soplalll plialll  duuljall pounyll  Josdll Uz B3 Gyl =

diaall  dguilgall golpll

In this folder you can find the executable file of the
C:\Program Files\Google\Drive application.

In this folder, you can find information about the | »
C:\Program Files (x86)\Google\Drive updates of the application. d_lﬁ)_l | &!.ﬂ;l]' aszo L'J

This folder is being used (by default) by the app for s mﬁﬂfﬂdsfﬁiﬂﬁﬂﬁ

synchronizing user’s files with Google Drive cloud

service. You can choose from the native app’s s
settings, which directories you wish to be
automatically synced with the cloud, but you can
also drop any file to this folder and it will
C:\Users\<username>\GoogleDrive automatically be uploaded to the user’s cloud.

In this directory you will find all the native app’s
C:\Users\<username>\AppData\ files that store information about both the app and
Local\Google\Drive the user’s data.
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Google Drive

Gwtl  dunlyall golyll sl @D elael  oulalll pliall dunlnll pguugll  Jouall  Ue sy duanill p

This database stores information about the files that
C:\Users\<username>\AppData\Local\ have been synced with the user’s Google Drive
Google\Drive\user_default\snapshot.db account.

d1SA 1l groall @woly

woleill goinoll 130 ity Al JgUI gLl geail (giui
" ailoninall clig diaiil Joell Jildo plell prdig sigleill

deotaill go Mjo

C:\Users\<username>\AppData\Local\ This database stores information such as user’s Google »
Google\Drive\user_default\sync_config.db Drive account email.

Name . Date modified Type Size

1. CrashReports 11/12/2012 3:35PM  File folder

|| cacerts 11/12/2012 3:35PM  File 4KB

|| lockfile 11/12/20123:35PM  File 0 KB

_ pid 11/12/20123:35PM  File 1KB

% snapshot.db 11/12/20125:33 PM DB File 18 KB

% sync_config.db 11/12/20126:20 PM DB File 6 KB
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Google Drive

* The “snapshot.db”is a SQLite file that contains a list of files that
Google Drive is aware of and is watching actions for in the
synchronization folder. This log includes interesting bits of info like

file hashes, names, Google IDs, and timestamps: iy 24 11 10- Il d |.:

-

Geawill dulpsll olpll  guuyaill Aid eliacl - gouteill plisill dunlnll pguugll  Jouall  Ue sy duanill

=}k sync_config | h&ﬁﬂ ﬂ&lmm“ T Design DO
=[5 snapshot B dna -
P ﬁ.l}atahase L |=1 Data |FF Design|[” | DDL « DEEEEE - - BR - | LEeee)
—E3 cloud_entry T 1 | 1 I RecNo entry_key data_key data_value
|| . 4 4 — 4 E [ -----------------------------------------------------------------------------------------------
Ea C|DUd_rE|EtIDHS 1 upgrade_number value 1
— N N 2 highest_app_version value 1.6.3837.2778
GE local_entry Recho incde_number rescurce_id 3 dg\,d_do“_f“d_.o“ Al ®
—g local_relations || |----- s-mmmmmmmmmm mmeeoo - a lical_sy:c_root_path vs%ue \\2\C:\Users\ \Google Drive
S rl:z_brand_code value GGLS
R mapping | 1 2251799813810172 folder:root 6 rlzevent data  volue ("081": 1, “D6F™: 1, "D8I": 1}
7 selective_sync value -]
_Ea owverlay_status 8 user_email value @gmail.com
9 domain_policy default_sync_all 1
10 domain_policy domain_policy_description_url (null)
11 feature_switch value gAIFY29tbouleZ 1l YXR1caVc3dpdGNoX21hbeFnZ
12 tango_storage value BAIFCQFVCRNSaVUAFRVA2ZVUCQIVVEND YO TKUWIHQ

<]
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Google Drive

C:\Users\<username>\AppData\Local\

This database also stores information such as user’s
Google\Drive\global.db

Google Drive account email.

Tahle: | |_=| data

entry_key data_key
|Filter Filter [Filter
1 storage_policy_mode wvalue

original

2  user_email wvalue _@gmail.cum

3  shown_setup_owverlays  setup_owerla... google_drive_setup_owerlay

541 rol ooty
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Lecture 8

Forensic Tools

&, Disk Pulse - a X
File Command Tools Help
( ( =) Ca: [TalerE] i
82 080040 220808 & @B E O
Monitor Pause Reset Stop Wizard Computer  Save  Database Charts Rate Layouts Options Help
- - Profiles (%] Date Time Operation Size Owner Name
(] D k P I d D t B Default Profile @ 20-Aug-2021 11:30:09  Deleted 0 Bytes C:\Users\wurf\AppData\Local\...
I s u S e a n I re c o ry g @ 20-Aug-2021  11:30:09 Renamed 0 Bytes =37 C\Users\wurf\AppData\Local\...
. o © 20-Aug-2021  11:30:09 Renamed To  3.04 KB wurf C\Users\wurf\AppData\Local\...
M on |t0 r are TO 0O I S to view @ 20-Aug-2021 11:30:09  Modified  0Bytes ot C:A\Users\wurf\AppData\Local\...
© 20-Aug-2021  11:30:09 Renamed 0 Bytes === C\Users\wurf\AppData\Local\...
@ 20-Aug-2021  11:30:09 Renamed o 3.04 KB wurf C\Users\wurf\AppData\Local\...
C h a n ge S a t D ro p b OX a n d & 20-Aug-2021 11:30:09 Modified 0 Bytes wurf C\Users\wurf\AppData\Local\...
Directories =@ 20-Aug-2021  11:30:09 Moedified 3.04 KB wurf C\Users\wurf\AppData\Local\...
. — || @ 20-Aug-2021 11:30:09 Deleted 0 Bytes === C\Users\wurf\AppData\Local\...
G O O g | e D r‘ I Ve 3 A & 20-Aug-2021  11:30:09 Moedified 0 Bytes wurf C\Users\wurf\AppData\Local\...
° & 20-Aug-2021 11:30:16 Modified 208.62 KB TrustedInstaller C:\Windows\Media\Windows ...
& 20-Aug-2021  11:30:16 Modified 0 Bytes TrustedInstaller C:\Windows\Media
& 20-Aug-2021  11:30:29 Modified 8.52 KB wurf C\Users\wurf\AppData\Local\...
& 20-Aug-2021 11:30:29 Moedified 20.00 KB wurf C\Users\wurf\AppData\Local\...
& 20-Aug-2021 11:30:29 Modified 0 Bytes wurf C\Users\wurf\AppData\Local\...
& 20-Aug-2021  11:30:29 Moedified 12,52 KB wurf C\Users\wurf\AppData\Local\...
& 20-Aug-2021  11:30:29 Modified 52.00 KB wurf C\Users\wurf\AppData\Local\...
& 20-Aug-2021 11:30:29 Moedified 0 Bytes wurf C\Users\wurf\AppData\Local\...
&) 20-Aug-2021  11:30:41 Modified 120.00 KB wurf C:\Users\wurf\ntuser.dat.LOG1
— — [ty | | Fecames | u
:=| Total Changes 80 2] NOEXT Files 12.97 MB 44 [ 55.00 %
(71 Changed Dirs 29 | TMP Files 40.41KB 18
= ChangedFiles 51 & ZIPFiles 38.43 MB 6
& Excluded Files 0 2| LNKFiles 1.29KB 2
= Monitor Actions 0 PF Files 7.74KB 2
[ MonitorErrors 0 LOG2 Files 612.00 KB 1
@ Change Rate 47 CH/Min ﬁ LOG1 Files 120.00 KB 1
& Process Time 1 Min, 42 Secs AUTOMATICDESTINATIONS-MS Files 14.00 KB 1
| | SRD-SHM Files 32.00 KB 1
©

N O f o Dl s
»
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Forensic Tools

e UFED Cloud is Lawfully Access
Cloud-Based Evidence to Accelerate
Investigations : Collect, preserve and
analyze public and private-domain,
social-media data, instant
messaging, file storage, web pages,
and other cloud-based content.

541 rol ooty
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File View Tools Cloud Report Help What's new in PA?

O Social2_2020-05-03_Report H Learn more O Extraction Summary (3) © Chat (Chats) (65) O Social Media (934) @ Timeline (21604) x

e : i L = A » Password
Contacts (176)

Facebook (33) Access group:
Account: altoken.01
Instagram (31) Data: Ake0ss
Lyft (4) = T = s b | e | W Y [T e Generic attribute:
’ Label:
Telegram (49) = g
Timeline settings| € v | BE Y= 3F | Bxportv Filters v Actions Q Server: cominstagram.android
Twitter (14) Service:
= 2 Type:
VKontakte (45) B0 bk —v* T XKEZ2 Q Type v 1 Timestamp ype: Detavk
Datecreated:  01/01/1601 0:00:00(UTC+0)
Data Files (157) [} 78 Q1 Instant Messages  25/03/2018 12:29:28(UTC+0) g Date modified:
Extraction: Cloud 2)
Devices & Networs @) 1 7 Q1 Instant Messages  25/03/2018 1229:56(UTC+0) Source: GoogleChromeSync
A Source file:
© Financial (1) ] £y Q1 Instant Messages  25/03/2018 12:36:38(UTC+0)
Location Related (17361) ] 81 (] Instant Messages  25/03/2018 1237:01UTC+0)
1 8 Social Media 25/03/2018 12:3828(UTC+0)

Q
O Media (2110)
"

Messages (65)

> @ Chats (65) Instant Messages  26/03/2018 11:42:44(UTC+0)
Q  Search k Web (217) & (O3] Instant Messages  26/03/2018 11:43:18(UTC+0)

o Social Media (934)

<]

8 (CIE] Instant Messages  26/03/2018 11:43:36(UTC+0)

> o Facebook (597)

<]

£ Instant Messages  26/03/2018 11:45:51(UTC+0)

> I a 17)
edlcetsonn (1) Instant Messages  26/03/2018 11:47:02(UTC+0)

& Twitter (278)
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Forensic Tools
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* Any Question
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