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Introduction

1. List of Chapters

1.1) Chapter 1 — Problem Statement

1.1.1 Problem Statement

Artificial intelligence (Al) has become a core component of modern intrusion detection
systems (IDS), enabling cybersecurity solutions to identify complex attacks with greater
accuracy than traditional rule-based methods.

However, despite their impressive detection capabilities, many Al based IDS models,
particularly those based on deep learning, operate as black boxes, offering little
explanation for their predictions.



Consequently, cybersecurity analysts often struggle to understand, validate, and trust
the decisions generated by these systems (Capuano et al., 2022).

This lack of explainability poses a significant challenge in operational cybersecurity
environments, where analysts are required to justify alerts, investigate incidents, and
make timely security decisions.

The importance of this problem continues to grow as organizations increasingly deploy
Al-driven IDS to protect enterprise networks, cloud infrastructures, Internet of Things
(IoT) environments, and other critical information systems. In these environments,
incorrect or unexplained predictions may increase false positives, reduce analyst
confidence, delay incident response, and complicate compliance with security
regulations and auditing requirements (Rjoub et al., 2023). Consequently, improving the
transparency and interpretability of Al-based IDS has become a critical research
priority.

Several Explainable Artificial Intelligence (XAl) techniques have been introduced to
address this challenge. Existing approaches such as LIME, SHAP, Grad-CAM, and rule-
based explanation methods aim to provide human-understandable explanations while
preserving acceptable intrusion detection performance. More recent studies have also
proposed integrating Large Language Models (LLMs) with XAl to improve threat analysis,
reduce false positives, and assist cybersecurity analysts through natural language
explanations (Ghazal et al., 2024). Nevertheless, current studies indicate that these
solutions still suffer from several limitations, including the trade-off between
explainability and detection accuracy, computational complexity, scalability issues,
privacy concerns, vulnerability of explanation methods to adversarial attacks, and the
absence of standardized evaluation frameworks for measuring explanation quality
(Zhang et al., 2022; Calzarossa et al., 2025).

Therefore, there is a clear need for further research to develop an interpretable Al
framework for Intrusion Detection Systems that maintains high detection accuracy
while producing reliable, transparent, and computationally efficient explanations.
Addressing this research problem would enhance analyst trust, improve incident
response, reduce false positives, and facilitate the practical deployment of Explainable
Artificial Intelligence in real-world cybersecurity operations.



2.1) Chapter 2 — Research Objectives

2.1.1 General Objective

To propose an interpretable Artificial Intelligence framework for Intrusion Detection
Systems that improves transparency while maintaining high cybersecurity detection
performance.

2.2.1 Specific Objectives

e To identify the major limitations of existing Al-based Intrusion Detection Systems
regarding interpretability and transparency.

e To analyze current Explainable Artificial Intelligence techniques, including SHAP,
LIME, and Grad-CAM, for cybersecurity applications.

e To design an interpretable Intrusion Detection System framework that balances
explanation quality with intrusion detection accuracy.

e To evaluate the proposed framework using cybersecurity performance metrics,
including Accuracy, Precision, Recall, F1-score, False Positive Rate, and explanation
quality.

e To compare the proposed framework with existing XAl-based Intrusion Detection
approaches in terms of transparency, robustness, computational efficiency, and
detection performance.

e Torecommend practical strategies that support the adoption of Explainable
Artificial Intelligence in operational cybersecurity environments.
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