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1. Problem Statement
1.1 Problem Domain

Healthcare systems are undergoing rapid digital transformation through the adoption of Electronic
Health Records (EHRs), medical imaging technologies, wearable devices, Internet of Medical
Things (IoMT), and Artificial Intelligence (AI). These technologies generate massive volumes of
sensitive patient data that are valuable for developing intelligent clinical decision-support systems
and predictive healthcare models. However, healthcare data are typically distributed across
multiple hospitals and medical institutions, making centralized data collection difficult due to strict
privacy regulations, ethical concerns, and organizational policies. Federated Learning (FL) has
emerged as a promising distributed machine learning paradigm that enables collaborative model
training without requiring institutions to exchange raw patient data (Kairouz et al., 2021; Li et al.,

2020).

1.2 Description of the Problem

Although Federated Learning offers an attractive solution for privacy-preserving collaborative

learning, several technical and practical challenges remain unresolved. Healthcare datasets are
inherently heterogeneous because hospitals differ in patient demographics, disease prevalence,
imaging equipment, and clinical practices. This non-independent and non-identically distributed
(non-IID) nature of healthcare data significantly reduces the accuracy and convergence of
federated learning models. Furthermore, communication overhead, limited computational
resources in healthcare institutions, security vulnerabilities such as model inversion and poisoning
attacks, and difficulties in maintaining fairness among participating organizations continue to
hinder the large-scale deployment of FL in real-world healthcare systems (Yang et al., 2019;
Nguyen et al., 2022).




1.3 Significance of the Problem

Protecting patient privacy while enabling collaborative medical research is one of the most critical
challenges in modern healthcare. Privacy breaches can result in legal penalties, financial losses,
and reduced public trust in healthcare organizations. At the same time, restricting access to
distributed healthcare data limits the development of robust Al models capable of improving
disease diagnosis, treatment planning, and personalized medicine. Therefore, identifying effective
Federated Learning strategies that preserve privacy while maintaining high predictive performance
has become an important research priority for both healthcare providers and Al researchers (Rieke

et al., 2020; Sheller et al., 2020).

1.4 Existing Solutions

Researchers have proposed numerous techniques to improve the security and performance of
Federated Learning in healthcare. These include secure aggregation protocols, differential privacy,
homomorphic encryption, blockchain integration, personalized federated learning, adaptive
aggregation algorithms, and communication-efficient optimization methods. Several healthcare
applications have successfully demonstrated the use of FL in disease diagnosis, medical image
analysis, cancer detection, COVID-19 prediction, and electronic health record analytics. While

these approaches have shown promising results, each addresses only specific aspects of the overall

problem and introduces trade-offs between privacy, computational efficiency, communication cost,

and model accuracy (McMahan et al., 2017; Li et al., 2020; Rieke et al., 2020).

1.5 Justification for the Research

Despite the growing body of literature on Federated Learning for healthcare, existing studies
remain fragmented and often focus on individual techniques or specific medical applications.
There is limited comprehensive analysis that systematically compares current privacy-preserving
methods, identifies their strengths and weaknesses, examines implementation challenges, and

highlights future research directions. Consequently, a comprehensive literature review is needed




to synthesize current knowledge, evaluate recent developments, identify research gaps, and
provide recommendations for designing more secure, efficient, scalable, and trustworthy Federated
Learning systems for healthcare environments. Such a review will assist researchers and
practitioners in understanding the current state of the field and guide future innovations in privacy-

preserving healthcare Al

2. Research Objectives
Primary Research Objective

To critically review and synthesize the existing literature on Federated Learning for privacy-
preserving healthcare systems in order to identify current approaches, challenges, research gaps,

and future research directions.
Specific Research Objectives

1. To review the fundamental concepts, architecture, and principles of Federated Learning in

healthcare systems.

To identify the major privacy, security, and data-sharing challenges addressed by Federated

Learning in healthcare applications.

To analyze the existing Federated Learning techniques, frameworks, and privacy-

preserving mechanisms proposed in the healthcare literature.

To evaluate the strengths, limitations, and performance trade-offs of current Federated

Learning approaches with respect to privacy protection, model accuracy, scalability,

communication efficiency, and security.

To identify the current research gaps and unresolved challenges affecting the adoption of

Federated Learning in real-world healthcare environments.

To recommend potential future research directions for improving privacy-preserving

Federated Learning systems in healthcare.
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