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£ WiFi — a X
Help Tools Wireless Telephony Statistics Analyze Capture Go View Edit File

Taaq S8 PE2eR BRI SN W

Info Length  Protocol Destination Source Time .No
query response 0x35ab A www.google.com CNAME forcesa 140 DNS ..fe80::456d:cf40:2aa ..fe80::6053:57ff:fec 797.169834 5209
query response 0xf866 HTTPS www.google.com CNAME for 124 DNS ..fe80::456d:cf40:2aa ..fe80::6053:57ff:fec 797..235357 5212
Standard query ©Oxfe35 AAAA www.google.com 94 DNS ..fe80::6053:57ff:fec ..fe80::456d:cf40:2aa 857.232125 5392
Standard query @x76af A www.google.com 94 DNS ..fe80::6053:57ff:fec ..fe80::456d:cf40:2aa 857.232539 5393
Standard query 0x905f HTTPS www.google.com 94 DNS ..fe80::6053:57ff:fec ..fe80::456d:cf40:2aa 857.232878 5394
query response Oxfe35 AAAA www.google.com CNAME forc 152 DNS ..fe80::456d:cf40:2aa ..fe80::6053:57ff:fec 857.237265 5396
query response @x76af A www.google.com CNAME forcesa 140 DNS ..fe80::456d:cf40:2aa ..fe80::6053:57ff:fec 857.237265 5397
I query response 0x905f HTTPS www.google.com CNAME for 124 DNS ..fe80::456d:cf40:2aa ..fe80::6053:57ff:fec 857.252221 5400

0000 62 53 57 c9 66 ce 64 bc 58 07 33 fc 86 dd 60 @6 bSW-f-d- erface \Device\NPF_{E83EDFB6-B866-45BD-8F3F-3400CCC851E1}, id @ ¢
gg;g 12 i; ge 22 %; gg ;e :g gg gg gg gg gg gg 2; gg @*(&a (64:bc:58:07:33:fc), Dst: 62:53:57:c9:66:ce (62:53:57:c9:66:ce) <
c a al e @*-yl-- ] o 5 A : 3 o . ) L
0030 57 £f fe <9 66 ce d9 ¢3 00 35 00 28 d3 a5 36 7e  W..-f--- Src: fe80::456d:cf40:2aa0:7931, Dst: feSB:.6053.571’1’.Fec9.?6ce <
0040 ©1 00 00 ©1 00 00 00 00 ©0 00 ©3 77 77 77 06 67 . User Datagram Protocol, Src Port: 55747, Dst Port: 53 <
0050 6f 6f 67 6c 65 03 63 6f 6d 00 00 1c 00 01 Domain Name System (query) <

Profile: Default || Packets: 5545 - Displayed: 180 (3.2%) I Hypertext Transfer Protocol: Protocol 7 @
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£ Capturing from Wi-Fi — a X
Help Tools Wireless Telephony Statistics Analyze Capture Go View Edit File

HQaQQ = =3TE=2«Q QRN @404
+ |' M| Apply a display filter ... <Ctrl-/> nl
Info Length  Protocol Destination Source Time .No

Len=656 3702 - 65287 718 ubpP ff02::c ..fe80::456d:cf40:2aa 35.455660 155

Len=656 3702 - 65286 698 UDP 239.255.255.250 192.168.8.120 35.991677 156

Len=656 3702 - 65287 718 ff02::c ..fe80::456d:cf40:2aa 36.170018 157

Seq=2 Ack=2 Win=1024 Len=@ [ACK] 443 > 3676 74 TCP ..:ac43::2606:4700:20 ..2001:16a2:c167:e6ea 36.945305 160

Len=656 3702 - 65286 698 ubpP 2392955955 2050, 192.168.8.120 37.229262 161

I Len=656 3702 - 65287 718 ubpP ff02::c ..fe80::456d:cf40:2aa 37.609668 162

—————————————————————————————————————————————————————————————————————————————

©000 64 bc 58 @7 33 fc f4 71 90 @a 31 bc 08 00 45 60 d-X-3--q :erface \Device\NPF_{E83EDFB6-B866-45BD-8F3F-3400CCC851E1}, id @ <
0010 00 99 46 88 40 00 01 11 79 b6 cO a8 08 73 ef ff “F'@"‘ (f4:71:90:0a:31:bc), Dst: IntelCor_07:33:fc (64:bc:58:07:33:fc) <

0020 ff fa cf a9 @7 6c 00 85 41 2f 4d 2d 53 45 41 52 - - 1. 4 o 2
0030 43 48 20 2a 20 48 54 54 50 2f 31 2e 31 0d Ga 48 CH * HTT let Protocol Version 4, Src: 192.168.8.115, Dst: 239.255.255.250 <

0040 4f 53 54 3a 20 32 33 39 2e 32 35 35 2e 32 35 35 OST: 239 User Datagram Protocol, Src Port: 53161, Dst Port: 1900 <
0050 2e 32 35 30 3a 31 39 30 30 od @a 4d 41 4e 3a 20 .250:190 <
0060 22 73 73 64 70 3a 64 69 73 63 6f 76 65 72 22 @d  “ssdp:di

0070 @a 4d 58 3a 20 31 @d @a 53 54 3a 20 75 72 6e 3a -MX: 1.

0080 64 69 61 6¢c 2d 6d 75 6c 74 69 73 63 72 65 65 6e  dial-mul

0090 2d 6f 72 67 3a 73 65 72 76 69 63 65 3a 64 69 61  -org:ser

©0a0  6c 3a 31 @d 0a od @a ideose

Microsoft Edge
Profile: Default || Packets: 162 - Displayed: 162 (100.0%) ki <Wi-Fi: <live capture in progress  # @
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£ WiFi — a X
Help Tools Wireless Telephony Statistics Analyze Capture Go View Edit File

Taaq S8 PE2eR BRI SN W

Info Length  Protocol Destination Source Time .No
Standard query 0x6506 AAAA twitter.com 91 DNS ..fe80::6053:57ff:fec ..fe80::456d:cf40:2aa 9.054729
Standard query 0x5159 A twitter.com 91 DNS ..fe80::6053:57ff:fec ..fe80::456d:cf40:2aa 9.055638;:
Standard query 0x8el6 HTTPS twitter.com 91 DNS ..fe80::6053:57ff:fec ..fe80::456d:cf40:2aa 9.055947 13
d query response 0x6506 AAAA twitter.com AAAA 64:ff9b 119 DNS ..fe80::456d:cf40:2aa ..fe80::6053:57ff:fec 9.877026 24
query response 0x5159 A twitter.com A 104.244.42.129 107 DNS ..fe80::456d:cf40:2aa ..fe80::6053:57ff:fec 9.091714 25
Standard query response 0x8el6 HTTPS twitter.com 91 DNS ..fe8@::456d:cf40:2aa ..fe80::6053:57ff:fec 9.161223 27
Client Hello 591  TLSv1.3  ff9b::68f4:2a01:64 ..2001:16a2:cl167:e6ea 9.212361 30
Client Hello 591 TLSv1.3  ff9b::68f4:2a01:64 ..2001:16a2:c167:e6ea 31.162264 86
Standard query @x4e8c AAAA api.twitter.com 95 DNS ..fe80::6053:57ff:fec ..fe80::456d:cf40:2aa 31.763319 156

0000 62 53 57 c9 66 ce 64 bc 58 07 33 fc 86 dd 60 04 bSW-f-d- -erface \Device\NPF_{E83EDFB6-B866-45BD-8F3F-3400CCC851EL}, id @ «
0010 7: 64 60 25 11 40 ;e 80 00 00 00 60 60 00 45 6d td;"'@“ (64:bc:58:07:33:fc), Dst: 62:53:57:c9:66:ce (62:53:57:c9:66:ce) <
0020 cf 40 2a a0 79 31 fe 80 00 00 00 00 00 00 60 53 @*-Yl' W grc. fege::456d:cf40:22a0:7931, Dst: feBO::6053:57FF:feco:66ce <

0030 57 ff fe c9 66 ce fa 4b 00 35 @0 25 d3 a2 65 06 W---f--K . i
0040 ©1 00 00 ©1 00 00 00 00 ©0 00 07 74 77 69 74 74 User Datagram Protocol, Src Port: 64075, Dst Port: 53 <

0050 65 72 @3 63 6f 6d 00 00 1c 00 01 er-com- - Domain Name System (query) <

Profile: Default || Packets: 5144 - Displayed: 19 (0.4%) I wireshark_Wi-Fi009C91.pcapng ¥ O
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£ WiFi — a X
Help Tools Wireless Telephony Statistics Analyze Capture Go View Edit File

HeQQQ =582« QRO 04N 4
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Info Length  Protocol Destination Source Time No

Profile: Default || Packets: 2565 - Displayed: 0 (0.0%) Il wireshark Wi-FiJWVP91.pcapng ¥ @
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£ WiFi — a X
Help Tools Wireless Telephony Statistics Analyze Capture Go View Edit File

Taaq S8 PE2eR BRI SN W

Info Length  Protocol Destination Source Time .No
tandard query 0x08c@ A self.events.data.microsoft.com 110 DNS ..fe80::6053:57ff:fec ..fe80::456d:cf40:2aa 725.026446 4312
dard query Oxde5f AAAA self.events.data.microsoft.com 110 DNS ..fe80::6053:57ff:fec ..fe80::456d:cf40:2aa 725.026933 4313
query response 0x08c@ A self.events.data.microsoft.c 229 DNS ..fe80::456d:cf40:2aa ..fe80::6053:57ff:fec 725.029178 4314
query response @xde5f AAAA self.events.data.microsof 272 DNS ..fe80::456d:cf40:2aa ..fe80::6053:57ff:fec 725.029178 4315
Standard query Oxdcld A spclient.wg.spotify.com 103 DNS ..fe80::6053:57ff:fec ..fe80::456d:cf40:2aa 740.921621 4380
Standard query 0x20f1 AAAA spclient.wg.spotify.com 103 DNS ..fe80::6053:57ff:fec ..fe80::456d:cf40:2aa 740.922083 4381
query response 0x20f1 AAAA spclient.wg.spotify.com C 164 DNS ..fe80::456d:cf40:2aa ..fe80::6053:57ff:fec 740.950265 4383
I query response @xdcld A spclient.wg.spotify.com CNAM 152 DNS ..fe80::456d:cf40:2aa ..fe80::6053:57ff:fec 740.950265 4384

0000 62 53 57 c9 66 ce 64 bc 58 07 33 fc 86 dd 60 06 bSW-f-d- erface \Device\NPF_{E83EDFB6-B866-45BD-8F3F-3400CCC851E1}, id @ <

i 12 e2 00 28 11 40 ;e 80 00 00 00 60 00 00 45 6d -~ (‘@ (64:bc:58:07:33:Fc), Dst: 62:53:57:c9:66:ce (62:53:57:c9:66:ce) ¢
e B e e e w@ YT src: fe8e::456d:cF40:2220:7931, Dst: fe80::6053:57FF:feco:gbce ¢
0040 ©1 00 00 ©1 00 00 00 00 ©0 00 ©3 77 77 77 06 67  -- . User Datagram Protocol, Src PoM.:: 55747, Dst Port: 53 <
0050 6f 6f 67 6¢c 65 03 63 6f 6d 00 [JJNld 00 01 oogle-co Domain Name System (query) <
Profile: Default || Packets: 4438 - Displayed: 148 (3.3%) I Hypertext Transfer Protocol: Protocol 7 @
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£ WiFi — a X
Help Tools Wireless Telephony Statistics Analyze Capture Go View Edit File

Taaeq| S8t /GR @4 u
+ [~ ] tcp.analysis.flags J
Info Length  Protocol Destination Source Time .No
443 [ACK] Seq=1 Ack=1 Win=255 Len=1 [TCP Keep-Alive] 55 jIGE 208.115.231.26 192.168.8.120  1162.190846 7603
676 [ACK] Seg=1 Ack=2 Win=501 Le [TCP Keep-Alive ACK] 66 TCP 192.168.8.120 208.115.231.26  1162.286255 7604
443 [ACK] Seq=1 Ack=1 Win=255 Len=1 [TCP Keep-Alive] 55 TCP 208.115.231.26 192.168.8.120  1172.293161 7620
9676 [ACK] Seq=0 Ack=2 Win=501 Len=0 [TCP Keep-Alive] 54 TCP 192.168.8.120 208.115.231.26  1172.340917 7621
443 [ACK] Seq=2 Ack=1 Win=255 Le [TCP Keep-Alive ACK] 54 TCP 208.115.231.26 192.168.8.120  1172.340953 7622
443 [ACK] Seq=1 Ack=1 Win=255 Len=1 [TCP Keep-Alive] 208.115.231.26 192.168.8.120 404125
I676 [ACK] Seq=1 Ack=2 Win=501 Le [TCP Keep-Alive ACK] 66 @ 192.168.8.120 208.115.231.26  1182.495265 7676

62 53 57 9 66 ce 64 bc 58 07 33 fc 08 00 45 00  bSW-f-d- -erface \Device\NPF_{E83EDFB6-B866-45BD-8F3F-3400CCC851E1}, id 0 <

9? i9 ag 34 gg gg Ze gg gg gg ;9 22 gg ;g gg Zg )@ - (64:bc:58:07:33:fc), Dst: 62:53:57:c9:66:ce (62:53:57:c9:66:ce) <

€ a c ic e e ‘ $ . .

R G e SEARTT S net Protocol Version 4, Src: 192.168.8.120, Dst: 208.115.231.26 ¢
’rotocol, Src Port: 49676, Dst Port: 443, Seq: 1, Ack: 1, Len: 1 <

Profile: Default || Packets: 7677 - Displayed: 450 (5.9%) I| TCP Analysis Flags: Label 7 @
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