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Introduction

* a. Welcome & Overview

* Academic Services and Systems for MidOcean University Students
* b. Brief on the Cybersecurity concepts

Chapter Overviews

* a. Chapter 1: Introduction to Cybersecurity - introduces the fundamentals of
cybersecurity in fintech, covering core principles (CIA triad), major threats,
protective measures, and regulatory frameworks. It also explores key
technologies and emerging trends like Al, zero trust, and privacy vs
transparency.

* b. Chapter 2: Introduction to Network and Network Security - introduces
computer networks and how they enable communication. It explains key

network security principles, common attacks, and defenses in fintech.
www.midocean.ae
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 ¢. Chapter 3: Classical Encryption Techniques - explores classical encryption
methods such as substitution and transposition ciphers. It highlights their
historical importance and how they form the basis of modern cryptography.

* d. Chapter 4: Block Cipher and DES(Feistel Cipher) - Introduces block cipher
principles with a focus on DES as a foundational algorithm. Explains structure,
operation, and its role in modern encryption evolution.

 e. Chapter 5: Block Cipher and DES(Attacks on DES) - Explains how block ciphers
work with DES as a case study. Discusses known attacks on DES and why stronger
algorithms are needed.

 f. Chapter 6: Finite Fields (Fields and Modular Arithmetic) - Introduces the math
behind modern cryptography, focusing on finite fields and modular arithmetic.
Shows how these concepts support encryption algorithms.

www.midocean.ae
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e g. Chapter 7: Advanced Encryption Standard (AES) - Covers AES design,
structure, and operation as today’s global standard. Highlights why it replaced
DES and its role in protecting fintech data.

* h. Chapter 8: Public Key Cryptography (RSA) - Explains RSA for secure
communication, digital signatures, and key exchange.

* i. Chapter 9: Message Authentication and Hashing - Shows how hashing and
MACs protect data integrity and prevent tampering.

* j. Introduction to Cloud Computing - Explains cloud basics and key security
issues in fintech systemes.

Closing Remarks

www.midocean.ae



|
s MIDOCEA

aaiil) lllal 5 512y Aaglia y chaelally Al Hall a3 LIBA e (S G claapilSY) 4 sl ) Jaaall OBA (e cileadl) (e aaall e Jsandl GOl (4 sl daals o
il Al (A Al (oSl Janall s QO s ya 5 g Shiad elglinal jag adall il Jaia 5 (Bl 5 J gl e ja) JlaSind Gl Gpexiiall g Jual il

A SV 4 ) ciland JDA (e Sy LS ¢l )

<y aall dalia) 5 Cada

<y il Jglaa e caad)

gt cladd | Jsda) Jaud esu.ac.ae) et S sl SR

daladl) 4 50l

Lgie oBUall dpalaill cilanaldl (e apaall a5 ¢y jiall il g Ol ()l pendll Jidd

. Ledrand g Al Hall il ) jRall e B Ul (S Caa il Al il J gl e

eelind e 255 cagre Jladll y 8Ll Jual il il () el pualaall il Ul ) jaall Al LA (e il ) il W) Jgeadll o
Azalal) L 3l Lpagiadl) dbiiY) ) Jsa siMoodle daie JMA (e oDl Sy dun clasleall Joli Al o

Aol al) cilaad gl Adaii¥) Ja 8 Ul ae s 3l Ay g Iy Sl ) O g o)) Apalaill 3 gl i o

Al g daliadl) &) HLiAY) ase “L\A})f\j ilaa ) a.).ls.s Ce Ncad ¢l ) ‘_g Ul eu:;.u\ Je ‘;ﬂ\ 3 yuadll ) HLAAY) &) ja) e

www.midocean.ae

Midocean University: Log in to the site (esu.ac.ae)



https://sis.esu.ac.ae/login
https://sis.esu.ac.ae/login
https://sis.esu.ac.ae/login
https://sis.esu.ac.ae/login
https://lms.esu.ac.ae/login/index.php

UNIVERS

MIDOCEAN

Clllal) 20385 g ¢ a2l L eliae ] aa g cdaalall pe Jocal sl LIDIA (pe coOUall oSy Al A0V SIAE Al 2ey
Gl I Ut (U
1 SIAL) aid o) ghd
) AalS g aadiiaall and LS IR (e Jsaall 5 a4 gl dlaa gl o
B33 3 SN b o bariall a6 SK LA e jall e
Al daiadal) AN 8 Jualdill 5 o )l g saa gall US55 SN gl andll jLis) e
38 pal) Cald) &5 g8y e danall (DA e el (3l ) Sy
Lgiaalie 401 9 5 Sl Al et g i g S0 Al )y Sl o5 63 SN i o Laiall o

www.midocean.ae



{
o & - < ™ ID
2026-2025 e\.‘lﬂ Gl g-ubé.“ M wd&‘i‘ ﬁj.i.m UNIVERSIT YITIl

04/10/2025 (o A Juadl) Ay
01/11/2025 LA gl Jadll e e s e A
27/12/2025 Ailgil) el JLaaN) Al
03/01/2026 Ailgdl) el LBy ddles

www.midocean.ae



2026-2025 alall G sl 4 Suadl) dad a1 ailea) Tabadia

MIDOCEA|

UNIVERSITYll

27/12/2025 dilgdl) ol LAy Ay 13 & sedy)
03/01/2026 duilgdl) <l JLnay dlgs L)) g
www.midocean.ae s

04/10/2025 gl LA - dugaa 65 B pudalaa
11/10/2025 sl JLAR) - A ARl - 5 alaa
18/10/2025 b LR - LA ARl - 5 ualaa
25/10/2025 il LA - i A8l - 5 jualaa
01/11/2025 i ga Al juab A3 - (EES Al - 5 ualaa
28 e gl Juadll o e

08/11/2025 b LA - S Al - B palaa
15/11/2025 b LA - S A8l - B palaa
22/11/2025 sl LR - LA ARl - 5 alaa
29/11/2025 sl LR - LA ARl - 5 alaa
06/12/2025 sl LR - ELES ARl - 5 ualaa
13/12/2025 sl LR - A ARl - 5 ualaa
20/12/2025 A0l daa) ya - j5lES Adls

| 1Besd

A




Sl g.ubﬁ\ Jadll a2 &Sy Jlas ¥
stialall g (g il Als al 2025

épralaall jgan licquwi dlaws épalaa
annboell aliwill Jag Eg.!.wi JS (o
e . &.;,cg.x.wl aualpal yulai aala
sikialjgaaall alawall palaall sgine ddlial

éralhall cabasll juasll jliadl cdihll o Jua e qbell abwdal ai
Ol 1 5381 Bpuad el 4 e cllhll qusi Jis g Aucgunill Alnudl
) T biddl o glopll

§la)l go jLisdl acgo Gulé] Jd ggsi puad jlLial i ge jlaicill aego jal
ne puad jLisl ge jlacill p3gei pe dudyo gl dpgd Jlact il dvigaill Jidlall
.(SIS) awnia

Jla)l go jLiadl aée acgo Jud Jgsu u.ll.e.l." jLua.IJI o< Jlaicill acgao Al
m.x.oJ-LcUJI.QJ jlial e jlacdll a;g.cupcuj.b ql sz.g.ap.c 51] avigudl Jadall
Acgall ailgi ae; Jlaci sl bl Al (Hg (SIS)

aupgall cagpall yas dlelpe asolall 6jlald (Gou B

MIDOCEA|

UNIVERSITYl

) dpagia
WA 2y ally ey oo QR iy Alaasdd

S5 il Ce ey ) 2Layl At

A e daginadl aledll clalin g8ad L4

Ay Aoy Hatll cibadl il g el

&l palaall e

LAl ¢ gl IS A) Bl ) LAY .
(AL dilal s o Al e ppal

a3 Jise S Jipe 20 ) Aledd) glaial) o
_(Zgﬁ 20 =saal

www.midocean.ae



MIDOCEAN
Course

Description

* This module introduces fundamental concepts in computer and network security.

* enabling the identification of vulnerabilities and the selection and implementation of
suitable mitigation technologies.

* Throughout this module you’ll learn about securing data through the use of
cryptography, operating system security and multi-user environments, creating secure
programs, state-of-the-art methods for identifying potential threats, and legal and
ethical issues surrounding computer security.

www.midocean.ae
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* Cybersecurity is the practice of
protecting systems, networks, and data

| Nt rod UCtiOn to from attacks, damage, or unauthorized

dCCess.

Cybersecurity

* |t combines people, processes, and
technology to defend against threats like
phishing, malware, and ransomware.

www.midocean.ae



Introduction to Network MIDOCEAN

and Network Security

 Computer networks enable communication
between systems through structured
models (e.g., TCP/IP, OSI).

Network security applies firewalls, IDS/IPS,
VPNSs, and secure protocols to protect data
In transit.

www.midocean.ae
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Classical Encryption Techniques

* Early encryption methods include
substitution (e.g., Caesar cipher) and
transposition methods of ciphers.

* Though simple and breakable today, they
laid the foundation for modern

cryptography.

www.midocean.ae



Block Cipher and DES (Feistel MIDOCEAN
Cipher)
* Block cipher encrypts data in fixed-size blocks (e.g., 64 or 128 bits)

using a secret key.

* DES (Data Encryption Standard) introduced the Feistel structure,
dividing data into halves and applying round functions.

* This design influenced modern block ciphers despite DES now being
Insecure.

www.midocean.ae



Block Cipher and DES (Attacks on DES) MIDOCEA

« DES’s short 56-bit key made it vulnerable to
brute force and differential/linear
cryptanalysis.

* Its weaknesses led to the adoption of
stronger algorithms like AES.

e jt’s studied to understand the evolution of
encryption.

www.midocean.ae
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Finite Fields (Fields and Modular Arithmetic)

 Finite fields and modular arithmetic form
the math backbone of cryptography.

* They are essential for algorithms like AES,
RSA, and elliptic curve cryptography.

www.midocean.ae



Advanced Encryption Standard (AES)

 AES s the global encryption standard, based
on substitution—permutation networks.

* |t supports key sizes of 128, 192, and 256
bits and secures most fintech systems today.

MIDOCEAN
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* Public Key Cryptography (RSA)

* RSA introduced asymmetric cryptography: public keys for
encryption, private keys for decryption.

* It enables secure communication, digital signatures, and
key exchange in fintech.

www.midocean.ae
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Message Authentication and Hashing

* Hash functions and MACs provide data integrity

and authenticity.

* They are used in digital signatures, password

storage, and blockchain.

www.midocean.ae
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Introduction to Cloud Computing

This chapter is an overview about cloud computing and
its role in modern fintech.
Cloud computing means using internet-based services

(like servers, storage, and applications) instead of local
computers.

e

Why we use it? g J
It offers scalability, flexibility, and cost savings — fintech

apps can grow fast without buying expensive hardware.

www.midocean.ae
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Introduction to Cloud Computing

Main models:
laaS (Infrastructure as a Service): rent servers/storage.
Paa$S (Platform as a Service): rent tools for building apps.
Saa$ (Software as a Service): use ready-made apps (e.g.,

online banking platforms). Q
Security concerns: Protecting sensitive financial data, managing '
access, and ensuring compliance with regulations. J
Today: Almost all fintech companies rely on cloud services (AWS,

Azure, Google Cloud) — making cloud security a core part of
cybersecurity.

www.midocean.ae
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Closing Remarks
"That wraps up our introduction to this course. Over the coming weeks, we’ll
explore key cybersecurity concepts, from network security to encryption
techniques, and learn how to apply them in real scenarios. Stay curious, ask
guestions, and engage actively — this course is designed to build both your

knowledge and your practical skills. I’'m excited to start this journey with you."

www.midocean.ae
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Thank you!
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