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Abstract

This study evaluated the effectiveness of cybersecurity risk management as a strategic
administrative process in healthcare, examining the relationship between its four dimensions
(risk identification, assessment, treatment, and monitoring) and achieving two critical
organizational objectives: patient data protection and health services continuity. Conducted at
Najran Health Cluster using a descriptive-analytical approach with a stratified sample of 233
participants across multiple organizational levels, the instrument achieved reliability (a=0.947).

Results revealed advanced administrative maturity in the cluster's risk management practices,
with all dimensions achieving high performance levels (means 3.60-3.87/5), demonstrating
particular excellence in patient data protection (3.87). Risk treatment showed the strongest
impact on organizational outcomes (Beta=0.294), confirming successful operational execution
of risk management strategies. Multiple regression analysis demonstrated systematic
integration of the four dimensions, collectively explaining 61.1% of variance in data protection
effectiveness and 51.0% in service continuity.

The study confirmed strong statistically significant correlations between risk management
practices effectiveness and both patient data protection (r=0.726, p<0.001) and service
continuity (r=0.714, p<0.001), validating that administrative investment in risk management
directly achieves strategic organizational objectives. The cluster recorded high staff satisfaction
(3.79), reflecting positive institutional confidence.

Three strategic improvement areas were identified to enhance system effectiveness:
maximizing financial resource utilization (Beta=0.276), developing inter-unit coordination
mechanisms (Beta=0.271), and sustained human capital investment (Beta=0.257). Analysis
showed training and professional development achieve tangible impact (0.34-point difference),
highlighting competency investment as an institutional excellence lever.

Based on achievements, the study recommends strategic developmental pathways including:
developing advanced governance framework, formulating ambitious five-year strategy with
advanced KPIs, enhancing cybersecurity investment (10-12% of IT budget), expanding
professional development programs, and adopting continuous improvement methodology. This
research presents an advanced applied model supporting Saudi Vision 2030 in building a secure
and sustainable digital healthcare sector, providing strong empirical evidence for decision-
makers in elevating cybersecurity risk management effectiveness toward global leadership
levels.

Keywords: Risk Management, Cybersecurity Risk Management, Patient Data Protection,
Continuity of Health Services, Najran Health Cluster, Saudi Health Sector.




