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Abstract

The rapid advancement of technology and the widespread adoption of digital services
have significantly transformed the banking sector in Riyadh, Kingdom of Saudi Arabia.
With this digital revolution, however, comes an increased susceptibility to cyber threats.
This paper delves into the exploration of social engineering factors that exert influence on

cybersecurity risks within the banking industry in Riyadh.

Social engineering, as a manipulative technique, capitalizes on human psychology to
exploit vulnerabilities in the security infrastructure. In the context of banking
cybersecurity, understanding the socio-cultural dynamics of Riyadh becomes imperative.
This research investigates the socio-economic conditions, cultural norms, and educational
levels of the population to comprehend the factors contributing to the success of social

engineering attacks.

Moreover, the study examines the role of awareness and training programs implemented
by banks to educate customers and employees on cybersecurity best practices. The
effectiveness of these initiatives in mitigating the impact of social engineering attacks is

scrutinized.

Through a comprehensive analysis, this research aims to provide insights into the unique
challenges faced by banks in Riyadh concerning cybersecurity, emphasizing the
importance of tailored strategies to address social engineering threats. The findings of this
study can inform policymakers, banking institutions, and cybersecurity professionals in
developing proactive measures to safeguard against evolving cyber risks in the dynamic

landscape of Riyadh's banking sector.
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