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Abstract

This study aimed to investigate the impact of integrating Artificial Intelligence (Al) technologies
into Closed-Circuit Television (CCTV) systems on enhancing banking security efficiency in the
Kingdom of Saudi Arabia (KSA), considering the digital transformation the Kingdom is
undergoing as part of Vision 2030. To achieve this objective, the study adopted a descriptive
analytical approach, utilizing a questionnaire to collect data from a purposive sample of (100)
individuals working in security, monitoring, and technology departments in Saudi banks. The
study concluded that there is a strong statistically significant positive impact of integrating Al
technologies on banking security efficiency, with the Al adoption variable explaining (68.4%) of
the total variance in the level of security efficiency. Results also showed statistically significant
fundamental differences in the level of security and response speed between the pre-integration
and post-integration phases, favoring smart systems. The "Abnormal Behavioral Analysis"
technology was found to be the factor most strongly associated with increased speed of threat
response, relatively outperforming static recognition technologies. Conversely, the study
revealed that the main challenge to adopting these technologies is not purely technical, but rather
the urgent need for training human cadres, followed by high investment costs and data privacy
concerns. In light of these findings, the study recommended adopting "Hybrid Smart Security"
strategies that integrate Al algorithms with qualified human intervention, prioritizing investment
in "Behavioral Analysis" software due to its proactive capability, and emphasizing the necessity
of specialized training programs for operators, ensuring the application of "Privacy by Design"
standards to comply with regulatory controls.

Keywords: Artificial Intelligence (Al), Closed-Circuit Television (CCTV), Banking Security,
Behavioral Analysis, Security Efficiency, Kingdom of Saudi Arabia (KSA).
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Aol g 9,8l U1y Aageadl LS glull
163! (¥ Aalail e Lo Il caagis Luwslaa
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28y o0 Alai¥l sia (Sad (bl Byls) izl ae JolSHl 3aazmiy cdudamd Sleds pdes ( S Cadsdl oy
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Y el Sleza s Al LlexSl Aplas @
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(2023
e Slyly8 3Ll @ S Blas c3baslly Slladl § il (A5 Sl g 3letdl 3 3lmi¥lg ] yloliee
bl mass of com 10 AW Ll quds of dosdl e GByanll it § Lo ¥ (ijares of Aol
Jobin, ) dumsiaslly poitll afns Aoslo LT sulas Gadad po clpmall Julan) dalatie 3845 lileal
(lenca, & Vayena, 2019
el Slozma Jie Al clogag (Slilaodl (KU Ladasl darlss 2 paddldl Cilids Gedaly o guail! Ales
Differential ) 2 Lalatll dumgimsdl Jio il slerel cdlany g o1 ooyl cbile e iagadll of
okl W plessg deadl wlily Llex) (Homomorphic Encryption) J¥owu¥l aasilly (Privacy
.(Kovacevic, Radenkovic, & Nikolic, 2024; NIST, 2023)
A ool a0 0585 a1 dial) 8,0 LT i JLas o camy s g3LAN Al gl g 2yl L3 1
el s Jadng 7o Aeilall Sldggudl syazms ae « yale grda d5add Ao leadl Bsd> e )55
onlsally sl (lasat (slbaedl A cMl=s (e 2Ly 3s5l8 wlely) 3lasl of Maall Joso pie Jio
.(European Commission, 2021) 4 Jo.lg =l
(SDAIA) slla ¥ oKy @ bleld Aagaadl Al cools sdeaudaiad) Jbo¥l 3 dysgaud! 2 pall Sl cylems
T U slbad U alusiul pleat dpedass Jblg loldy) aiss (SAMA) gogaudl 535,0) clidlg

21




SDAIA, 2023; SAMA, ) &Js Lullg 2La il 555079 51,3%1 Apmgins Lles (e 7Sl pe <2030 L3 2o 3015209
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