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[bookmark: _Toc192775134]INTRODUCTION
1.1 [bookmark: _Toc192775135]Background of Study
In recent decades, the utilization of risk management within financial institutions has expanded worldwide due to anticipated regulatory increases, which have become more likely, heightened market volatility, and emerging operational risks. Worldwide, the 2008 financial crisis served as a wake-up signal regarding a complete breakdown in risk management, resulting in catastrophic consequences. This prompted a comprehensive revision of risk regulations like the Basel III accords, which aimed to establish exceptionally high benchmarks for risk and capital management (Jones & Cooper, 2019). These frameworks evolved into robust instruments that compelled every institution worldwide to embrace improved strategies for managing contractor-related operational risks in organizations and external market risks, such as internal failures, fraud, and risks stemming from economic shifts (Smith, 2022).

Nonetheless, at the regional level, different economies face obstacles that affect the risk management strategy. For instance, numerous emerging markets, like those in Southeast Asia and Africa, are vulnerable to variations in the market or regulatory landscape since these areas are still undergoing standardization to reach global market relevance while attempting to address operational challenges within their nations (Ahmed & Wang, 2021). These organizations primarily operate in less certain environments; thus, managing risk becomes more complicated and crucial for future growth. Although utilizing frameworks like the COSO ERM model has been advantageous, another challenge arises as the structures and resources common to regional institutions constrain their capacity to adopt these frameworks due to their operation in varying regulatory contexts.
At the domestic level, across numerous individual countries, financial institutions continue to face challenges in establishing effective integrated risk management frameworks that align with the nation's operating environment and emerging markets. Numerous newly liberalized financial markets have experienced heightened regulation to promote robust practices for mitigating operational and market risks. Nevertheless, local organizations encounter challenges such as insufficient infrastructure, a shortage of suitably skilled staff, and technological limitations in addressing the identified risks (Johnson & Brown, 2020). Therefore, financial institutions remain compelled to enhance the efficiency of their risk management due to advancements in international standards and domestic regulations.
This study examines the challenging journey of Risk Management development to identify where current frameworks are effective and where improvements can still be made. In summary, this paper aims to evaluate experiences at the global, regional, and local spheres to highlight any challenges and opportunities that may emerge from the current varied risk structures for financial institutions.

1.2 [bookmark: _Toc192775136]Statement of the Problem
Contemporary financial institutions face a multitude of intricate risks within their operations and the structure of the organizations. Business threats, such as system breakdowns, fraud, and structural challenges, risk disrupting the institution's regular operations, thereby harming market trust. Similarly, changing economic factors present market hazards that lead these institutions to face unpredictable and frequently unmanageable financial losses. Currently, numerous methodologies exist for creating an effective risk management framework; however, many financial institutions encounter difficulties in implementation because of the complex challenge of balancing operational risk with market risk. This is combined with roles that necessitate the integration of risk management systems throughout the organization's departments, and factors such as organizational conflict, regulations, and technological limitations in risk management may hinder progress.

Nonetheless, there is quite limited research on adapting those models, like COSO ERM and Basel III, to enhance their applicability for particular organizations. Consequently, the challenge persists regarding how these risk management strategies might be tailored to fit particular operational and market situations. This study seeks to address this gap by evaluating the appropriateness and efficacy of the existing frameworks that have been applied, while also exploring the obstacles to their integration and the potential for enhancing risk preparedness within the financial sector. The findings ought to aid in theory advancement and application – to prepare the financial industry to manage risk conditions more effectively.

1.3 [bookmark: _Toc192775137]Purpose of the Study

The research intends to thoroughly examine risk management frameworks employed in financial organizations, emphasizing their relevance, efficiency, and challenges in integration. This aim is divided into four distinct goals:
1. To evaluate the relevance of current risk management frameworks for different kinds of financial institutions.
2. To assess how well these frameworks reduce operational and market risks in financial institutions.
3. To recognize major obstacles and possibilities in executing integrated risk management systems within financial institutions.
4. To suggest effective measures for improving risk management practices in financial institutions.
1.4 [bookmark: _Toc192775138]Research Questions
This study addresses the following core research questions:
1. To what extent are the current risk management frameworks relevant and applicable within financial institutions? 
2. How successful are these frameworks in addressing operational and market risks? 
3. What obstacles and opportunities are associated with the implementation of integrated risk management systems? 
4. What best practices can be adopted to improve risk management within financial institutions?
1.5 [bookmark: _Toc192775139]Hypotheses/Theoretical Model
1. Primary Hypothesis
· H₀:An effectively integrated risk management framework does not meaningfully diminish operational and market risk weaknesses in financial institutions 
· H₁: A properly established risk management system greatly minimizes operational and market risk weaknesses in financial organizations.
2. Sub-Hypotheses
· H₀₁: There is no notable correlation between the effectiveness of risk management frameworks and the decrease of operational and market risks in financial organizations 
· H₁₁: A considerable connection exists between the flexibility of risk management frameworks and the decrease of operational and market risks in financial organizations.
· H₀₂: A considerable connection exists between the flexibility of risk management frameworks and the decrease of operational and market risks in financial organizations.
· H₁₂: Adherence to regulatory guidelines in risk management systems does not notably improve financial stability in organizations.
· H₀₃: The incorporation of technology into risk management frameworks does not significantly reduce financial vulnerabilities in institutions 
· H₁₃: The incorporation of technology into risk management systems plays a crucial role in minimizing financial weaknesses within organizations.

Theoretical Model
The theoretical framework of this study incorporates elements from the COSO ERM and Basel III frameworks. What is demonstrated here is that this paper contends that risk management in financial institutions involves several elements, including the capacity of the established framework to adjust to certain strategies and the degree and way in which these institutions fulfill the necessary regulatory requirements while implementing suitable technologies to address operational and market risks proactively. In this regard, it is proposed that each of these elements contributes to an improved credit standing by reducing preventable losses and/or enhancing overall stability. This model serves to evaluate hypotheses and provides a framework that allows for an analysis of the strength of risk management across different organizations.
1.6 [bookmark: _Toc192775140] Significance of the Study
Therefore, this research seeks to offer important perspectives on risk management in financial organizations to assist professionals, decision-makers, and the academic community. The importance of the research is detailed below:

Contribution to Risk Management Practices
The findings of the study will aid in understanding the effectiveness of various risk management frameworks and can benefit financial organizations in choosing a suitable framework for handling operational and market risks. They will also attract the attention of risk management experts and corporate financial managers who require current research and data to guide them in selecting and utilizing frameworks.
Policy Implications
The research will help in recognizing the key challenges and opportunities of integrating risk management systems. Consequently, it will offer targeted practical suggestions that may aid in the development of policies and the establishment of new regulations. These results can assist policymakers in enhancing regulations that lead to better risk management across the financial sector and promote stability among organizations.
Impact on Financial Stability Programs
Regardless, the results of this study ought to be beneficial for initiatives aimed at enhancing financial resilience. The research will serve as a foundation for expanding existing frameworks to tackle the current risk conditions, potentially leading to the development of improved strategies and methods for managing operational and market risk challenges.
Guidance for Strategic Decision-Making
This study will establish a basis for deciding other approaches related to risk management strategies and practices. Particularly in the current unstable global markets, financial organizations might consider the findings of this research beneficial when developing approaches to improve their specific risk management practices to avert future financial downturns.
Potential for Innovation in Risk Management
It is essential to observe that by determining how technological tools align with risk management frameworks, the study could provide paths for additional research. For example, utilizing big data, robotics, AI, and machine learning in risk profiling might lead to recommendations for implementing enhanced, prescriptive risk mitigation strategies.

This paper aims to address deficiencies in existing knowledge, assist in improved decision-making, and thereby contribute to the advancement of both theory and practice in risk management within financial institutions. The results ought to benefit both academic and industry environments since, if put into practice, they could enhance institutional defensive and financial standings.



[bookmark: _Toc192775141]CHAPTER 2
[bookmark: _Toc192775142]LITERATURE REVIEW
2.1 [bookmark: _Toc192775143]Introduction to Risk Management in Financial Institutions
Managing risk in financial institutions is a complicated procedure that has experienced significant changes over the past several decades. The primary aim of risk management is to recognize, quantify, evaluate, and manage risks that could adversely affect an organization’s assets and earnings. Economic threats are multifaceted and encompass systemic risks, which pose threats that affect the entire financial framework globally, along with idiosyncratic risks, which are unique to specific financial institutions.

While the idea of risk management has been implemented in banking institutions for many years, the establishment of the Basel Committee on Banking Supervision (BCBS) has significantly contributed to the development and improvement of risk management through the establishment of international banking standards. The Basel II and III Accords offer numerous adaptable risk management standards that include crucial demands for sufficient capital to cover risks, improved methods of risk assessment, and enhanced disclosure (Basel Committee on Banking Supervision, 2011).

Risk management encompasses regulatory aspects as well. It necessitates adhering to an organization's aesthetic standards and stakeholders as it involves balancing profit and risk. This involves selecting the appropriate choice to enhance returns and reduce risks, which is central to the operations of financial institutions (Crouhy et al., 2006).

Overview of Risk Management Frameworks
[bookmark: _Toc192775144]2.2.1 COSO Enterprise Risk Management (ERM) Framework
The COSO ERM framework is now among the most acknowledged frameworks, providing a clear and structured risk management approach. It is envisioned widely to encompass and gather all types of risks into a unified framework. The structure consists of eight interconnected elements: control activities, events, risks, internal environment, objectives, controls, information, communication, and monitoring (COSO, 2017). The adaptability of the COSO ERM framework has proven to be a major benefit, as organizations have employed it to tackle different types of risk and frameworks. Nonetheless, implementing the framework can occasionally be challenging, uncomplicated, or effective, since it demands considerable effort and backing from the organization. Arena, Arnaboldi, and Azzone (2010) suggested that the effectiveness of COSO ERM implementation relies on the organization's corporate culture and, importantly, on the commitment of top management.

[bookmark: _Toc192775145]2.2.2 Basel III Framework
Under Basel III, there is a clarification of the type of risk that prudential regulators seek to alleviate: banks' capacity to withstand shocks resulting from financial and economic strain. The four pillars consist of elevated own funds requirements, a standardized liquid asset ratio, and a non-risk-based leverage ratio (BCBS, 2011). These actions aim to stop future financial crises from recurring, as such crises weaken the resilience of banks. The idea behind Basel III was created to establish stronger banking systems worldwide, yet it faces some criticism. Haldane (2012) proposed that the Basel III regulations, because of their intricate rules, might not enhance the scenario and could create additional risks. Moreover, uncertainties persist regarding the sustainability of the Basel III implementation process across jurisdictions, as this process may represent the ongoing trends of regulatory arbitrage alongside the changes in competitive dynamics within the global banking sector (Tarullo, 2014).

[bookmark: _Toc192775146]2.2.3 ISO 31000
ISO 31000 serves as a risk management framework suitable for all organizations and businesses, irrespective of their size, operations, range, and sector (ISO, 2018). It enables the creation of a comprehensive, sustainable risk management process across the organization, forming a key part of its governance, strategic and operational planning and implementation, management reporting, policies, values, and culture. One advantage that distinguishes ISO 31000 is its ability to be readily tailored to align with an organization's or company's goals and requirements. Nonetheless, it is also a drawback for the same reason since it permits flexibility in governance risk; it can be difficult to uphold and has less clarity about what is acceptable and what is not for risk management approaches. As per Purdy (2010), ISO 31000 serves as a useful framework for organizations to adhere to, relying solely on the organization's willingness to adopt risk management.
[bookmark: _Toc192775147]2.2.4 IFRS 9
IFRS 9 represents a major shift in the accounting of financial instruments, incorporating a new model for expected loss impairment and updated standards for hedge accounting. The objective mentioned was set to provide a more suitable timing for recognizing loan losses and to streamline the presentation of financial instruments (IFRS Foundation, 2014). The implementation of IFRS 9 represents a significant shift in risk management for financial institutions, particularly in the domain of credit risk management. The IFRIC model, referred to as expected credit losses, requires institutions to acknowledge credit losses sooner than before, thus providing guidance on capital planning and risk management (Barth & Landsman, 2010). Nonetheless, the adoption of IFRS 9 is challenging, particularly for smaller organizations, due to insufficient data or systems needed for the elevated standard (Gebhardt & Novotny-Farkas, 2011).
[bookmark: _Toc192775148]2.3 Variables Influencing Framework Effectiveness
[bookmark: _Toc192775149]2.3.1 Adaptability
Adaptability is the crucial element that determines the effectiveness of risk management frameworks. Mikes (2009) believes that due to the inherent differences within organizations, it is essential for a framework to handle these in order to achieve positive outcomes adaptably. This encompasses the institution's size, the nature of its activities, and the types of risks the institution faces. Having a framework that is too rigid poses a risk as it may not suit any organization, whereas if the framework is excessively fluid, it offers minimal useful guidance.
[bookmark: _Toc192775150]2.3.2 Regulatory Compliance
Risk management frameworks indicate yet another component where regulatory compliance is viewed as a key success factor. The banking sector is highly sensitive; when managing it, one must acknowledge that adhering to established regulations is essential. Tarullo (2014) notes that these frequently intricate and thorough frameworks can impose a significant strain on financial institutions due to difficulties in execution, particularly for smaller entities that might struggle to grasp complex risk management strategies.
[bookmark: _Toc192775151]2.3.3 Technological Integration
The incorporation of technology into risk management processes is slowly becoming prevalent in organizations. As referenced by Buchanan (2016), there is also the potential for advanced analytics, AI, and machine learning to transform risk management and provide improved risk evaluations. However, the adoption of these technologies is not seamless and may require reinvestment and technical expertise.
[bookmark: _Toc192775152]2.3.4 Organizational Culture
It is essential to understand that organizational culture is a key factor influencing risk management frameworks. Power (2009) notably highlighted that a culture of risk management is essential for any framework to function effectively. This is why risk management must be supported at all levels within an organization to ensure even the best framework functions effectively.
2.2 [bookmark: _Toc192775153] Summary of Past Studies
In recent years, significant research focus has been aimed at exploring the advantages and effectiveness, challenges and future possibilities of risk management frameworks within financial institutions. This part also examines several key findings from previous research, including Basel III measures and COSO ERM frameworks, obstacles that organizations face when adopting integrated systems, and the effect of technological advancements in the risk management sector.
[bookmark: _Toc192775154]2.4.1 Effectiveness of Basel III and COSO ERM
Basel III and COSO ERM serve as two prominent frameworks for risk management in the financial sector, as noted earlier, but their applications vary significantly based on context, institutional enforcement, and resource availability.
Effectiveness of Basel III
The existing international framework, Basel III, has contributed to combating global systemic risk due to its emphasis on high capital standards. Certain writers, Barth and Wihlborg, still claim that the new Basel III mandates regarding minimum capital adequacy and liquidity ratios have increased the safety of banking systems, particularly for large entities that can readily fulfill these requirements. Their research indicates that Basel III-compliant institutions performed favorably, exhibiting a reduced risk profile associated with declines in market-related assets. Barth and Wihlborg noted that maintaining these standards has prohibitively high costs, particularly for smaller institutions that may struggle to comply with these requirements (Barth & Wihlborg, 2017).
COSO ERM’s Holistic Approach
The COSO ERM framework assists organizations in implementing risk management and aligning it with their strategic management systems, thereby enhancing the handling of related risks. Beasley et al. (2018) observe that organizations adopting COSO ERM have incorporated risk management and its governance into a comprehensive risk management framework that aligns with their strategic goals. The approach taken by the authors of this study shows that using the COSO ERM framework promotes a proactive attitude towards risk management; organizations are urged to emulate this model and treat risks as a defense rather than a response. However, as highlighted by Beasley et al., the structure of COSO ERM can pose problems as well primarily because it may be difficult for organizations lacking the essential technical expertise to effectively implement COSO ERM.
Comparative Analysis
A comparative analysis by Gordon et al. (2020) highlighted that while both Basel III and COSO ERM are effective at risk management, their levels of efficiency differ. Although Basel III offers particular solutions for managing credit and liquidity risks, the adaptable COSO ERM frameworks facilitate the handling of operational and strategic risks. Incorporating aspects from both frameworks, the research suggests it could provide optimal benefits to financial institutions aiming to comprehensively tackle various types of risk (Gordon et al., 2020).
[bookmark: _Toc192775155]2.4.2 Implementation Barriers to Integrated Systems
The implementation of integrated risk management systems comes with challenges that limit or diminish the effectiveness of the approach. It is disclosed that these institutions face various regulatory, technological, and organizational constraints that hinder their ability to fully implement the systems.
Regulatory Pressure
The studies carried out by Allen and Carletti (2019) emphasize that adherence to regulations significantly burdens organizations, particularly in terms of resource usage, especially for smaller financial institutions. Frameworks like Basel III impose strict standards on banks, demanding significant implementation of compliance tracking and reporting systems. As stated in the article by Allen and Carletti, smaller banks encounter difficulties with this system as the expenses must be covered within their current budgets, resulting in reduced funds for other risk management initiatives. As a result, these organizations are unable to fully implement risk management systems collectively (Allen & Carletti, 2019).
Technological Barriers
Cheeseman et al. (2020) and Currie et al. (2021) identify technological infrastructure as a fundamental issue. Their research uncovers the prevailing legacy systems that govern numerous financial institutions, which are unable to meet the requirements of data-intensive integrated risk management frameworks. Insufficient data processing prevents institutions from gathering and assessing information regarding emerging risks instantaneously. Currie et al. suggest that updating knowledge and adopting information analytics tools are two important transformations that organizations aiming to improve an integrated threat management framework should adopt (Currie et al., 2021).
Organizational Resistance and Culture
Another aspect where organizational culture might impede the execution of integrated risk management is. DeFond et al. (2020) determined that organizations that excel in maintaining the current state are least inclined to adopt strong CRMs. Their research revealed that workers from risk-averse cultures tend to view risk management as more of an administrative task than a corporate one, diminishing the framework’s effectiveness. As emphasized by DeFond et al., identifying risks and incorporating risk management into the organizational culture is especially crucial during the implementation of frameworks.
[bookmark: _Toc192775156]2.4.3 Need for Change Due to Technological Development

The advancement of technologies offers great opportunities for enhancing risk management via improved tools for risk identification and prevention. The literature discusses the use of technologies such as, but not limited to, artificial intelligence (AI), machine learning (ML), and blockchain, which can improve risk management outcomes.
Artificial Intelligence and Machine Learning:
AI and ML technology are gradually becoming essential in leading predictive modeling and risk assessment. Anagnostopoulos (2018) provides insights on how these institutions can leverage AI-driven systems to assess large volumes of data to identify risk profiles, enabling institutions to adopt strategies to reduce risks before they arise. In the organizations that implemented AI-driven risk assessment tools, Anagnostopoulos observed improved precision in identifying new operational risks while managing existing ones, leading to increased overall efficiency for the institutions. Nonetheless, the writer highlighted that incorporating AI systems involves substantial upfront expenses, which will be challenging for smaller organizations.
Blockchain for Transparency and Security
Recent progress in digital technology, particularly through blockchain implementation, could enhance both the transparency and security of risk management data. Zhang et al. (2020) suggest that the decentralized nature of blockchain can aid in enhancing the transparency of financial transactions, thereby improving the capacity to verify risk data. Their research indicates that organizations utilizing blockchain technology in risk management processes experienced reduced fraud rates and heightened adherence to regulatory standards. Nevertheless, Zhang et al. indicate that the adoption of blockchain remains limited because of the significant initial costs for implementation and the necessary technical expertise.
Big Data Analytics:
Other significant big data tools are also beneficial in improving risk management as a type of transformation. According to Gandomi and Haider (2015), thorough real-time data analysis will effectively pinpoint the risks an institution faces. Their research indicates that organizations using big data analytics discovered it beneficial for managing both operational and market risks since they can gather extensive transactional data and manage outliers and trends effectively. In line with the argument presented here, Gandomi and Haider suggest that big data holds considerable promise and that organizations need to allocate resources to obtain the appropriate tools and personnel.
2.3 [bookmark: _Toc192775157]Theoretical Framework of the Study
The theoretical foundation of this study integrates the COSO ERM and Basel III frameworks to assert that adaptable, compliant, and technology-aligned risk management is essential for effectively managing risk in financial institutions. The reasoning for this framework indicates that organizations with greater compliance, flexibility, and technology-driven risk management will be better equipped to handle operational and market risk contexts.
· Adaptability: This indicates that the framework can adjust to the varied risk traits linked to distinct institutions.
· Regulatory Compliance: Aligns institutional practices with industry standards to mitigate legal risks and operational challenges.
· Technological Integration: Enhances the instruments to achieve greater understanding of risks, boost analysis, and elevate effective and prompt risk responses.
It will serve as the foundation for the empirical analysis of the study, evaluating hypotheses regarding its efficacy.

2.4 [bookmark: _Toc192775158]Conclusion
A literature review has established the optimal theoretical and practical framework for managing risks in financial institutions. Specifically, it highlights these frameworks: COSO ERM, Basel III, ISO 31000, and IFRS 9, which assist institutions in managing various financial risks. This analysis has also identified several elements that influence the effectiveness of these frameworks, including flexibility, adherence, technology, and organizational culture. Nevertheless, the current status of the research remains quite limited – the impacts of these frameworks are fairly well-explored. Nevertheless, inquiries regarding their sustainability and the relevance of these frameworks in different financial settings remain unresolved. These fields establish the foundation for forthcoming studies designed to provide a clearer insight into the optimal methodologies, practical challenges, and opportunities of the risk management systems employed in financial institutions.

