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Project:

Risk Identification and Analysis (Based on the project you chose in APM)

The objective of this report is to identify project risks, prepare a risk probability matrix,
and carry out an analysis of selected risks. Referring to the project you select in Advanced
projects management APM course, your task is to prepare a risk management plan that
identifies potential risks in the selected stage of the project and identify risk management
strategies.

From the course content and readings, you know that the overall purpose of risk planning
is to anticipate possible risk events and be ready to take appropriate action when risk
events occur—to eliminate or reduce negative impacts on the project.

You may wish to begin this exercise with a brainstorming about potential risks to get
candidate risks “on the table” for consideration. And then identify and refine that wording
for risks that have some realistic chance of occurring in this stage. For example, potential
weather problems present a real obstacle to completing field data collection by the
planned completion date. It is also an issue that the project manager will ultimately have
to plan for, as opposed to other issues such as a major disaster (e.g., your office burning
down), is not a high-enough probability event that requires much time in planning. As
described below, you will select several of the identified risks and carry out a risk analysis.

You will use the distilled list of risks to make a risk probability/impact matrix. The matrix
will have at least three categories (high/medium/low) for probability and impact.

Remember that it is important to name risks effectively—use words that describe the risk
event and point to the impact on the project (e.g., “injury of field technician disrupts data
installation work”).

After completion of the risk matrix, document a risk analysis for the selected risks. This
detailed documentation for that selected risk will include:

« adescription of the risk and potential impacts (schedule, quality of work, cost, etc.) on
the project.

« indicators or triggers that would be monitored to help identify the risk as early as
possible.

e specific risk response strategies to take.

Using probability and impact matrix calculate the Expected Monetary Value (EMV) for all
risks that have the impact in terms of cost $$.

Best of luck...
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Risk of Implementing Datacenter

Capacity Management System

Introduction:
The area of work in my professional front deals with a lot of significant projects that
are undertaken to enhance the adaption of the existing assets the organization
owns. One of the key functions to help realize this goal is Capacity and Demand
Management process. This is the process of managing risk to ensure server
availability, optimal utilization and forecasting of the required infrastructure and
computing resources to meet the current and future demand of a company's
business units in a cost-effective manner. Will discuss the risks related to
Implementing Datacenter Capacity Management System.
Methodology
We will go through a process like 8Rs and 4Ts, to help ourselves finding the
risk’s probabilities and its impacts. Brainstorming is the first step to identify all the
possible risks. We will make a list of them.

a. Table1

No.

List of Risk

Technical Team Availability (On board)

To implement on time (to avoid any delay of going on production)

Define the impacted systems (no missing systems might be impacted)

Integration with other systems (ensure integration methodology applicable)

User experience (not friendly)

o g B W N

User Acceptance Test (UAT) scenarios




Now we have a list of risks, we will make a risks matrix (determine the probability
and impact of each risk), which will go after that to risk register. (Low = 0 to 0.29,
Medium = 0.3 to 0.69, High = 0.7 to 1).

a. Table 2
No. List of Risk Probability Impact
1. Technical Team 0.2 0.8
Availability (On
board)
2. To implement on 0.4 0.2

time (to avoid any
delay of going on

production)

3. Define the impacted 0.3 0.3
systems (no missing
systems might be

impacted)

4. Integration with other 0.4 0.8
systems (ensure
integration
methodology
applicable)

5. User experience (not 0.2 0.8

friendly)

6. User Acceptance 0.8 0.8
Test (UAT) scenarios




After collecting and evaluating the risks, it time to evaluate the severity to start
thinking about the response plans for each risk and try to mitigate the impact. For

calculating the severity, we used Risks Matrix and Bow-Tie to find the response
plan.

a. Figurel

Probability

medium

0.7-1

Impact

b. Figure 2



People
Premises _ :
Strategic Dradesase Financial
Products
Tactical Infrastructure
D 0
Operational Reputational
Comphance Marketplace
c. Table3
. . o] : Mitigate
No. List of Risks | Probability | impact | Severity | Response plan _
Action
Technical . _
Assign the Apply multi
Team : . -
o 0.2 0.8 | Medium | technical team shifting
Availability (On _ _
ahead of time mechanism
board)
Communicate
Try to get
_ the
To implement _ . sponsor
_ implementation
on time (to approval on
) plan and set ]
.| avoid any delay 0.4 0.2 Low extending
. the expected
of going on _ the
_ requirement _
production) production
from each
date
stakeholders
Define the To collect all
_ ) ) To apply for
impacted 0.3 0.3 | Medium | the systems in
Change
systems (no the




environment

Request

d. Table 4

missing
systems might and define the (CR)
be impacted) impacted ones
. . To analyze all
Integration with _
collected Find
other systems _
related alternative
(ensure : o
) ) 0.4 0.8 High systems and solution like
integration o
ensure the migration for
methodology N
_ capability of example
applicable) _ _
integration
Select Subject
Matter Experts | Collecting
(SMEs) from the users
the Business comments
User
. . Users to test and
.| experience (not 0.2 0.8 | Medium
. the user feedback
friendly) .
interface and do the
during the Test required
environment changes
stage
To get
approval on _
Accepting
User the UAT .
. the minor
Acceptance scenarios
0.8 0.8 _ changes or
Test (UAT) ahead of time
_ apply for
scenarios from all
(CR)

stakeholders

(Testers)




Here we are going to calculate the EMV cost for our system implementation. All

the numbers you are going to see are not real cost but it is evaluated based on
similar experience.

_ - Impact Cost Risk
No. Risk Probability )
SR Contingency
Technical Team
1. o 0.2 3000 500
Availability (On board)
To implement on time
2. (to avoid any delay of 0.4 2000 500
going on production)
Define the impacted
systems (no missing
3. _ 0.3 3000 1000
systems might be
impacted)
Integration with other
systems (ensure
4. integration 0.4 200 50
methodology
applicable)
User experience (not
5. _ 0.2 3600 600
friendly)
User Acceptance Test
6. _ 0.8 5000 4300
(UAT) scenarios
Total 16800 7450
3. Results

The total potential impact on the plan is 16800 SR, while the contingency cost is
7450 SR.

4. Discussion



In (Table 3) we can see the result of reposing plan and how to mitigate the risk. It
is important to note that we should be aware of all risks but shouldn’t waste the
time on risks with green color, it is better to focus on orange and red risks
because they have higher probability and huge impact.

In (Table 4) we can see the result of the risks cost on the budget. The higher
number was for User Acceptance Test (UAT) scenarios, so it has the higher
priority. There are some risks that you should be careful from them like To
implement on time, Define the impacted systems and Integration with other

systems. They will drag money from the budget.

Adding more on the professional front, the team | lead is not only responsible for
successful asset management strategy and execution but is primarily responsible
for governance of all asset hardware within the organization. My team
dedicatedly works on various governance aspects like compliance, risk
assessment and management, performance monitoring of various initiatives,
supporting internal audits and management reviews and lastly, close all these
points with relevant asset owners in a way that is acceptable and in line with
organizations initiative.

The team under my guidance works on the following aspects around risk

management and performance improvement across the organization:

Risk Management:

Contribution in identifying comprehensive risk analysis and risk management
measures to support business continuity, cyber security, executive decision-
making, performance improvement, and prioritization of resources.
Consulting and suggesting the levels and quality of service objectives and
defining risk thresholds and parameters for each asset category

Identify and agree on various risks arising out of internal and external sources

and support in documenting risk mitigation procedures which includes identifying



risk, assessing the risks and quantifying the impact of the risk and grade them
accordingly.
Ensure compliance to all applicable local, environmental, data governance

regulations and adhere to their compliance.
Performance Management:

Establish performance metrics and other associated KPIs to measure the
performance of assets across categories and communicate it with relevant
owners

Provide consultations around developing and implementing processes to develop
those metrics and KPIs.

Evaluate data related from various asset management systems used to evaluate
its compliance with organisational objectives.

Ensure adequate documentation around asset management to make informed

decisions about technology upgrades, technical and financial consistency.
Compliance and Audit:

Represent technology architecture general department for internal audits that
takes place at a planned interval to ensure the adequacy and applicability of
asset management systems and work on any observations they raise. The scope
of the internal audit focusses around:
o Review of monitoring mechanisms and implementation
o Review the sector policies, procedures and standards.
o Review of technology architecture (covering data, application,
infrastructure and assets governance) and all its components.
o Review of hardware and software assets governance (documentation,
tools and activities)
o Review of alignment with other assurance functions such as Cyber
Security, Enterprise Risk Management (ERM) and Corporate Analytics &
Data (CAD)



e Design continuous improvement programs as per the findings of the audit and
monitor the progress around these initiatives

e Highlight the findings to senior management and socialize the impact of the risks
associated with observations and obtain buy-ins to commission programs to
mitigate them.

e Develop and implement the processes and procedure to deal with non-
compliance including criteria for investigation and actions.
My team successfully executed various criteria from above in their day to day
operations and as a section manager, my responsibility lies in guiding them in
their initiatives and ensuring all the actionable items have been executed and
produce desired outcomes.
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