Project Management Technologies

woyleill gainall 130 (oitiy I Jgll gLl ' o
" ailoainoll cliyg'dioiil Joell Jildo plell prdig oigleill

daotaill go Mjo 4

PMG 312- L9

S4 - Tools and techniques for developing the project
=B
Ch. 11 - Introduction to risk

@SVl erox)ldooly

EVERYONE S SMART UNIVERSITY C h . 2 2 = R iS k m eC h an iCS



Section four

Ch. 11 Chapter 11- Introduction to risk

dRisk management
dProject risk management
Risk identification
dldentification tools
Risk register

a5 il eronldooly
VERYONE S SMART UNIVERSITY




Section four
Ch. 11

Introduction to risk




Section four
Ch. 11

Risk management

dThere are many uncertainties with everything in life but planning for uncertainties can
prevent or reduce negative outcomes, thus bringing about the term risk
management.

Risk can be thought of as unplanned events in the future that could occur.

dProject risk management is both the art and science of studying identification,
analysis, and response to risk events throughout the life of a project.

dThe objective is to increase the probability and impact of positive events and to
decrease the probability and impact of events considered to be adverse to the
project. Some risks that are inherent in the project goal can never be avoided. Also,
all risks cannot be fully mitigated because of financial and practical limitations.
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dRisk management is formally defined as the systematic process of planning for,
identifying, analyzing, responding to, and monitoring project risks involving
processes, tools, and techniques to help the Project Manager maximize the
probability of a predictable outcome.
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dTo be effective, the risk management process must be proactive throughout the
project life cycle.

Risk management

dTherefore, not only does a Project Manager anticipate and plan for the event, but the
Project Manager must also monitor activities during the execution phase to minimize
risk impact when the event does occur.

dThe ultimate management vision of risk management is in understanding the realm
of potential risks that can occur in the project as well as how each risk can affect
project success.

Risks are potential events with a probability of less than 100% occurring and the
Impact of the risk is measured in terms of how the risk event will impact the project
objectives if it occurs.
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It is important to note that a risk occurring can pose an opportunity or a threat.

dMost risks are viewed as negative but sometimes the event can be linked to a
positive factor such as new technology being introduced.

dIf successfully delivered, this can create a competitive advantage for the
organization.

dTherefore, in some cases, arisk event can relate to a better approach, resulting
In a better outcome that may not have been available when the project first
began.
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dRealize that a risk event relates to something that has not happened yet.

dThe vocabulary term trigger is used to define an early warning sign that a risk
event has occurred or is about to occur.

Delivering a project successfully within cost, time, and quality does not typically
occur without effective risk management and this is the reason the project
planning process must incorporate risk considerations.
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Risks are divided into two broad categories, known risks, and unknown risks, as
described below:

» Known risks are risks that are logically expected to occur and for which some
general probabilities and impacts can be estimated. These risks can be handled
through risk management techniques and can be minimized by following those
techniques.

» Unknown risks are not predictable events and are not generally anticipated in
terms of the formal risk evaluation process.

dThe wise Project Manager will realize that this management aspect of the project
dynamic is a critical success factor and will treat it accordingly. For that reason, the risk
IS becoming a topic of increasing interest.
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A risk management process identifies tools and techniques to aid in minimizing
uncertainty through understanding, assessing, and managing the uncertainty
Inherent in projects. It is now recognized that formal processes related to this
aspect of the project can have an effective impact on subseguent project
events.

As a result, a description of these actions becomes part of the content for the
risk management section in the project plan and the basis to show how risk in a
project environment is handled. These processes can include but cannot be
limited to project planning areas such as cost estimation, earned value analysis,
task allocation, and detailing how monitoring and control of the project is to be
accomplished.
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dWithin the framework of a project and as referenced in the PMBOK® Guide, risk
management consists of six major subordinate processes.
d

dThe six model processes are listed below and are also displayed in Figure 11.1:
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Risk management

Plan risk Identify Plan risk Monitor
. and control
management risks responses .
risks
I I
Perform Perform
qualitative quantitative
analysis analysis
< >

{Risk register documentation}

Figure 11.1 Risk management structure. (From Project Management Institute
(PMI). 2008. Risk management structure. In PMBOK® Guide, 4th ed. Newtown
Square, PA: Project Management Institute, Chapter 11.)
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dThe six model processes are listed below and are also displayed in Figure 11.1.:

1) Plan risk management. Consists of details outlining how to approach, plan,
and execute the risk management activities for a project with the main
output of this process being the risk management plan.

2) ldentify risk. This process defines the risk events that are likely to affect a
project.

3) Perform qualitative risk analysis. Prioritizes the identified events for
subsequent further analysis or action by assessing their probability of
occurrence and impact with the main output being to update the risk

register.



Section four
Ch. 11

Project risk management

4) Perform gquantitative risk analysis. Provides a quantification of the selected
events to establish a measure of impact.

5) Plan risk responses. Develops options and actions to enhance opportunities
and to reduce threats for the selected events. From the details resulting
from the planned responses, various mitigation plans are established and a
contingency reserve is established to handle the remaining potential events.
All these details are recorded in the risk register.

6) Monitoring and control risks. This management process is designed to track
both identified and unidentified new events. As these events are handled,
the process monitors the effectiveness of the mitigation processes.
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dRisk identification involves the definition of potential risks affiliated with a project.

dThese risks can be known risks for a potential project such as those identified by
looking at company historical records to see which risk factors have occurred before
on a related project.

dHowever, a brainstorming session is an often-used support process to further identify
other risks that may have never occurred before but still pose a threat to the project.

dSuggests categorizing risks using headings such as environment, technical,
resources, integration, management, marketing, and strategy.

dThe environment category is further broken down into government policy, exchange
rates, weather, culture, and so on.

[ M Technical arotinina coiild he new technoloadiec or methode
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dResource risks include people resources, monetary resources, and equipment
or material resources.

L Examples of the integration category are risks affiliated with merging new with
old systems.

dManagement category items include corporate policies, project management
techniques, and organizational structure.

dMarketing risks include customers and competitors.

dCompetitors can also be further broken down into direct, indirect, and
substitute.
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Direct examples are companies with similar products or services that sell to
similar customers.

dIndirect examples are competitors with related businesses or capabilities.

dSubstitute competitors are competitors who sell products or services that can
replace (be substituted as) your company’s products or services.

Adds in the category of “commercial risks,” which includes financing, warranty,
and vendor performance.

dThese categories are listed in Figure 11.2, which displays a sample risk
breakdown structure.
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Risk factors

Technical Commercial Management External
Requirements Financing Project management Facilities
Scope definition Warranty Corporate policies Weather
Technical process Vendor performance Environmental Political
Performance Legislation

Competition

Figure 11.2 Risk breakdown structure. (From Richardson, G.L. 2010. Project
Management Theory and Practice. New York: CRC Press, Taylor & Francis Group.)
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A fishbone diagram (also known as an Ishakawa or cause-and-effect diagram) is a
schematic map that is used to provide a logical method to list factors that may
affect a problem or a preferred corrective outcome.

dFigure 11.3 displays a sample layout of this diagram and Figure 11.4 displays an
example of a filled-out diagram relating to the car case study.

dThis method allows a team to graphically identify and detail the possible causes of
a problem.

dThe box to the far right of the diagram is the “effect” or problem and everything to
the left of the box is a possible cause of that effect.
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\ Problem
/ /' *  statement

Figure 11.3 Bones (major cause categories). Note that there is no perfect set or
number of “bone” categories—they can be moditied to fit the problem.

Ch. 11
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Environment Machinery Materials

Poor design

lL.Location
Culture — > Maintenance Machine
has poor
Quality data i
Specs Training yields

Measurement Method Manpower

Figure 11.4 Fishbone diagram to examine poor process output.
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dThe primary documentation output of the risk identification phase is the risk register.

dThis document is a formal repository source for capturing the project knowledge
regarding risks and their status.

dTable 11.3 displays a sample risk register as a tool for documenting potential risk
events and related information.

dThe name of the risk is listed under the risk column along with a description.

A risk may fall under a particular category (Categ.) such as technology, facilities, and
S0 on, and can have the category defined.
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Other information pertaining to the specific risk can be identified well such as the root
cause of the risk or any triggers that can signal activation of the event. The term
trigger Is used and can be defined as an early warning sign that a risk has occurred
or Is about to occur.

AN identified item in the risk register is a risk event and its corresponding trigger.
A planned response to the risk can also be tracked in the risk register along with the
risk owner, the responsible person for handling the risk, and the probability and

Impact assessment.

Last, the status column is used to signal the status of the event through the life cycle.
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Tble 11,5 Sample Risk Register Format

Root Potential ~ Risk
Number ~Rank Risk Descr. Categ. cause Triggers response  owner  Probability Impact  Status
R 1
R43 )
R2 J

Source: Adapted from Richardson, G.L. 2010 Project Management Theory and Practice. New York: CRC Press, Taylor & Francis Group.
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» Accept risk

« Avoid risk

« Risk monitoring and control
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O The first two processes were discussed in Chapter 11 and the remaining four processes are
discussed in this chapter. Below are the six processes:

1) Plan risk management: Consists of how to approach, plan, and execute the risk management
activities for a project with the main output of this process being the risk managementplan.

2) ldentify risk: Determines the risks that are likely to affect a project and documents the
characteristics of each with the main output of this process being the risk register.

3) Perform qualitative risk analysis: Prioritizes risks for subsequent further analysis or action
by assessing and combining their probability of occurrence and impact with the main output
being to update the risk register.

4) Perform quantitative risk analysis: Estimates numerically the effects of risks on project
objectives with the main output also involving updates to the risk register.
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5)

6)

Risk management

Plan risk responses: Develops options and actions to enhance opportunities and to
reduce threats to project objectives. Using the outputs of the above processes, various
risk response strategies are made, resulting in the main output of this process being also
to update the risk register as well as the project management plan and risk-related
contractual agreements.

Monitoring and controlling risks: Tracks identified risks, monitoring residual risks,
identifying new risks, executing risk response plans, and evaluating their effectiveness
throughout the project cycle. The main outputs of this process are recommended
corrective and preventive actions, requested changes, updates to the risk register, and
revised project management plan.
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dQualitative and Quantitative risk assessment and analysis:

» These analyses are simply a way to prioritize risks based on the consequences
that could occur should the risk occur.

= Prioritization is generally based on criteria set by the team and often listed from
most to least of concern.

* The purpose of these types of analyses is to analyze the likelihood of
occurrence and impact to the project should the risk occur.
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Qualitative tools and techniques
Figure 22.1 Qualitative risk analysis scorecard tool. |
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Different templates can be used to assist with this analysis.

dTable 22.1 is a template to assess project risks.

dAlso, Figure 22.1 is an example of a qualitative risk analysis scorecard tool.

dThe qualitative risk analysis tool such as the risk scorecard provides a way to
assess how likely it is for a risk to occur (probability of occurrence) and the
Impact the risk, if it occurs, will have on a project (consequence).

dIn this example there are different categories for probability such as very small,
small, moderate, great, and very great.

For instance, a “5” is given for a probability assigned to a risk of “very great.”

Although it appears as if these categories are subjective, there is a very detailed
document that accompanies different risk scorecards so that each risk will be
analyzed exactly the same.
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Steps in Decision Tree Analysis
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Figure 22.2 Sample decision tree analvysis. (From Richardson, G.L. 2010. Project
Managerment Theory and Practice. New York: CRC Press, Tayvlor & Francis Group.)
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dCommon quantitative risk assessments often use decision tree analysis,
sensitivity analysis, and simulation modeling.

Decision tree analysis Is a probabilistic evaluation of an event, which
can be modeled using the decision tree

ddiagramming technigue.

dFor example, it encompasses the cost of each available choice, the
probabilities of each possible scenario, and the rewards of each
alternative logical path.

Solving the decision tree provides the expected monetary value for each
alternative when all the rewards and subsequent decisions are
guantified, such as the example decision tree in Figure 22.2.

Quantitative risk assessment
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dThis decision tree example compares a strategy of pursuing a lawsuit or using
arbitration to settle a dispute.

Each of the branches outlines options that are considered and the corresponding
probability of that individual outcome.

At the end of each branch, the monetary result is displayed.

By multiplying the probability of the event times the outcome and summing the
branch, it is evident that the decision to pursue a lawsuit receives the greatest
expected value.

dHowever, it also has the highest potential for loss at $250,000.

dSometimes, the avoidance of a major loss is more desirable than achieving
maximum return.

L Sensitivity analysis is used in determining which risks have the most potential impact
on the project.

It takes each task and sees what the effect on project completion would be if it took
Its optimistic or pessimistic duration. while all other tasks took the deterministic value.
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O Sensitivity analysis can be in the form of a tornado diagram that ranks the project activities in order of
significance for, say, critical path.
O The tornado diagram helps decide where to focus attention.

O An example of a tornado diagram is shown in Figure 22.3.

NWMMEBSD 9N

Figure 22.3 Tornado diagram. (From Barbecana, Inc. 2011b. Full Monte™ User
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Risk response planning

dDefining risk responses is necessary so there is a plan in place to
respond to a risk should it occur.

dThis plan is helpful as it iIs a plan written in advance of the risk occurring
so that the team can easily refer to the plan should the risk occur.

dBeing proactive with risks is important as once a risk occurs, the team
could be Iin a state of distress trying to identify a solution if there isn't a
plan to fall back on regarding the best risk response.

dFollowing a plan that was written in advance helps the team be proactive
with the goal of enhancing opportunities and reducing threats to the
project’s objectives.

dThe four different risk strategies are accept risk, avoid risk, mitigate risk,
and transfer risk.
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dlidentifying the root cause of a risk or risks helps to understand the
reason why the risk could occur, which brings insights into whether a risk
will be accepted, avoided, mitigated, or transferred.

A risk be accepted if the likelihood of the risk occurring and the financial
Impact to the project are both low.

dIf the likelihood of the risk occurring and the financial impact to the
project are both high, the risk be avoided.

dFurthermore, If the likelihood of the risk occurring is high and the
financial impact to the project is low, the risk mitigation strategy may be
the best decision.

dFinally, if the likelihood of the risk occurring is low and the financial
Impact to the project is high, a risk-avoidance strategy may be best.
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0 However, each industry, company, and even project is unique, so what works for one project in one company within one
industry may not also work in a different project within a different company or industry.

O Even one project within the same industry and company may have very strong views and differing views on how to

handle risks.

Each of these strategies will now be addressed.

Risks can also be positive such as using a new software tool to speed up a task.

Using the tool could complete the task much earlier than estimated, which is a positive risk.

o O 0O O

However, there may also be potential negative risks affiliated with the tool due to the amount of time it may take for the
team to learn how to use the tool, which could potentially impact the project negatively if the learning time takes away

from other project tasks.
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dAccepting a risk takes place when a project team is aware of a risk that could
occur and decides not to reduce the likelihood of the risk occurring or the impact
it would have if it does occur.

AN example of accepting project risk is using a new technology.

U For instance, new software may have potential bugs in it that could negatively
Impact the project in some way.

dUltimately, the Project Manager has decided that no course of action is going to
be identified for dealing with this potential risk should it be realized.

dAnother example could be an outside community fair that carries the risk of
weather impacting the success of the fair.
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Since dates for the fair must be set, the project team will just accept the risk that
the fair may not be successful due to weather.

dIn some cases, a project risk has to be accepted due to circumstances such as
this example where there may not be a building large enough in a community to
house an indoor fair or the cost of such a building is beyond the funds available to

host the fauir.

dAccepting project risks is no different than the risk a person takes every day by
assuming risks in traveling by car, for instance.

dSometimes, it iIs impossible to do anything but to accept risks to move forward
within a project.
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O Avoiding a risk occurs when a project team is aware of a risk that could occur and decides to identify a plan of action to
reduce the likelihood of the risk occurring.

O This way the risk can be avoided and thereby it is unable to impact the project.

O To avoid the risk, a plan of action could be identified.

O Furthermore, sometimes a risk is decided by the Project Manager to be ignored for many reasons such as viewing new
technology as an opportunity versus a risk or for many political reasons as well.

O Now, an example of avoiding risk for a wedding planner is planning a wedding with a concern of an outdoor wedding
being rained out to instead hold the wedding in an indoor location.

O This is a way to completely avoid the risk from impacting the project, in this case, a wedding.

O Another example is of a company adapting different technology and considering new technology.

O The risk is that there may be problems finding skilled new hires experienced with the new technology.

0 A way to avoid the risk is for the company to instead adapt proven technology where there is an abundance of skilled

workers to hire.
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O Finally, risk monitoring and control needs to occur.

O This consists of merely tracking all the risks previously identified and implementing response
strategies as necessary, so the project is not impacted by the potential risks.

O The monitoring and controlling of risks is an ongoing effort throughout the life of the project.

4 Those risks that have been previously identified along with an identified risk strategy need to be
monitored to gauge how likely it is that the risk could occur.

O As a good rule of thumb, a Project Manager should not leave the risk monitoring and controlling effort
open-ended and instead set certain time intervals officially established for monitoring and controlling
risks.

 Therefore, one should not monitor and control risks once in the life of the project as that is not enough.

O Perhaps, the project plan should state that risks must be monitored and controlled when each major

milestone work begins and ends.
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Table 22.4 Tracking Risk Log

Status
Range of (execute
Probability time risk contingency, Action Assigned
Risk ID Risk Impact to of risk could watch, hold, currently team
number category  Description project occurring occur or closed) taken member(s)
Assign Vendor, Describe Describe Usea Identify Update the What is Team
each risk software, the risk what will consistent the range status from being member
a unique hardware, happen to scale such in terms continuously done to assigned
number/ resources, the project as 1% to of monitoring monitor to the
name for and so on if this risk signify an month/ the risk or control project
tracking materializes extremely day/year throughout the risk
purposes such as an unlikely or use the the life cycle such as
extra cost, occurrence term of the project extra
scheduled to 99% to “"BOP to and assign a meetings
delay, and signify an EOP” to category to with the
SO on almost signify the status customer,
certain the such as hiring of
occurrence beginning execute additional
of the contingency, resources,
project to watch, hold, and so on
the end of or closed

a project
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O The team cannot decide to suddenly begin monitoring and controlling risks in the middle of a project.
O For project success, a process at the onset of the project must be established for the team to follow in monitoring and
controlling risks.
O Therefore, it is important to develop the process for your team to carry out the task of monitoring and controlling risk so
that risks can be reported, which is not limited to but should include the following tasks:
» Look at current risks in exploring how these risks could be reduced or eliminated and no longer need coverage.
» Track systematically the identified risks in a risk log displayed in Table 22.4.
» ldentify new risks continuously throughout the life cycle of the project.

> Produce lessons learned for future risk assessment and allocation efforts.
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Table 22.5 Contingency Fund Calculation

Risk P (risk probability) I (cost impact) Risk contingency
A 0.8 $10,000 $8000

B 0.3 $30,000 $9000

C 0.5 $8000 $4000

D 0.10 $40,000 $4000

E 0.3 $20,000 $6000

F 0.25 510,000 $2500

Total $118,000 $33,500

Source: Adapted from Mocal, T. 2008. Management Tip of the Week, www.Tenstep.com
(accessed September 2011).
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After all risks have been identified and analyzed, the Project Manager needs to set aside sufficient reserves to support
these future events.

The simple example shown in Table 22.5 illustrates the mechanics of this process.

Mathematically, these calculations would indicate that a contingency fund of $33,500 would be sufficient to cover this
probabilistic set of items.

However, note that risk D by itself would wipe out the fund, so what is wrong with this process?

First, we have to recognize that the expected value calculation requires a sufficient number of observations to function
properly.

Second, this process is not a pure science and there will likely be events occurring that are not in the list, as well as
probability and impact quantification errors.

Under normal situations, the number of items identified will suffice for the mathematical size requirement, leaving
behind the quantification and undefined event issues.

Experience will help with the specification of a valid contingency reserve and on that basis will be somewhat stable to
management.

However, it will always be an issue to show reserves in a project for items that have not yet been physically defined or
happened.

Regardless of the amount set aside for this class of unknowns, it is important to recognize this time and cost aspect of
the planning process.

The Project Manager has the challenge of justifying to management why these additional funds are needed.
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O Risk planning begins with a series of steps designed to help approach, plan, and execute the risk management
activities, which constitutes the first major step in risk management.

Summary

L The second process step involves the identification of risks by looking at a company’s historical records to identify all
previous risks encountered on past related projects, which was the second objective of this chapter.

0 Risks are analyzed with a quantitative or a qualitative assessment.

1 Once the risk has been thoroughly assessed, a plan as to how to respond to the risk is identified.

0 Therefore, a plan is put in place to respond to each risk event with the goal being to enhance opportunities and reduce
threats to the project’s objectives.

U The last step is the monitoring and controlling of risks throughout the life of the project.

O This section has discussed many tools and techniques in risk management, which will require many resources for the

Project Manager and project team to be successful.

O Most importantly, although risks are identified at the beginning of the project, new risks may become identified
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