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Definition
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Significance
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Background and Development
03

• After nearly 20 years of development, graded protection has experienced 
three stages.



Scope
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Grades
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• The grades are defined based on the extent of information system damage to citizens, 
society, and state.



Basic Technical Requirements
06

Each grade of protection has corresponding technical requirements. For 
example, the technical requirements for Grade III cover 5 aspects:



Process
07



Other Standards - US - TCSEC
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•   Trusted Computer System Evaluation Criteria (TCSEC)
•   First formal standard for computer system security evaluation
•   Proposed by the Defense Science Board in 1970 and released by the United States 
Department of Defense in December 1985



Other Standards - Europe - ITSEC
09

• Information Technology Security Evaluation Criteria (ITSEC)
• Formulated by the UK, France, Germany, and the Netherlands, the ITSEC makes better progress in 
function flexibility and related evaluation technologies than TCSEC; applied in the military, government, 
and business sectors



Other Standards - Sarbanes-Oxley Act
10

- Public Company Accounting Reform and Investor Protection Act of 2002, 
commonly called SOX.



Scope
10

The legislation in the Sarbanes-Oxley Act (SOX) stems from a December 2001 securities scandal involving Enron, then 
one of the largest energy companies in the United States.

The company hid massive debts that, when revealed, sent stock prices tumbling. With investor confidence 
"thoroughly destroyed", the United States Congress and government rapidly introduced the SOX Act. 

The act promised "to protect investors by improving the accuracy and reliability of corporate disclosures made 
pursuant to the securities laws, and for other purposes."

•   The act contains the following:
□ Setting up the Public Company Accounting Oversight Board (PCAOB) to supervise registered public accounting firms
□ Strengthening auditor independence
□ Increasing the corporate responsibility for financial reports 
□ Enhancing financial disclosures
□ Increasing criminal penalties



The End 

Please feel free to contact 
me anytime if you have any 
questions …….

Abdelrhman Ahmed Refaat:
abdelrhmanahmedrefaat@gmail.com


