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What is SQL Injection?

* SQL injection is a technique used to take advantage
of non-validated input vulnerabilities to pass SQL
commands through a web application for execution
by a backend database.

* SQL injection is a basic attack used to either gain
unauthorized access to a database or to retrieve
information directly from the database.

* Itis aflaw in web applications and not a database or
web server issue.
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Web
Browser . s\;\’;l;r
(Client)
Normal Query
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function connect_to_db()[{...}
function display form()[{---

function grant_access()|{...}
function deny_access()[{-...}]|

connect_to_db();

if (!isset($_POST( 'submit’'])) {
display_form();

}

else{
Suser ->stribslashes($_POST[‘w~‘ ame
Spass = stripslashes($_POST(["password
S$query - réarcr * FPROM login
echo $query . - et
$SQL ~ mysqgl qucry(Squcry),
if(mfsél_bum_idwé(ssoi) $ Oi
grant_access();
else
deny_access();

}

7>
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SQL Injection

Member Login

Usrname ;

user ‘Suser’' AND “pass Spass ;
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Member Login
Username : Alice

Password : =sxxxxxx

Alice cse730
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SQL Injection

SELECT * FROM ‘login‘ WHERE ‘user' = ‘Alice’ g and 'pass‘ S| et et ot i i 0

— ¢ kkkkkkkkr .
)

Enter
Username SELECT *
Web & FROM Users
BrO\:ser Password | \web WHERE user="Aice* -
(Client) Server AND pwd="cse730 '

Normal Query

-— D

AN paroal ooty
o SMmany ¥




Why : SQL Injection

Why Bother about SQL Injection?
On the basic of application used and the way it processes user
supplied data, SQL injection can be used to implement the |
attacks mentioned below: ataAl g.g_mll&nob
» Authentication Bypass: an attacker logs onto an B Al e
application without providing valid user name and |
password and gains administrative privileges.
* Information Disclosure: an attacker obtains sensitive
information that is stored in the database.
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Why : SQL Injection

« Compromised Data Integrity: An attacker uses
this attack to deface a web page, insert malicious
content into web pages, or alter the contents of a
database.

« Compromised Availability of Data: Attackers use
this attack to delete the database information,
delete log, or audit information that is stored in a
database.

- Remote Code Execution: It assists an attacker
to compromise the host OS
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SQL Injection

SQL Injection and Server-side Technologies

* Server-side Technology: Powerful server-side technologies like
ASP.NET and database servers allow developers to create dynamic, a_&j_’;_” M&_iﬂob
data-driven websites with incredible ease. |

* Exploit: The power of ASP.NET and SQL can easily be exploited by
hackers using SQL injection attacks.

* Susceptible Databases: All relational databases, SQL Server, Oracle,
IBM DB2, and MySQL, are susceptible to SQL-injection attacks.

* Attack: SQL injection attacks do not exploit a specific software
vulnerability, instead they target websites that do not follow secure
coding practices for accessing and manipulating data stored in a
relational database.
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“How Web Applications Work

-
a—— et ) i bl i g gl L e ol g

* A user enters a user name and password that matches a record in
the user's table.

* A dynamically generated SQL query is used to retrieve the
number of matching rows.

* The user is then authenticated and redirected to the requested
page.

diSall g.l.na.ll asoln
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SELECT Count(*) FROM Users WHERE UserName=username AND Password=pasword

AN pproll ooy




Chapter
07

SQL Injection

"How Web Applications Work

* When the attacker enters blah' or 1=1 -- then the SQL query will

look like:
SELECT Count(*) FROM Users WHERE UserName='blah' Or 1=1 --'
AND Password="
* Because a pair of hyphens designate the beginning of a comment
in SQL, the query simply becomes:
SELECT Count(*) FROM Users WHERE UserName='blah' Or 1=1
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Hack Me! SQL Injection

| At o i s il G P S . DO W T s

o Member Login &_.5_}_” 8‘.0.?." dn.ol.:
e mmmhUsername : “ ‘,,:uw .

) OR (a7:¢a -Password . T Jasil Jido pie ?'-fu'l.r‘i.«
.

SELECT * FROM 'login' WHERE 'user = OR ‘a’=‘a’ AND
‘pass = OR ‘a’=‘a’
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Victim Server

@

unintended
SQL query

(3) receive valuable data
Attacker

Victim SQL DB
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1. App sends form to user. .
User Bl At i S il G g S el DO W d

2. Attacker submits form with

SQL exploit data. Pass | ‘or 1=1--
diSAll graall @2oln
3. Application builds string P Al S v"aw :
with exploit data. ol sl hanl ks hio gl e

4. Application sends SQL

query to DB. Firewall

5. DB executes query,
including exploit, sends A4
data back to application.

A 4

S

6. Application returns data to
user.
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SELECT columni, column2,
FROM table name
WHERE condition;

UPDATE table _name
SET columnl = valuel, column2 = value2,
WHERE condition;

DELETE FROM table_name WHERE condition;DELETE
FROM table name WHERE condition;

INSERT INTO table name (columnli, column2, column

i TR——
VALUES (valuel, value2, value3, ...);
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Example of SQL Injectio

Example of SQL Injection: Updating Table

SELECT * FROM ‘'login® WHERE ‘user =¢ user —
| - asvoln
inputs > AND “pass’'=‘user inputs’ "'.'.53“ groall :

ol luws glaly AN JolW SUSI G (o=
axdl Jdde pledl padsg o9

Jasil MG =

User inputs: '="; UPDATE 'login’ SET "pass =‘pass123’ WHERE "user’'=‘timbo317’;--

SELECT * FROM 'login" WHERE "user =*’;
UPDATE 'login” SET "pass =‘pass123’ WHERE
‘user =‘timbo317’;--> AND “pass'=*’
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Example of SQL Injectio

Example of SQL Injection: Adding New Records

User input: ’; INSERT INTO ‘login’ (‘'user','pass') VALUES diSall 8-'-9-3-“ asoln

('"haxor','whatever’); -- 1 gl g0 o A

Jasdl Ji ofl padyg |

SELECT * FROM ‘'login' WHERE 'user =’; INSERT INTO 'login’
(‘user','pass') VALUES (‘haxor','whatever’); --> AND ‘pass =
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Example of SQL Injectio

Hack Me! SQL Injection
: DROP TABLE ‘login'; - =)

Member Login

\ Username :
Password :

Example of SQL Injection: Deleting a Table

blah'; DROP TABLE Creditcard; --

SQL Query Executed

SELECT jb-email, jb-passwd, jb-login id, jb-last name FROM members
WHERE jb-email = 'blah'; DROP TABLE Creditcard; --';
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SQL Injection types

There are two main types of SQL injection:
* Error-Based SQL Injection:
* Attackers intentionally insert bad input into an application,
causing it to throw database errors. diSAll g.l.n.:ll dsoln
* The attacker reads the database-level error messages that result |
in order to find an SQL injection vulnerability in the application.
* Based on this, the attacker then injects SQL queries that are
specifically designed to compromise the data security of the
application.
* Blind SQL Injection:
* The attacker has no error messages from the system with which
to work.
* Instead, the attacker simply sends a malicious SQL query to the
database.
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Error Based SQL Injection (?) . e~

d153ll groall @oln

*Error based SQL Injection forces the database
to perform some operation in which the result will

be an error. 5 R 1
*This exploitation may differ from one DBMS to
the other.

Microsoft OLE DB Provider for
ODBC Drivers error '80040el4’
[Microsoft] [ODBC SQL Server E
Driver] [SQL Server]Unclosed
quotation mark before the
character string '’'.
/shopping/buy.aspx, line 52
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Error Based SQL Injection:

* UNION SQL Injection

* System Stored Procedure

* PiggyBacked Queries:

* Tautology

* |llegal/Logically Incorrect Query
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Union SQL Injection

« The UNION operator is used to combine the result-set
of two or more SELECT statements. d153ll groall asoln

« Every SELECT statement within UNION must have the . J‘:@,.f,,,.,;,._w,‘._‘
same number of columns TRt . =

« The columns must also have similar data types '

« The columns in every SELECT statement must also be
in the same order

SELECT column _name(s) FROM tablel
UNION

SELECT column_name(s) FROM table2;
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Union SQL Injection

* This technique involves joining a forged query to the original query. - 5
* Result of forged query will be joined to the result of the original n'!j'l” &os 'law e
query thereby allowing to obtain the values of fields of other tables. ol o i g
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* Example:
SELECT Name, Phone, Address FROM Users WHERE |d=Sid

* Now set the following Id value:

Sid=1 UNION ALL SELECT creditCardNumber, 1, 1 FROM
CreditCardTable

* The final query is as shown below:
SELECT Name, Phone, Address FROM Users WHERE Id=1 UNION ALL
SELECT creditCardNumber, 1, 1 FROM CreditCardTable

dai8all
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USER INPUT (MYSQL SYSTEM TABLE). S Ao il (S Mt bt g S =
1 UNION SELECT 1 FROM infozmation_schema.tables

ds5:11 guaalli@zoly

QUERY GENERATED.
SELECT name, description, price FROM products WHERE Py o g
category=1 UNION SELECT 1 FROM information schema.tables

ERROR RETURNED.

ORA-00942: table or view does not exist.

This table name is not valid. Let’s try with system tables of another popular
DBMS.

B
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USER INPUT (ORACLE SYSTEM TABLE).
1 UNION SELECT 1 FROM all tables

— iyt putd i Sl PR Pt Sl puel DO W e

QUERY GENERATED. - _'1_|| . A

SELECT name, description, price FROM products WHERE 1‘5 8-‘-'“-:" 2o :
gauls all e pluly AN Joi¥ ol e

category=1 UNION SELECT 1 FROM all tables gl et ‘":‘“’

ERROR RETURNED.

ORA-01789: query block has incorrect number of result
columns.

An error is still returned but it is not related to an invalid table name. The
attacker now knows a valid table and he can solve the problem related to the
number of columns.
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SQL Injection types

PiggyBacked Queries:

* An attacker injects additional queries into the original query to
extract data, add or modify data, or execute remote commands.

* In this scenario, the attacker does not intend to modify the original
intended query but to include new queries that piggy-back on the
original query.

* As a result, the DBMS receives multiple SQL queries. The first is the
normal query which is executed normally, while the subsequent ones
are executed to satisfy the attack.

* Here is a common form using a query delimiter (;) for this attack:

normal SQL statement + ;" + INSERT (or UPDATE, DELETE, DROP) <rest

of injected query>

B
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Stored Procedures: DD el st s R St ke a3

* When a normal SQL statement (i.e., SELECT) is created as a

stored procedure, an attacker can inject another stored cuﬁ.}.ll g.ma.ll asoln

procedure as a replacement for a normal stored procedure to s o il A0 I

Jasil Jidde plsd padyg gig =i

performing privilege escalation, execute remote commands.

* Here is a common form using a query delimiter (;) and the
"SHUTDOWN" store procedure for this attack:

normal SQL statement + "; SHUTDOWN; " <rest of injected query>

AN pproll ooy
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Tautologies:

* An attacker injects a query that always evaluates to true for entries in the
database to bypass authentication, identify injectable parameters, or extract data.

* For example:

Username known Input (username): jdoe’ or '1'="1--

Sql: SELECT * FROM students WHERE username = 'jdoe' or '1'='1" -- AND password =

Result: All students are retrieved.

d@183l1 graall@gols

ol luws glaly AN JolW SUSI G (o=
andl Jlilo

sl Jasil JA ol padyg g =

Both username and password not known

Input (username): 'or "' ="

Input (password): 'or " ="

Sql: select * from students where username =" or " =" and password="or" ="
Result: All students are retrieved.

B
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lllegal/Logically Incorrect Queries:
* An attacker gathers important information about the type and
structure of the back-end database of a Web application by injecting

-—
Bl At i S il G g S el DO W s

illegal or logically incorrect SQL syntax which will make the application darsall 8"“':'" avola
return default error pages that often reveal vulnerable/injectable . ‘,:“ AN o SN O =
parameters to the attacker. e L

* This attack is considered as a preliminary, information-gathering step
for other SQL injection attacks.

For example:

Probing column name

Input (username): 'ddd"”

Sql: SELECT * FROM students WHERE username = 'ddd"' AND password =

Result:"Incorrect syntax near 'ddd'. Unclosed quotation mark after the

character string "' AND Password="'aaa"."

B
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* Blind SQL Injection is used when a web
application is vulnerable to an SQL injection,
but the results of the injection are not visible
to the attacker.

* The page with the vulnerability may not be one
that displays data but will display differently
depending on the results of a logical statement

injected into the legitimate SQL statement
called for that page.

B
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your request. Please try
back later.
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Blind SQL Injection

« Time-intensive: This type of attack can become time-intensive d.|5 All g.l.n.:\.ll anol.:
because a new statement must be crafted for each bit recovered. e o

« Note: An attacker can still steal data by asking a series of True and o i il ol gl i A
False questions through SQL statements.

* SELECT * FROM products WHERE id = 1'AND sleep(10);- -

« |f the database server is vulnerable to time-based blind SQL
injections, the attacker will see a 10-second delay in the application.

B
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* Injection through user input -
* Malicious strings in web forms.

* Injection through cookies diSAll graall @2oln
* Modified cookie fields contain attack strings. A A L e

* |Injection through server variables
* Headers are manipulated to contain attack strings.

* Second-order injection

* Trojan horse input seems fine until used in a certain
situation

B
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SELECT * from users where id = 123 BEID CarAn comive i G A L e

https://myapi.com/users/123;UPDATE users set admin = 1 where
id = 456 diSall g.m:\.ll a2oln

Lo oy A ‘1\7 A yeil

. " oAnal sall clise dyalll Jasil Ji ol padyg @ig'=s

$user = base64_decode(Suser);
Suser = explode(*:"”, Suser);
$uid = “$user[0]";

$pwd = “$user{2]";

} else {

$uid = "$user[0]";

$pwd = “$user{2]";

}

if ($uid !="" AND $pwd != ") {

$sql = “SELECT user_password FROM “.$Suser_prefix.”_users WHERE user_id="$uid";
A proa N ml)
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* Information gathering SQL injection and vulnerability
detection

* Launch injection attack
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Information gathering SQL
detection

07 SQL Injection Methodolog

injection and vulnerability

* |Inject code into the input fields to generate error messages
 Determine database engine : most error message will

show DB engine
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' union select 1,1, 'text’',1,1,1 --

- Determine the column : try to insert * "eion selsot 1.1, BEGMRE A, =
string into numeric fields the error P T —
message will show the data that |
could not get converted

-—
it e it s i g g i . S W S s

All geoadi avoln

Ul Lo (glaly A ‘:V Mil

aukl Jasdl JiAd ol padyg '8

Error #3132: Data type
mismatch.’, details:'could not

convert text value to numeric
value'.

* Use time delay or Error signature to determine extract

information

'; if condition waitfor delay '0:0:5' —-
'; union select if( condition , benchmark (100000, shal('test')), 'false' ),1,1,1,1:

......
\\\\\\\\

-
\\\\\\\\\\\
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CCXX O XX ) e S R~ = = - s e — — XX ) ‘ ! . I &nol.:

SYS.USER_OBIJECTS MsysACEs mysql.user sysobjects o il 0 Jo SN -

bl Jasil Ju @ MG S

o

MsysObjects 2  mysql.host < syscolumns
MsysQueries 2 mysql.db < systypes
MsysRelationships < sysdatabases

s B

SYS.TAB, SYS.USER_TABLES

(3]

SYS.USER_VIEWS

e & ¢ e

SYS.ALL_TABLES

SYS.USER_TAB_COLUMNS

(o

SYS.USER_CATALOG

K, e,

- . -
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concat l 8.‘.‘“?"‘ anob

Concat(l) ' l+l ' " n&n " ' II ll " n+n " w s
s : il Lo F Joi¥ | o=
Concatenation concat_ws(delim,) o o L ol AR ¥ o ﬂm . -

Comments -and /**/and# --and /* No —and /* =

Request Union union union and ; union union union union and ;

v.d.1>= Yes No Yes Yes Yes

Stored Procedures No Yes No Yes No Yes

Availability of
information schema

or its Analogs
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* BSQLHacker
* Blind SQL Hacker is automated SQL injection tool
designed to exploit SQL injection vulnerabilities
virtually in any database
* MarathonTool
* SQL Power Injector
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Prepared Statements (with Parameterized Queries)
* Character Escaping

Input Validation

Password hashing
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Prepared Statements (with Parameterized Queries)
* Prepared statements are easy to learn and use, and eliminate the problem of
SQL injection. They force you to define SQL code, and pass each parameter to
the query later, making a strong distinction between code and data. da19all
If an attacker supplies a malicious string : for example providing John' or 1=1 for "
a username, the prepared statement will evaluate this as a literal string. It will
look for a user named John' or 1=1 (and fail, because no such user exists)
instead of evaluating this statement as code.

saulai ...,_um.‘,u‘\;m ) Apsani !
SAne wall clisg dyalll Jasil Jlio pledl paiyg igisul

boolean login(String username, String password) {

PreparedStatement stmt
connection.prepareStatement ("SELECT % FROM users WHERE username = ? AND password = 7)

stmt.setString(1, username);

stmt.setString(2, password);

ResultSet rs - stmt.executeQuery();

(result.next()) {

S ELET » FN uger REAE useae = Jomno' (R 1 == [ " AD pesond = "psswin




SQL Injection Prevention

Character Escaping

Character escaping is an effective way of preventing SQL injection.
Special characters like “/ — ;” are interpreted by the SQL server as a
syntax and can be treated as an SQL injection attack when added as
part of the input.

Pre-cleansing input data by “escaping” characters tells SQL values that
they should be treated as a string, rather than as a command.

Escaping special characters doesn’t guarantee SQL injection

prevention, but it reduces the risk significantly.

select « from users where usernane = jonndoe\" OR =1 =" and password = "easypassword',

AN pproll ooy
o SMmany ¥
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ACME Corporation

Username: | johndoe’ OR 1 == 1 |

Password: | = vttt " |

[ OK ][ Sighup ]
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Input Validation
* Validating input plays a significant role in preventing SQL
injection. Suspicious inputs are filtered prior to submission or .L|| | a.m)l.:

processing by the server when validated. An example of input
. . . . . all |y pw._;ﬂ JoW ;uilaﬁ”
validation is an email validator. ani ol i dualll Jnsll s pis @39

Javascript Code to Validate an Email ID

function ValidateEmail(mail) { if (/A\w+([\.-]?\w+)*@\w+([\.-
12\w+)*(\.\w{2,3})+S/.test(myForm.emailAddr.value))

{ return (true) }

alert("You have entered an invalid email address!")
return (false) }

B
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Password hashing

* Hashing the user password before entering it into the query is a coincidental
security feature to prevent SQL injection, but you can't necessarily do that
with all user input. If I'm looking up a Customer by their Name and | have a

query like

* Select * from Customer Where Name like '%userinput%'

AN pproll ooy
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https://www.sqlinjection.net/union/

d1SAll greall@sols
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Any Question

d1SAll greall@sols
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