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Title: Cybersecurity Threats in Saudi Healthcare: Exploring Email Communication Practices to Enhance
Cybersecurity Among Healthcare Employees in Saudi Arabia
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Theoretical Input — PMT &1 Jaadll
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Theoretical Input — PMT kil Jasal)
Uses Protection Motivation Theory (PMT) to explain protective decisions against phishing emails.
Key dimensions s, alasY)
Threat Appraisal: 22¢il ands
Perceived Severity: 4 jaall aagil) 50l
Perceived Vulnerability: g=_=3ll 48 jadl) 4004l
Coping Appraisal: ¢ sall 5 08 a0
Response Efficacy: 4laiuwy) dlad
Self-Efficacy: <l 30168
Response Cost: < sll Jaxia 5 a2l Jia S8 l1 &l glaal) 44l
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fat Fit to the Study 4wl _all dag3all
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Suitable for analysing employee perception and response under clinical pressure.

(el Tasall s il gall ilaiad 5 ) ya) Jalat) Al

Findings aligned with PMT: as <aiai z3lIPMT:
Low self-efficacy in phishing recognition. .3l Calii) & Clal) 3o 68  yalads)
High response cost due to slow/complex reporting. .& LY déatiy elay Cuny A 6l) &l Lo} 2815 ¢ 1 )
Inconsistent perceived vulnerability among staff. .duaill & ¢ 58l LGN &) ja) 8 ol

Explains bypassing secure channels for faster, riskier communication.
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Limitations 24!
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Assumes logical threat evaluation, but behaviour was mainly driven by sender hierarchy and authority trust-

bias.

oyl a5 A sgll Ay L& shoe o ghad) (IS iy 303gl) il wpll im sy

Does not deeply address language and cultural influence on email credibility.
il )l ddlaas o g gnlll g A a0 ey Y

Cannot validate or measure behaviour change at scale.
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Gap Closure <) il du
g5 .
Partially reduced through strong qualitative insights into Saudi healthcare email behaviour.
A gl Amall Al Sl 8 s ST ) Ll a5 pgd e B gl s
Still not closed due to:
No phishing simulations. .3 8lSas aa 3 Y
No measured training impact before/after. .2x/Jd cuaill 5l (uld o g0
No statistical validation or generalisability. ..bas) auaad gl (38a3 22 00 Y
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