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Introduction:

The project that | am managing at my work is related to the database and technology
field as discussed further in the advanced paper. It is to build a clinical database that
could be used to enable researchers to do health related research and evaluate drugs
safety for the population of Saudi Arabia. It would provide unique prospective to the
medical field where many potential benefits could be gained when this database is
finished. The phase that the project is on at the moment is on pilot stage where we are
testing the system and apply all modifications before the release of it.

In this report | will identify the project risks and prepare the probability matrix for it along

with some other tools that | have learned in this course.
Literature Review:

All projects have risks and it could be positive or negative where we as project
managers prefer to reduce the negative risk as much as possible and the organizations

prefer to increase the positive risk outcome as much as possible. (Raftery, 2003)

however risk is uncertain to happen and is difficult to outline and in many projects it is
hard to measure in accuracy but using the tools and techniques for risk management
the uncertainty can be somehow collected and forecasted before it can happen.
(Raftery, 2003)

Risk analysis and assessment are important these days for all project and there are

many ways to apply these assessments to many types of risks. (Hugo, 2018)

With the right information risk can be reduced using the risk analysis available at the
time. (Behnia, 2012)

Methodology:

In this report | will be going through some of the tools and techniques to analyze risk for

my chosen project.



To begin with, we need to identify all possible risk that could face us in the project by

using collective brainstorming with the team and thinking of the future of the project

along with its current state. After defining the list of potential risks, we are able to

choose the best method to appropriately handle the risks of our project and analysis it.

For our project we have chosen to use a list of risks to monitor along with risk matrix to

determine the probability and impact of the risks identified as well as a response plan to

act when risk arose.

List of key risks identified:

1- Database hacking, malware or viruses
2- System error or malfunction

3- Team member resigning

4- Information not entered correctly

5- Electrical shutdown

6- Medical record leakage

7- Change of health record policy

After listing the major risks identified we used the risk matrix to identify classification and

the probability and impact of such risks

Risk classification:

NO List of risk probability impact

1 Database hacking, malware or 20% 3
viruses

2 System error or malfunction 30% 3

3 Team member resigning 60% 5

4 Information not entered correctly 30% 4




5 Electrical shutdown 40% 4
6 Medical record leakage 30% 5
7 Change of health record policy 20% 5
Calculating score are shown in the table below:
class Probability Impact Score
Very low 0-20% 1 0-0.2
Low 21-40% 2 0.21-0.8
Moderate 41-60% 3 0.81-1.8
High 61-80% 4 1.81-3.2

Results and Discussion:

As a result of the risk analysis of our project we have calculated the probability and the

impact in the table below and have combine it with the response plan for the risks

NO List of risk probability | impact | Score | Response plan
1 Database hacking, 20% 3 0.6 The system is offline at
malware or viruses the pilot phase and will
we be doing risk
assessment before its
online
2 System error or 30% 3 0.9 Backup database on a
malfunction daily bases to eliminate
the loss of data
3 Team member 60% 5 Team members are
resigning trained on critical aspects




of the project to ease the
transition when it happen

4 Information not 30% 4 1.2 Data are checked twice
entered correctly by 2 different team
member to check for

accuracy

5 Electrical shutdown 40% 4 1.6 Backup generator is on
site to reduce the risk of

shut downs
6 Medical record 30% 5 15 2 team members are
leakage authorized to deal with

the data to eliminate

excessive access

7 Change of health 20% 5 1 Try to keep updated on
record policy the policy and adhere to
it

After analysis of the risk we have done an expected monetary value (EMV) for the risks

listed in our project:

Risk Risk probability Cost impact Risk contingency

1 20% SAR 5,000 SAR 1,000
2 30% SAR 5,000 SAR 1,500
3 60% SAR 25,000 SAR 15,000
4 30% SAR 2,000 SAR 600

5 40% SAR 5,000 SAR 2,000
6 30% SAR 100,000 SAR 30,000
7 20% SAR 5,000 SAR 1,000




So as we can find in the analysis we can gain numerus advantages from applying these
tools to identify and analyze the risk in the project as it make easier for our decision

making along with understanding the potential implementation cost of our project.
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