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Abstract

This study aimed to analyze the role of risk management practices in enhancing the
effectiveness of cybersecurity in Saudi universities, using King Saud bin Abdulaziz
University for Health Sciences as a case study. The study focused on examining the
relationship between risk management practices and several dimensions related to
cybersecurity effectiveness, including institutional integration between risk management and
cybersecurity, organizational and technical challenges associated with cybersecurity
implementation, the effectiveness of regulatory frameworks, policies and procedures, as well
as human capacity development and the promotion of cybersecurity awareness.

The study adopted the descriptive analytical approach, and a questionnaire was used as
the primary tool for data collection from the study sample. Means and standard deviations
were used to analyze the study variables, and Pearson’s correlation coefficient was applied
to test the study hypotheses.

The results indicated that the level of risk management practices and cybersecurity
effectiveness at the university was very high. The findings also revealed a statistically
significant positive relationship between risk management practices and cybersecurity
effectiveness. In addition, the results showed statistically significant positive relationships
between risk management practices and institutional integration, organizational and technical
challenges, the effectiveness of regulatory frameworks, policies and procedures, and human
capacity development and cybersecurity awareness.

The results further indicated that strengthening risk management practices contributes to
supporting institutional integration, improving organizational policies and procedures, and
enhancing cybersecurity awareness among employees, which helps increase the level of
digital protection within educational institutions.

In light of these findings, the study recommends strengthening institutional integration
between risk management departments and cybersecurity and information technology units,
developing cybersecurity training and awareness programs, attracting specialized human
resources, and updating regulatory policies and procedures in accordance with national and
international cybersecurity standards.

Keywords: Risk Management, Cybersecurity, Institutional Integration, Governance,
Saudi Universities.
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