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Project: 

Risk Identification and Analysis (Based on the project you chose in APM) 

The objective of this report is to identify project risks, prepare a risk probability matrix, 

and carry out an analysis of selected risks. Referring to the project you select in Advanced 

projects management APM course, your task is to prepare a risk management plan that 

identifies potential risks in each stage of the project and identify risk management 

strategies.  

From the course content and readings, you know that the overall purpose of risk planning 

is to anticipate possible risk events and be ready to take appropriate action when risk 

events occur—to eliminate or reduce negative impacts on the project. 

You may wish to begin this exercise with a brainstorming about potential risks to get 

candidate risks “on the table” for consideration. And then identify and refine that wording 

for risks that have some realistic chance of occurring in this project. For example, potential 

weather problems present a real obstacle to completing field data collection by the 

planned completion date. It is also an issue that the project manager will ultimately have 

to plan for, as opposed to other issues such as a major disaster (e.g., your office burning 

down), is not a high-enough probability event that requires much time in planning. As 

described below, you will select several of the identified risks and carry out a risk analysis. 

You will use the distilled list of risks to make a risk probability/impact matrix. The matrix 

will have at least three categories (high/medium/low) for probability and impact. 

Remember that it is important to name risks effectively—use words that describe the risk 

event and point to the impact on the project (e.g., “injury of field technician disrupts data 

installation work”). 

After completion of the risk matrix, document a risk analysis for the selected risks.  This 

detailed documentation for that selected risk will include: 

• a description of the risk and potential impacts (schedule, quality of work, cost, etc.) on 

the project. 

• indicators or triggers that would be monitored to help identify the risk as early as 

possible. 

• specific risk response strategies to take. 

Using probability and impact matrix calculate the Expected Monetary Value (EMV) for all 

risks that have the impact in terms of cost $$. 

 

 

 



 

 

 

Risk Identification and Analysis for IT Data Center 

 

Introduction 

Ensuring that adequate and timely risk identification is performed is the responsibility of 

the owner, as the owner is the first participant in the project. The sooner risks are 

identified, the sooner plans can be made to mitigate or manage them. Assigning the risk 

identification process to a contractor or an individual member of the project staff is rarely 

successful and may be considered a way to achieve the appearance of risk identification 

without doing it.   

Literature Review 

A 2015   AFCOM   survey   of   data   center   professionals identified many trends.  

Quoting a Gartner Group study, the survey said that, “Global spending on IaaS 

(Infrastructure as a Service) is expected to reach almost $16.5 billion in 2015, an increase 

of 32.8percent from 2014, with a compound annual growth rate (CAGR)from 2014 to 2019 

forecast at 29.1 percent, according to Gartner’s latest data.  It also shows that in 2014, 

the absolute growth of public cloud   IaaS   workloads   surpassed   the   growth   of   on-

premises workloads (of   any   type) for   the   first   time. Gartner’s 2015   CIO survey 

indicates that 83 percent of CIOs consider cloud IaaS as an infrastructure option, and 

(10) percent already cloud-first with cloud IaaS as their default infrastructure choice.” 

Methodology 

There are several methods in use for risk identification. The first step in the risk 

assessment is to identify and evaluate risks. The risk evaluation includes assessment of 

the site, critical infrastructure, support infrastructure such as fire protection, security, etc., 

evaluation of existing equipment as it pertains to age, serviceability, capacity, etc., 

identification of single points of failure, determining the probability of occurrence for 

individual risks and recommending corrective actions to mitigate the risks. 



 

The next step is to develop a plan for mitigating the risks. This includes developing 

policies and procedures for infrastructure upgrades and improvements, planning for 

shutdowns or providing back-up infrastructure to maintain uptime and developing 

emergency action plan and schedule that aligns with organizational goals. Once the plan 

is reviewed and approved by appropriate personnel, the plan is executed, and upgrades 

and improvements are implemented as per the plan. The results of the execution are 

reviewed on a regular basis and policies and procedures are refined as needed to ensure 

continuous alignment with the organizational needs. 

Results and Discussion  

As discussed previously, the purpose of the risk assessment is to assess the overall site, 

reliability, critical electrical and mechanical infrastructure, fire protection, communications 

and security. The assessment identifies single points of failure in the critical electrical and 

mechanical infrastructure and provides recommendations and estimated costs to mitigate 

the risks. The assessment report delivers a clear understanding of the capabilities of the 

existing data center site and can be used as a performance improvement plan to optimize 

future capital and operational expenditures. There is a negative risk (or threat) with a 10 

percent probability of prohibiting the execution of a work package. If that risk happens, 

the impact of not executing the package is estimated at $40,000. For the same work 

package, there is a positive risk with a 15 percent probability and impact estimated at a 

positive $25,000. Should you execute the work package? 

Answer: 
EMV for the threat = P * I = 10% * (-$40,000) = -$4,000 
EMV for the opportunity = P * I = 15% * (+$25,000) = $3,750 
Now, the EMV = – $4,000 + $3,750 = -$250 
 
Obviously, you do not want to execute the work package, because you will lose money 

on it. When a work package or activity is associated with a risk, you can find the individual 

EMV. In other words, you quantify the individual risks. 

That covered EMV for an individual work package. How about the overall project risk? A 

project, after all, will have many work packages, right? To figure this out, you calculate 

the EMV by multiplying the value of each possible outcome (impact) by its likelihood of 



 

occurrence (probability) and then adding the results which leads us back to our original 

topic. A common use of EMV is found in decision tree analysis. 

Following the initial risk identification phase, the project director should have a working 

list of risks that have been identified as potentially affecting the project and categories 

them as follows: 

Low Impact, Low Probability 

Risks that can be characterized as both low impact and low likelihood of occurrence are 

essentially negligible and can usually be eliminated from active consideration. The main 

concern of the owner’s project director is to monitor these factors sufficiently to determine 

that the impact or likelihood does not increase.  

High Impact, High Probability 

Risks that are characterized as both high impact and high likelihood of occurrence often 

cause a project to be terminated, or to fail if it is continued despite the risks. In this 

situation, the owner’s management must determine if the project should be terminated or 

if the project is so mission critical or the potential benefits are so great that taking the risks 

is justified. Risk management does not imply that no risks are taken; it means that the 

risks taken should be calculated risks. For example, an owner may decide to proceed if 

there is a reasonable expectation that enough engineering or management effort can 

reduce either the impact or the likelihood of the events, such that the risk can become 

either low impact, high probability or low probability, high impact. Often such a decision 

is contingent on achieving the necessary risk reductions by some deadline. 

Low Impact, High Probability 

Low-impact, high-probability risks are those largely due to uncertainties about a number 

of elements that may be individually minor risks but that in the aggregate could amount 

to a significant risk. These include uncertainties concerning the actual costs of labor and 

materials (such as steel), the actual durations of activities, deliveries of equipment, 

productivity of the workforce, changes due to design development or the owner’s 

preferences, and other uncertainties that are typically considered to lie within the natural 

variability of project planning, design, construction, and start-up (they do not include 



 

catastrophic events or radical design changes). Each of these uncertainties, taken alone, 

would have little impact on the project. However, taken together, there is the possibility 

that many of the estimates of these factors would prove to be too optimistic, leading. 

High Impact, Low Probability 

High-impact, low-probability events are rare occurrences, and therefore it is very difficult 

to assign probabilities to them based on historical records. Data do not exist, and so 

subjective estimates of probabilities are necessary.  

Conclusion  

Although above model’s analysis lack the computational complexity of stochastic risk 

assessment techniques, for most practical applications they are more than adequate. 

From the standpoint of the owner, the purpose of project risk assessment is to minimize 

the impact of uncertainty on the project. How this is best accomplished will vary with 

circumstances, but, in general, simple direct methods have proven them- selves in 

practice. This does not discount the value of stochastic models, but their application 

needs to be considered in terms of their contribution to risk management. Probabilistic 

simulations are of value when data are sparse, and the full range of possible adverse 

events cannot be easily inferred. Provided that enough simulations are performed, 

boundaries for total project risk can be established. However, for most projects, it is the 

committee’s collective experience that the simpler models are more useful for generating 

risk estimates that can be used in day-to-day project management. 
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