Equifax Data Breach: A
Monumental Cyber Incident

In 2017, Equifax, a major American credit agency, experienced a massive breach that impacted 147 million
Americans. This document provides an overview of the incident, explores its consequences, and highlights

the lessons learned from this alarming breach.
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Incident Overview

Equifax, a leading credit agency, suffered a significant data breach in
2017, exposing sensitive information of 147 million Americans. The breach
not only compromised personal data but also shook the public's
confidence in data security.
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Impact on Equifax

@ Reputation Damage

Equifax's reputation was tarnished as the breach exposed their vulnerability in
safeguarding customer data.

@ Financial Losses

The breach led to substantial financial losses, including legal fees, settlement payouts,
and a severe drop in stock value.

@ Executive Resignations

The breach prompted the resignation of Equifax executives, demonstrating the
magnitude of the incident.
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Affected Individuals

The Equifax breach impacted millions of individuals, potentially causing unimaginable stress and anxiety.
Victims of the breach faced risks of identity theft, financial fraud, and long-term repercussions on their
credit profiles.
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Data Breach Details

What Was
Compromised?

The breach exposed a vast
range of personal information,
including Social Security
numbers, birthdates,
addresses, and in some cases,
driver's license numbers.

How It Happened

The breach occurred due to a
critical vulnerability in Equifax's
software, allowing hackers to
gain unauthorized access and

exploit sensitive customer data.

Duration of Breach

The unauthorized access
initially took place in May 2017
but remained undetected until
July, exposing victims'
information for several months.

@ Made with Gamma



Consequences and Aftermath

Financial Losses

Legal Consequences

|dentity Theft

Loss of Trust

The breach cost Equifax millions in expenses and
settlements.

Equifax faced numerous lawsuits and regulatory
investigations.

Many victims suffered from identity theft and
financial fraud.

The breach undermined public trust in Equifax
and the broader credit industry.
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Response from Equifax
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