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Risk Management is the process of identifying, assessing,
analyzing, and controlling risks that may affect individuals
and organizations. In healthcare, this process includes
analyzing medical and administrative data, identifying

potential risks, and developing strategies to control or mitigate

their negative effects.

Cyber security, 4l .l oY) -
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Cyber security is a set of procedures, technologies, and

practices designed to protect networks, devices, software, and

data from attacks, unauthorized access, damage, or theft
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Firewalls are security systems that protect networks by

monitoring data traffic based on certain rules, preventing

unauthorized access to these networks.

: Compliance i -
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Compliance is adherence to rules, laws and standards
related to cyber security, which is essential to protect data and

ensure the integrity of information.

(Small and Medium Enterprises): daw giall ¢ 3 piall cilbumpall -
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According to the General Authority for Small and
Medium Enterprises in the Kingdom of Saudi Arabia, they
are establishments whose number of employees ranges
between 1-249 employees, or whose annual revenues do not

exceed 200 million Saudi riyals .
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The set of procedures and strategies adopted by small
and medium enterprises in Saudi Arabia to identify, assess,
and address cyber risks, with the aim of improving their
ability to protect digital assets and maintain business

continuity in the face of electronic threats.
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Chapter 6:
Practical Study
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Abstract

This study aimed to evaluate and improve cyber risk management in
small and medium enterprises in the Kingdom of Saudi Arabia. The study
relied on the descriptive, analytical and inductive approach, using data
collection tools such as questionnaires, interviews and case studies. The most
prominent results were: Weak level of use of information technology among
50% of employees. Shipping and delivery procedures policy is the most used
at 33%. Antivirus software is the most used security technology at 40%. Fake
audio and video attacks represent the biggest obstacle to cyber risk
management at 30%. 50% of employees are aware of cyber risks. There is a
strong correlation (89%) between employee awareness and cyber risk
management. Key recommendations include raising awareness, developing
comprehensive policies, conducting periodic risk assessments, investing in

modern technologies, building a strong security culture, and providing

qualified human resources.

Keywords: Risk management - Cybersecurity - Small and medium

enterprises -..
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