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Internet of Things

Abdulaziz Saad AlRasheed




1* Paper (Internet of Things (IoT): A Literature Review):

Summary: Reviews academic research papers, corporate white papers, expert conversations, and online databases to address IoT concepgg
Additionally, the definitions, genotypes, prerequisites, traits, and aliases of the Internet of Things are the main topics of this study article. This
paper's primary goal is to present an overview of the Internet of Things, key technologies, and their applications in day-to-day living. Nonetheless,
this manuscript will provide new researchers with a thorough understanding for their research in the field of the Internet of Things (Technological
GOD) and efficiently facilitate the acquisition of knowledge.

Analysis: This paper was written in 2015 which considered as an early stage for a the loT, that led to a state where studying the real challenges of
the applying the 1oT on the ground.

Contflicts of Findings: Regarding the no universally accepted definition, is world widely known as loT and it usually uses the typical infrastructure
protocols.

2" Paper (Internet of Things (IoT): A Literature Review):

Summary: Revigpys the sensor networks and enabling technologies for the Internet of Things in an effort to give a thorough overview of the
situation. It also outes the [oT's six-layered architecture and highlights the main difficulties that surround it.

Analysis: The idea of the Internet of Things will soon be rapidly expanding on a very large scale due to the constantly developing loT technologies.
By integrating intelligence into the things around us, this new paradigm of networking will have an impact on every aspect of our lives, from smart
health and environment monitoring to automated homes. We presented a clear architecture for the deployment of 1oT and talked about its vision in
this paper. Next, we discussed a few of the associated security risks as well as a number of enabling technologies. Lastly, we talked about a variety

of loT-related applications that are anticipated to improve our daily live.s.
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Conflicts of Findings: Studies are already being conducted to ensure its widespread adoption, but it is highly unlikely that technology will become
ubiquitous unless the problems in its development are addressed and users are given confidentiality, privacy, and security. It will take a lot of work
to address and provide solutions for the security and privacy risks associated with loT deployment.

3rd Paper (Internet of Things (IoT): A Literature Review):

Summary:.Reviews how the [oT will impact the human daily life when a good loT architecture implemented.

3

Analysis: [oT has grown quickly in the last few years, and many enabling technologies have been put forth. The Intgpet of Things has emerged as
the next big thing. Every available object is becoming intelligent. The Internet of Things offers a yggst field of study. In the next years, a lot of new
technologies will surface, elevating our understanding of the smart world to entirely new heights. IoT has a very bright future. Everything would be

connected, including our cars and bills, enabling a better standard of living.




4™ Paper (IoT Technology and Application):.
4

Summary: The architecture of loT, which consists of underlayer network distribution, convergence gateway access, interconnected network
integration, and terminal user application, is suggested based on an analysis of IoT's tgsp fundamental concepts.The key loT technologies—hardware
and software—have been discussed in relation to the architecture, which includes the network protocol layers, network control platform, and
application terminal platform.A summary of the current issues with IoT in terms of standards, technologies, security, and applications has led to the
presentation of six development concepts for the future of the internet of things.

Analysis: In certain cases, technological research and development is at the forefront of the global arena. China should therefore take advantage of
this historic chance to work toward solving major issues as soon as feasible, mastering key technologies, creating an autonomous technology
system, and producing outcomes with autonomous intellectual property rights and long-term competitiveness. development of associated industries.

Conflicts of Findings: In order for loT to gradually emerge as a new engine to support China's economic takeoff in the information age, researchers
should become more proficient with and gain ownership of independent intellectual property rights. As a result, the Internet of Things' explosive
growth is crucial to bolstering China's standing in the global high-tech arena and propelling the all-encompassing.

S5th Paper (IoT and Cloud Computing Issues, Challenges and Opportunities: A Review):

Summary: In order to support loT programs' stable transition to the cloud, we investigate cloud computing and 1oT in this paper. We also address
cloud-compatible issues and computational strategies.

Analysis: Several Internet of Things applications would benefit from the combination of cloud computggg and IoT. The most recent developments in
cloud infrastructure, including features, architecture, and advantages, have been covered in this article. The discussion also focused on a number of
Internet of Things technologies that would be extended throughout theggloud. Deployment challenges for cloud IoT and transparent issues are also
covered. The overall goal of this paper was to provide an overview of recent research contributions on cloud computing, the Internet of Things, and
its applications in our environment. It also aimed to illustrate future research directions and real concerns about how cloud computing integrates
with the IoT.

6th Paper EOT Prigcy and Security: Challenges and Solutions): o

Summary: examining the history of Internet of Things systems and security precautions and determining (a) various security and privacy concerns,
(b) methods for securing loT-based environments and systems' conggonents, (c) current security measures, and (d) the optimal privacy models
required and appropriate for various loT-driven application layers. In this work, we proposgga new Internet of Things layered model that is both
generic and extended to include layers identification and privacy and security components. The suggested loT system with cloud/edge support is put
into practice and assessed. The Internet of Things nodes creggpd as Virtual Machines by Amazon Web Services (AWS) constitute the lower layer.

The Greengrass Edge Environment in AWS is supported by the middle layer, or edge, which is implemented as a Raspberry Pi 4 hardware kit.
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Analysis: The suggested loT system with cloud/edge support was put into practice and assessed. The Internet of Things (IoT) nodes created gy
Amazon Web Services (AWS) as Virtual Machines represent the lower layer. The Greengrass Edge Environment in AWS is supported by the middle




layer, or Edge, which is implemented as a Raspberry Pi 4 hardware kit. The cloud-enabled IoT environment gy AWS is used to implement the top
layer, or cloud. To protect user privacy, crucial management sessions and security protocols were positioned between each of these tiers. To enable
data transfer between the layers of the suggested Cloud/Edge enabled Internet of Things model, we implemented security certificates.
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