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The cybersecurity sector within Saudi Arabia’s private institutions faces increasing challenges
due to weak governance practices and the absence of structured project management
frameworks. These challenges often result in delayed execution, inefficient resource utilization,
and limited sustainability of cybersecurity initiatives. This study aims to develop an
enhancement framework for the governance of cybersecurity project management in the Saudi
private sector to improve implementation efficiency and long-term sustainability. A
descriptive—analytical methodology was adopted, combining document analysis, semi-
structured expert interviews, and an extensive review of relevant local and international
literature. Findings revealed a strong positive relationship between governance maturity and
project success, alongside notable gaps in role clarity, risk management, and monitoring
mechanisms. Based on these findings, the study proposes a three-stage enhancement
framework for project approval prior to implementation: (1) a technical evaluation conducted
by cybersecurity experts, (2) an independent third-party assessment to determine project
priority and necessity, and (3) final approval by the project management department. The
proposed framework enhances transparency, accountability, and strategic alignment, reducing
financial and operational inefficiencies while ensuring compliance with Saudi National
Cybersecurity Authority (NCA) standards and international frameworks such as COBIT and
PMI. Its application is expected to strengthen governance maturity and improve the overall
effectiveness and sustainability of cybersecurity project management in Saudi private

institutions.
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