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What is Cyber Security (Network Security) !

 

Lecture

02
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• A network is simply two or more computers linked  together to share data, information 

or resources.

• Security : prevention of system Crash 
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Introduction to Computer Networks

❑ How to communicate each point to another point or points.
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Introduction to Computer Networks

Drainage 
networks

Networks

Telephone 
networks

Electricity 
networks

Difficult for data transmission
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Types of Computer 
Networks
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Types of Computer Networks

LAN
Local Area Network

Network Types

WAN 
Wide Area Network

MAN
Internal network 
not small network

External network 
not Large network

Hardware:
Cables
Switch

Pc with NIC [network 
interface card] 

Hardware:
Cables
Switch

Pc with NIC [network 
interface card] 
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Introduction to Computer Networks

❑ Connecting two Computers on the same location (e.g. in Lab).

❑ Connecting two Computers on different and distant locations.
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How to Setup a LAN
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How to Setup a LAN

Hardware

LAN 
Component

Software

Hardware:
Cables
Switch
Pc with 

NIC [network 
interface card] www.midocean.ae



1- Cables
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CablesType Scientific Name Speed/distance 
Data transfer

Comments

Coaxial
Cable

Thin 10 base 2 (20 milli)
(Megabit/s)
Thick 10 base 5 (50 milli)
(Megabit/s)
Thick 100 base 5 (Megabit/s)
Thick 1000 base 5 (1000 Megabit/s)

100 m 
(long 
distance 
need 
repeater).
500 m

Cable is not elastic so it is 
not practical for long 
distance.
It uses BNC connector for 
terminals so it needs a 
converter to connect to a 
switch or router device .
It is expensive

UTP 
unshield

ed 
twisted 

pair

10 base T (Twisted Pair).
In market it is famous with 
Cat 5 (max speed 10 Megabit/s)
Cat 5 e (enhanced max) max speed 100 
Megabit/s
Cat 6 (max speed 1000 Megabit/s
)

100 m
Connector 
RJ45

It is not expensive
It is connected directly to 
switch or router.

Max 
Speed

Thickness

❑ If cable speed is 10 means 10 Mega bits/second
❑ Network speed is measured by bit.
❑ While storing data is measured by byte.

www.midocean.ae

Cables



Cables

Type Scientific Name Speed/distance 
(Data transfer)

Comments

STP 
shielded 
twisted 

pair

10 base T (Twisted Pair).
In market it is famous with 
Cat 5 (max speed 10 
Megabit/s)
Cat 5 e (enhanced max) max 
speed 100 Megabit/s
Cat 6 (max speed 1000 
Megabit/s)

100 m
Connector RJ45

It is expensive 
It is connected directly to 
switch or router.

Fiber 
Optics

10 base F 300 km/s

www.midocean.ae



Coaxial Cable
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Unshielded Twisted Pair (UTP) VS (STP)
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Fiber Optics
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Straight Tip Connector

Lucent Connector

Standard Connector



Fiber optics Cables

• Two types of optical cables: single-mode and multimode

Module 5: Fibre Channel Storage Area 
Network

20

Single-mode Multimode

Carries single 
beam of light

Can carry multiple beams of 
light simultaneously

Distance up to 
10km

Used for short distance 
(Modal dispersion  weakens 
signal strength after certain 
distance )

Light In

Cladding Core

(b) Single-mode Fiber 

Light In

Cladding Core

(a) Multi-mode Fiber Multimode Fiber

Light In

Cladding Core

(b) Single-mode Fiber 

Light In

Cladding Core

(a) Multi-mode Fiber Single-mode Fiber



Fiber Optics
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Straight Tip Connector

Lucent Connector

Standard Connector



Connecting Two Devices
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Cisco Certified Network Associate (CCNA)Week
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Connecting Two Devices

Standard (straight)

UTP Cable
Color arrangement

Crossover

Used when connecting
 two different devices

Used when connecting
 two similar devices
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Connecting Two Devices

Used when connecting
 two similar devices

Used when connecting
 two different devices

trunk
switch router

Hub

PC

Web 
server



Connecting Two Devices

Used when connecting
 two similar devices

Used when connecting
 two different devices

trunk



Connecting Two Devices

Used when connecting
 two similar devices

Used when connecting
 two different devices

trunk

Both of these devices are expecting to connect to a switch. When 
connecting them together, we need to use a cross-over cables so that 
the transmit pair from 1 device, goes to the receive pair of the other 
device.



Connecting Two Devices

Standard (straight) Crossover
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Cisco Certified Network Associate (CCNA)Week
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2- Switch
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Switch
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Switch

Ethernet 10 mbps 
Megabit/second

Switch Ports

Ethernet 1000 mbps 
Megabit/second

Ethernet 100 mbps 
Megabit/second

❑ Each port in the switch has a speed

❑ Ports may be Ethernet 10 mbps  Megabit/second.

❑ Ports may be Fast Ethernet 100 mbps Megabit/second.

❑ Ports may be Giga Ethernet 1000 mbps Megabit/second.
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Switch 

• Actually you can not differentiate between a hub and a switch once
viewed.

• If PC1 to PC6 are connected to a hub. Assume that PC1 wants to send
a message to PC4.

• The hub will send the message to all PC’s and only PC4 will accept the
message while the others will send a message to the hub “the
message is not belong to me.”
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Switch 

• Then the hub will send alert message to PC1 that the message is
cancelled from PCx. all the returned message will cause a heavy on
the network which we call it a loop.
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Switch 

• The switch is smarter than the hub.

• If PC1 to PC6 are connected to a switch. Assume that PC1 wants to send a
message to PC4.

• The switch will act as a hub “it will send the message to all PC’s and only
PC4 will accept the message while the others will send a message to the
hub “the message is not belong to me.”

• The switch has flash memory and a table that save all IP address’s of all the
connected PC’s.

Source Destination

PC1 device Address PC4 device Address
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Switch 

• Then the switch will register PC4 address in the destination when it
does not receive any massage from it.

• After that the switch will send all the data from PC1 directly to PC4
address without sending it to the others.

• The switch will reduce the loop on the network but not prevent it.

Source Destination

PC1 device Address PC4 device Address
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3- Network Interface Card (NIC)
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Network Interface Card

• A NIC, or LAN adapter, provides the physical connection to the
network at the PC or other end device.

• The media that are connecting the PC to the networking device, plug
directly into the NIC.

• Physical Port - A connector or outlet on a networking device where
the media is connected to an end device or another networking
device.

www.midocean.ae



Network Interface Card

• Interface - Specialized ports on a networking device that connect to
individual networks.

• Because routers are used to interconnect networks, the ports on a
router are referred to as network interfaces.

• Note: Often, the terms port and interface are used interchangeably.
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- Design a 
Communications System

- Open System Interconnection 
(OSI)
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Design a Communications System

Design a Communications System 

Objectives: 
• Explain the role of protocols and standards organizations in facilitating interoperability in 

network communications. 

1. IP Addressing & Subnet Mask
2. Protocol 
3. Port 



Purpose: Identifying and locating devices on a network.
Format: IPv4 addresses are typically written as four sets of numbers separated by dots (e.g., 192.168.1.1).

IP Address and Subnet Mask OverviewWeek

02
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• An IP (Internet Protocol) address is a numerical label assigned to each device 

connected to a computer network.

• Purpose: Identifying and locating devices on a network.

• Format: IPv4 addresses are typically written as four sets of numbers separated by dots 

(e.g., 192.168.1.1).

Subnet Mask Overview

• Definition: A subnet mask is a 32-bit number that divides an IP address into network 

and host portions.

• Purpose: Determines the network and host parts of an IP address.

• Format: Similar to an IP address, written in the same dotted decimal format (e.g., 

255.255.255.0).



Device AddressWeek
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⦿ Media Access Control  (MAC) 

Address

A unique identifier assigned to a  
network interface controller for use as  a 
network address in communications  
within a network segment. No two  
devices can have the same MAC  address 
in the same local network;  otherwise, an 
address conflict occurs.  Example: 00-13-
02-1F-58-F5
The first 3 bytes (24 bits) of the address
denote the vendor

⦿ Internet Protocol (IP) Address  A 
unique string of characters that 
identifies  each computer using the 
Internet Protocol  to communicate over 
a network.
An IP address is a string of numbers
separated by periods (.) or colons (:)

Versions of IP Address:
⦿  IPV4 , ex: 192.168.1.1
⦿ IPV6, ex: 1050:0:0:0:5:600:300c:326b



Protocols and Ports Week
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Open System Interconnection LayersWeek
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OSI LayersWeek
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OSI LayersWeek
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OSI LayersWeek
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OSI LayersWeek
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OSI LayersWeek

01
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Network Layers Models Week
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Thank You
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