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Lecture What is Cyber Security (Network Security) !

\

A network is simply two or more computers linked together to share data, information

or resources.
« Security : prevention of system Crash

. J
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Introduction to Computer Networks

0 How to communicate each point to another point or points.
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Types of Computer Networks
MIDOCEAN
Network Types
4
LAN WAN
Local Area Network — Wide Area Network
[ MAN ] External network
Internal network

not Large network
not small network

Hardware:
Cables

Hardware:

Cables Switch

Pc with NIC [network
interface card]
Router

Switch
Pc with NIC [network
interface card]

dqocean.ae
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Introduction to Computer Networks

1 cross-over cable

192.168.1.0 /24 192.168.2.0 /24 &

ComputerA

A .254 .254 2 |
Fa0/0 Fal/0 '
S 192.168.1.0 /24 192.168.2.0 /24

ComputerA Router ComputerB

Routing Table

192.168.1.0 /24 Fa0/0 )
192.168.2.0 /24 Fal/0 www.midocean.ae
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How to Setup a LAN M|DOC EAI\I

Component

| il
< \
] g

Hardware:
Cables
Switch

Pc with
NIC [network

interface card www.midocean.ae
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Cables

Type Scientific Name
Data transfer

Coaxial
Cable

Max_
Speed

UTP
unshield
ed
twisted
pair

Thin 10 base 2 (20 milli)

(Megabit/s) —~ = Thickness
Thick 10 base 5 (5&milli)
ﬂVFegaKit/S)

~ Thick 100 base 5 (Megabit/s)

Thick 1000 base 5 (1000 Megabit/s)

10 base T (Twisted Pair).

In market it is famous with

Cat 5 (max speed 10 Megabit/s)

Cat 5 e (enhanced max) max speed 100
Megabit/s

Cat 6 (max speed 1000 Megabit/s

)

O If cable speed is 10 means 10 Mega bits/second
O Network speed is measured by bit.
O While storing data is measured by byte.

distance

repeater).

Connector

MIDOCEA

LV ERSITY

Cable is not elastic so it is
not practical for long
distance.

It uses BNC connector for
terminals so it needs a
converter to connect to a
switch or router device .
It is expensive

It is not expensive
It is connected directly to
switch or router.
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Cables

Type Scientific Name Speed/distance Comments
(Data transfer)

10 base T (Twisted Pair). 100 m It is expensive
shlelded In market it is famous with Connector RJ45 It is connected directly to
twisted Cat 5 (max speed 10 switch or router.

pair Megabit/s)
Cat 5 e (enhanced max) max
speed 100 Megabit/s
Cat 6 (max speed 1000
Megabit/s)

Fiber 10 base F 300 km/s
Optics
www.midocean.ae
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Coaxial Cable
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Unshielded Twisted Pair (UTP) VS (STP)

UTP Cable STP Cable
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Fiber Optics

Standard Connector

Lucent Connector

Straight Tip Connector
w.midocean.ae




Fiber optics Cables

* Two types of optical cables: single-mode and multimode

Cladding C-ore
Light In >»—f- : -- >
Carries single Can carry multiple beams of
beam of light light simultaneously Single-mode Fiber

Distance up to Used for short distance

10km (Modal dispersion weakens
signal strength after certain
distance )

Cladding Cpre

Light In

Multimode Fiber

Module 5: Fibre Channel Storage Area

2
Network R



Fiber Optics

Standard Connector

Lucent Connector

Straight Tip Connector
w.midocean.ae
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Week Cisco Certified Network Associate (CCNA)
8 02 .
Standard (straight)
Worange orange wgreen blue wblue green wbrown brown
Crossover
Wegreen green worange blue wblue orange wbrown brown
I
\ )
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Connecting Two Devices M|DOC EAI\I

UTP Cable
olor arrangeme

\
[ Standard (straight) ] [_ Crossover ]

Il

Used when connecting Used when connecting

two different devices two similar devices
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Straight-Through Cable Crossover Cable

o — I IR
®¢_, web O‘_’o
- & &
@ S — 4
V- > — o

Used when connecting Used when connecting



Connecting Two Devices |
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Straight-Through Cable Crossover Cable
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trunk
& — -
g —
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Used when connecting Used when connecting
two different devices similar



Connecting Two Devices

Straight-Through Cable Crossover Cable

trunk
«—>
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=
Used when connecting Used when connecting
two different devices two similar devices
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Connecting Two Devices ill
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Week Cisco Certified Network Associate (CCNA)
8 02 .
Standard (straight)
Worange orange wgreen blue wblue green wbrown brown
Crossover
Wegreen green worange blue wblue orange wbrown brown
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1 Each port in the switch has a speed

J Ports may be Ethernet 10 mbps Megabit/second.

J Ports may be Fast Ethernet 100 mbps Megabit/second.
J Ports may be Giga Ethernet 1000 mbps Megabit/second.

¢

[ Ethernet 10 mbps ] 4

Megabit/second Ethernet 100 mbps
Megabit/second

www.midocean.ae
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Switch

* Actually you can not differentiate between a hub and a switch once
viewed.

e I[f PC1 to PC6 are connected to a hub. Assume that PC1 wants to send
a message to PCA4.

* The hub will send the message to all PC’s and only PC4 will accept the
message while the others will send a message to the hub “the
message is not belong to me.”

www.midocean.ae
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* Then the hub will send alert message to PC1 that the message is
cancelled from PCx. all the returned message will cause a heavy on
the network which we call it a loop.

Hub Switch

E.—.a.'-....'.-g‘ -

133555959 35855889

W
E [ N -g
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s | Destination

PC1 device Address PC4 device Address

Switch MIDOCEAN
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 The switch is smarter than the hub.

e If PC1 to PC6 are connected to a switch. Assume that PC1 wants to send a
message to PC4.

* The switch will act as a hub “it will send the message to all PC’s and only
PC4 will accept the message while the others will send a message to the
hub “the message is not belong to me.”

* The switch has flash memory and a table that save all IP address’s of all the
connected PC’s.

www.midocean.ae



s | Destination

PC1 device Address PC4 device Address

Switch MIDOCEA'
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* Then the switch will register PC4 address in the destination when it
does not receive any massage from it.

» After that the switch will send all the data from PC1 directly to PC4
address without sending it to the others.

* The switch will reduce the loop on the network but not prevent it.

www.midocean.ae
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Network Interface Card

* A NIC, or LAN adapter, provides the physical connection to the
network at the PC or other end device.

* The media that are connecting the PC to the networking device, plug
directly into the NIC.

* Physical Port - A connector or outlet on a networking device where
the media is connected to an end device or another networking
device.

www.midocean.ae
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Network Interface Card

* Interface - Specialized ports on a networking device that connect to
individual networks.

* Because routers are used to interconnect networks, the ports on a
router are referred to as network interfaces.

* Note: Often, the terms port and interface are used interchangeably.

www.midocean.ae
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Communications System
Open System Interconnection
(OSI)
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Desigh a Communications System

Desigh a Communications System

Objectives:
« Explain the role of protocols and standards organizations in facilitating interoperability in

1.

2.
3.

network communications.

IP Addressing & Subnet Mask
Protocol
Port

w
Networking  Sharing
Connect using

5P Realtek PCle GBE Family Controller

Configure...
This connection uses the following tems:

£ Client for Microsoft Networks

E: File and Printer Sharing for Microsoft Networks
QoS Packet Scheduler

& Intemet Protocol Version 4 (TCP/IPv4)

. Microsoft Network Adapter Multiplexor Protocol
. Microsoft LLDP Protocol Driver

4 Intemet Protocol Version 6 (TCP/IPv6)

ARROR KRR

nstal ninst al Properties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Internet Protocol Version 4 (TCP/IPv4) Properties

General Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically
(O) Use the following IP address:

(®) Obtain DNS server address automatically
(O Use the following DNS server addresses:

on et Advanced...

-
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Week IP Address and Subnet Mask Overview

02 N

« An IP (Internet Protocol) address is a numerical label assighed to each device

connected to a computer network.

* Purpose: Identifying and locating devices on a network.

 Format: IPv4 addresses are typically written as four sets of numbers separated by dots
(e.g.,192.168.1.1).

Subnet Mask Overview

« Definition: A subnet mask is a 32-bit number that divides an IP address into nhetwork

and host portions.
* Purpose: Determines the network and host parts of an IP address.

 Format: Similar to an IP address, written in the same dotted decimal format (e.g.,

255.255.255.0).
wwwrnﬁdote-anée
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® Media Access Control (MAC)
Address

A unique identifier assigned to a
network interface controller for use as a
network address in communications
within a network segment. No two
devices can have the same MAC address
in the same local network; otherwise, an
address conflict occurs. Example: 00-13-
02-1F-58-F5

The first 3 bytes (24 bits) of the address
denote the vendor

@ Internet Protocol (IP) Address A
unique string of characters that
identifies each computer using the
Internet Protocol to communicate over
a hetwork.

An IP address is a string of numbers
separated by periods (.) or colons (:)

Versions of IP Address:
@® IPV4, ex:192.168.1.1
@ IPV6, ex: 1050:0:0:0:5:600:300c:326b

~

W,
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Week

e 02

Protocols and Ports

Port Number | Protocol

20, 21 File Transfer Protocol (FTP)

22 Secure Shell (SSH)

23 Telnet Protocol

25 Simple Mail Transfer Protocol (SMTP)

53 Domain Name System (DNS)

67, 68 Dynamic Host Configuration Protocol (DHCP)
80 HyperText Transfer Protocol (HTTP)

110 Post Office Protocol (POP3)

137 NetBIOS Name Service

143 Internet Message Access Protocol (IMAP4)

Secure HTTP (HTTPS)

9

Microsoft-DS (Active Directory)

www.midocean.a
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Week

a 02

Open System Interconnection Layers

Client Side

Laers

Layer 5

Layer 2

OSI MODEL

ATIO

AllO

SESSION LAYER

DR A DOR A

DATA-LINK LAYER

Server Side

Layer 7

Layer 5

Layer 4

Layer 2

Layer 1

/
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Week

OSl Layers |
02 MIDOCEAN

7 | Application Layer Hurqan-compurer interaction layer, where
applications can access the nerwork services
Presentation Layer Ensures that data is in a usable formar and is
where data encryption occurs
Session Layer Maintains connections anq is responsible for
controlling ports and sessions
Transmits data using tfransmission protocols
4 | Transport Layer
. including TCP and UDP
n Network Layer Decides which physical parh the data will take

2 DataLink Layer Defines the format of data on the network

Transmits raw bir stream over the physical

1 Physical Layer medium

J
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OSl Layers

1

|II ’

A
=~ 0g "0 =2

Application Layer

Presentation Layer

Session Layer

Transport Layer

Network Layer

Data Link Layer

Physical Layer

*

* N/w access to Application e.g. Web Browser
(IE, Mozilla Firefox, Google Chrome)

¢ Type of Data; HTTPS — Encryption Sevices

¢ Startsand Ends session and also keeps them
isolated.

¢ Defines Ports and Reliability

e Logical or IP addressing; Determines Best
path for the destination.

¢ Switches
e MAC Addressing

* Cable
¢ Network Interface Cards — Electric Signals

J
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OSl Layers
OSl Model
Data Layer
Application
E) ( Data )( Netevgrk Process to )
0) Application
> Presentation
Data Data representation
ilu and Encryption
Session
3 | (ot e
0
—Transport
- (Segment9 End-to-End cc?nnections
and Rellability
= Packet) LG
g and IP (Logical addressing)
L | Data Link
o [0 Erames MAC and LLC
s (Physical addressing)
O
)

—
" NIV ERST

J
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NETWORK PROCESS TO

o APPLICATION L4 ""Zidien’™ |
PRESENTATION WY OA1AREREENTATONAND
SESSION COMMUNICATION

SEGMENTS TRANSPORT END-TO-END CONNECTIONS

AND RELIABILITY

yrs
PATH DETERMINATIONS AND
PACKETS NETWORK IP (LOGICAL ADDRESSING)
= — MAC AND LLC
il DATA (PHYSICAL ADDRESSING)
MEDIA, SIGNAL, AND BINARY
BITS pHYS|CAL TRANSMISSION

OSI MODEL
\_ /

www.midocean.ae
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https://blueteamresources.blogspot.com/2022/01/osi-model.html ERS I\T Y | I
Data is translated, compressed,
encoded, encrypted (if enabled) in such Phishing, SSLHijacking, ’l‘(e e::z:: '"'d
away thatthe receiving application can » d:e" ssL offloading
understand and can be transported over Decryption attacks. m:'.i inspection
Creates a routing path for packet Man-in-the-middle I"bep IHmIFIII L|IP$]
o delivery for devices indifferent Router, N/WFirewall, IP,ICMP, RIP, OSPF, (MITM), IP Spoofing, Sieen
Network networksand can also selectbetween NIPS IPsec Packets e Attacks,Smurf SO0 m""
routing paths. Attack, Packet Sniffing. CE“"" ypt - l""
Responsible for delivery to and from
hosts on local network through ARP, ATM, MAC, ARP Spoofing, MAC mﬂnﬁm
2. Data Link communication media. Also does Switch, Bridge, NIC. VI.AI:I PPP. PPTP Frames Cloning, DoS, VLAN le g
» ] vel Seu.lrity, Static
framing, errorand flow control. Consists Hopping. ARP
of LLC and MAC sub-layers :
It acts as the communication mediaand Hubs, Cables Data Sniffing, Access Control,
1. Physical responsible forthe actual physical Mode rm: Re a;:e s, 802.11, Ethernet BASE Bits Unauthorized access,  Tracking/Securing
communication between devices. »Neps Physical Damage. Physical Assets. d oce a)‘ ae
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Network Layers Models

\
7-1layer OSI Model vs. 4-layer TCP/IP Model

Application
User interaction, data translation,

a Presentation communication coordination | Application
HTTP, DNS, FTP, DHCP, SMTP, Telnet

Session

b

T " End-to-end connections |
TCP, UDP

R

Logical addressing for data path
3 Network using packets | IP, ICMP, IGMP Internet

and formatting of raw bits |
ethernet, switch, bridge, cables,
WIEEESS

2 Data Physical transmission, addressing,
Network

1 Physical

@varcharr

W,
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