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Integrating Al, Blockchain, and Big Data to Strengthen Healthcare Data

Security, Privacy, and Patient Outcomes.
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(Yaqoob, Salah, Jayaraman & Al-Hammadi, 2022): Blockchain for 4.
Healthcare Data Management: Opportunities, Challenges, and Future
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(Esmaeilzadeh, 2022): Benefits and Concerns Associated with 4.
Blockchain-Based Health Information Exchange (HIE): A Qualitative

Study from Physicians' Perspectives.
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A Blockchain—-Based End-to—-End Data Protection Model for Personal

Health Records Sharing: A Fully Homomorphic Encryption Approach.

Ciph (e daadtll Laall cDlaud) Alaal (g)lans isad yshii e Capaill ) dufjall o
Juad ¢ FHE L) (filaall el (PFS 5 cninSold) yie (U ousaall) salasl cayla )
S sl A o weall DA (e (smashl 3 aidl] oSl Lbedll il e Lbaagl) Ul
Glexall z35all gk Pl el o yaill zgiall dubpal) Cueatiinly . Lol Silaall el
oaleY) e Slandl Kl e 19-28 K VAT Jais sale 1.3 aumi culily sac 8 aladiuls o)ladls
Jiliall arial) G geall o (I Al 28l Ciliagig Ll daug el auiil (CDC) 4554V
A kel o dgail) et Eam cig SV Al 3l syt Bale) 43 ey gall ISy Lol
o bl chal e ae linse Baaae 3538 Jpmasll 2y AL iy agilily i 5)))
sl datill hady Anagadll Hhlie o ciedd lee clalging o CRISH Gs0 riial) bl
and) eV 5US a2 3gaill okt dlialsas Auhall Caasly LApaial) Claal) o SV
Dalaas SN daal Ao aSB ae daadlgl) Laaall Aol Sy G ausll Claad dallaag
GDPR. HIPAA

(Adeghe, Okolo & Ojeyinka, 2024): Evaluating the Impact of Ay
Blockchain Technology in Healthcare Data Management: A Review of

Security, Privacy, and Patient Outcomes.
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Developing Privacy-Preserving Data Sharing Protocols for Healthcare

Systems Using Cryptographic and Blockchain—-Based Techniques.
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Abstract

This study aimed to investigate the impact of applying blockchain technology in healthcare
data sharing—through its dimensions (decentralized data encryption, smart contracts for access
control, data integrity and immutability, and consent and authorization management
mechanisms)—on reducing privacy and data leakage risks in healthcare institutions in the
Kingdom of Saudi Arabia. The study adopted the descriptive-analytical approach, employing a
questionnaire as the primary data collection instrument. A stratified random sample was drawn
from professionals involved in healthcare data management and information technology across
Saudi healthcare institutions, yielding (373) valid responses for analysis. Data were processed
statistically using SPSS V.26.

The study revealed a statistically significant impact at the significance level (a < 0.05) of
blockchain technology dimensions, collectively, on reducing privacy and data leakage risks,
with a coefficient of determination (R? = 0.776), indicating that (77.6%) of the variance in risk
reduction is explained by these dimensions. The findings showed that the data integrity and
immutability dimension had the strongest effect (B = 0.326), followed by smart contracts for
access control (B = 0.298), then decentralized encryption (B = 0.241), and finally consent and
authorization management mechanisms (B = 0.189). In light of these findings, the study
recommended adopting blockchain technology as a strategic pillar within the healthcare digital
transformation system, developing a unified national platform for healthcare data sharing, and
enacting legislation regulating the use of smart contracts and electronic consent mechanisms in
alignment with the Saudi Personal Data Protection Law.

Keywords: Blockchain Technology, Healthcare Data Sharing, Data Privacy, Data Leakage,
Healthcare Institutions, Kingdom of Saudi Arabia.
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